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Using the base MIP protocol, two routing inefficiencies can be 
observed. The first is what’s called triangular routing: all traffic 
for the mobile node has to go through the home agent, increasing 
the routing path from the corresponding node to the mobile 
node. A possible solution is to let the correspondent nodes tunnel 
traffic directly to the care-of address: when the home agent first 
intercepts traffic destined for a registered node, it sends a so-
called binding update to the correspondent node, providing it 
with the tunnel endpoint. A second issue is when a mobile node 
changes networks: traffic in flight to the previous foreign agent 
care-of address is lost after the mobile node has left that 
network. By notifying the previous foreign agent of its new 
location, packets in flight can be re-tunneled to the new care-of 
address and possibly update a correspondent node of the new 
address. These improvements are bundled in an extension to 
Mobile IP called Route Optimization [2]. 

Abstract 
This paper presents the design, the implementation and the 
enhancements required to provide IP mobility in OPNET 
Modeler. The following mobility protocols are integrated into 
the standard OPNET models: Mobile IPv4, Route Optimization 
and Regional Tunnel Management (Hierarchical Mobile IP). 
Two types of activities can be distinguished. Firstly, the standard 
OPNET IP stack was modified with new features (e.g. proxy 
ARP, routing enhancements, etc.). Secondly, new process 
models were developed, such as tunneling, mobility registration, 
etc... The resulting models are then applied to a number of case 
studies where performance measures (delay, packet loss) are 
determined for various WLAN mobility scenarios which 
illustrate the effect of Mobile IP on transport-level protocols. 
 
Introduction 
Mobile IP [1] (MIP) is a protocol designed to allow a node to 
alter its network point-of-attachment without changing its IP 
address, and thus without having to restart all transport-level 
traffic. The protocol makes use of MIP-aware nodes on the 
different networks, called mobility agents. When the mobile 
node is away from home, it is still reachable through its home 
address. All traffic destined for the mobile node is captured by 
the home agent and tunneled to the mobile node’s address on the 
foreign link, called the care-of address. There are two modes of 
operation possible: the care-of address can be located at the node 
itself, which is called the co-located care-of address. Or, it is 
also possible that the node registers itself with a mobility agent 
on the foreign network, the so-called foreign agent.  The node is 
then said to be using a foreign agent care-of address, and in this 
case it has its home address configured on its network interface, 
and thus delivery of packets from the foreign agent to the node 
must not rely on standard IP routing (the subnet masks won’t 
match, even though they are both on the same link). 

 
Mobile IP is essentially considered a macro-mobility solution 
and not immediately suited to micro-mobility: small cells result 
in frequent handoffs, requiring registration with a possibly 
distant home agent for each of these handoffs. Shortening the 
length of the signaling path needed during network traversal 
alleviates this problem and thus reduces packet loss (foreign 
agents that have processed a request, but haven’t received a 
reply do not forward traffic to the mobile node). The IETF 
proposes a technique called Regional Tunnel Management [3], 
which works by creating a tree-like hierarchy of mobility agents. 
At the top of this tree is the home agent (depth 0), with a number 
of Gateway Foreign Agents (GFAs) underneath and below these 
GFAs are a number of Regional Foreign Agents (RFAs). This 
can be just one level (i.e. the foreign agents are at depth 2 in the 
tree), or the tree can be arbitrarily deep. When first leaving its 
home network, the mobile node performs a home registration. 
This is a normal registration which passes through every agent in 
the path from the mobile node to the home agent. Every other 
move underneath the same GFA is governed by regional 
registrations which only go up as far as the agent common to the 
old path and the new path from the mobile node to the top of the 
hierarchy (the crossover node). So from the home agent’s 
perspective, the care-of address is located at the GFA under 
which the mobile node is registered. 

 
When a node is at its home network, no mobility-specific 
mechanisms are active, and normal IP routing is in place. Upon 
leaving this network, the node registers its care-of address with 
its home agent, which then utilizes Proxy ARP to intercept all 
traffic destined for the mobile node. The home agent 
subsequently tunnels this traffic to the registered care-of address, 
where it is decapsulated and delivered to the mobile node (when 
using a co-located care-of address, decapsulation takes place at 
the node itself). Each time the node changes networks, it 
registers its new care-of address with the home agent. When 
returning home, a registration that causes the home agent to 
delete the mobility binding and stop intercepting traffic is sent. 
The mobile node uses standard routing at all times, using its 
home address as the source address. 

 
Mobile IP in OPNET 
The protocols mentioned above (Mobile IP and its 
enhancements) have been implemented in OPNET Modeler, 
fully integrated within the standard process and node models. 
Both modes of operation (co-located and foreign agent care-of 
address) are supported, with an emphasis on the foreign agent 
mode to allow full operation of Route Optimization. While these 
protocols are fully functional, some aspects (i.e. security 
associations) were not modeled as they do not have an impact 
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from a performance evaluation point of view, but may be 
integrated later on should the need arise. 
 
In the following sections, I will describe the work done in order 
to implement mobility in Modeler. As neither link-level nor 
network-level mobility (handoff) is supported, existing code had 
to be modified to allow full integration in the standard model 
library. Standard node models were expanded upon with new 
processes, and several process models required non-trivial 
modifications. To get around the link-layer mobility, the mobile 
node is equipped with as many interfaces as there are networks 
onto which it can roam (e.g. in the case of WLANs, each 
interface is tied to an access point through its BSS id). While this 
makes for a more complex node model, there are several 
advantages to this approach. From an implementation point of 
view, the existing infrastructure of configuring several IP 
interfaces can be used without any problems, making mobile 
node configuration very similar to any other IP device 
configuration. From a simulation point of view, using several 
interfaces has the advantage of allowing some interfaces to be 
“always on”, while others can be switched on or off depending 
circumstances. The actual decision of which interface to use is 
scripted as of now and to the IP layer, this could just as well be 
dictated by the link layer or any other process. 
 
Integrating these protocols into the standard OPNET models has 
the immediate advantage of having a large library ready for 
simulation usage (e.g. evaluating the performance of standard 
applications over MIP). This means however, that with each new 
model release, these modifications have to be re-incorporated 
into the code, and certain modifications may be needed. When 
moving to OPNET release 8.1.A for example, an important part 
of the IP routing logic had been implemented differently 
(compared to release 8.0.C), making changes to the mobility 
logic within these files absolutely necessary. 
 
The following paragraphs first deal with the work done inside 
the standard models. The new processes are described next, 
followed by a description of the new node models. Finally, some 
simulation scenarios are presented together with results 
illustrating the implemented protocols.  
 
ARP Modifications 

 
Figure 1 Modified ip_arp_v4 process model 

Proxy ARP: when a mobile node is away from its home 
network, the home agent on that home network has to answer for 
ARP requests destined for the IP address of the mobile node. 
This technique is called Proxy ARP, and requires the ARP layer 

to have knowledge of the mobility binding list. This list is 
discovered through the process-wide registry and stored in a 
state variable for further reference.  
 
When this layer receives an ARP packet, the standard processing 
is to compare the destination protocol address with the address 
of the interface the packet was received on. Should this be 
different, a test is then made to see if the destination address 
belongs to a registered mobile node for which this agent is the 
home agent. If there is a match, then the packet is processed 
normally and it will be sent upwards in the stack, causing all 
ethernet packets destined for the mobile node to be tunneled to 
the care-of address. 
 
Gratuitous ARP: after the mobile node leaves its home network 
for the first time and the home agent has enabled Proxy ARP for 
the node’s address, all the other nodes on the same link with an 
active ARP entry for the mobile node will continue to send 
packets to the old link layer address, and not to the home agent. 
Gratuitous ARP is essentially a link layer broadcast of an ARP 
reply packet so that all the receiving nodes update their table 
entries. A gratuitous ARP packet is identified by having the 
destination protocol address and the source protocol address set 
to the same value (in this case, the mobile node’s address). Upon 
returning to the home network, the mobile node also broadcasts 
this packet on its home link. Reception of this packet updates the 
ARP cache at the node: a new entry is created or an existing one 
is updated. For sending gratuitous ARP packets, the ip_arp_v4 
process model was extended with a new state (grat_arp, see 
Figure 1), which is triggered by a remote interrupt (the 
associated ICI sets the address information). 
 
Because Mobile IP relies on these ARP mechanisms, simulations 
must be run with the ARP Sim Efficiency attribute set to 
Disabled. 
 
IP Modifications 
The IP routing logic also needed some modifications. For 
example, when a foreign agent de-tunnels a packet destined for a 
registered mobile node, it should consider the home address of 
that node to be local on the link and consequently shouldn’t 
forward the packet to a gateway. Also, almost all routing 
functions need to be aware if they are running within a mobile 
node or in a mobility agent. If a packet is sent downwards in the 
IP stack in a mobile node, standard processing would be to 
simply choose the most appropriate output interface available. 
Here, only the interface that is tagged as “active” by the 
moip_core process should be used when routing packets to the 
network. Outbound IP datagrams normally get the address of the 
interface they are sent to assigned as the source address. In 
mobile nodes, the source address is the home address at all 
times, even when using an interface configured with a co-located 
care-of address. 
 
Then there is the added requirement of choosing the correct 
gateway for packets destined outside the local link when the 
mobile node is away from home. Mobile IP specifies that every 
foreign agent has to be capable of forwarding traffic to its 
default gateway on behalf of the mobile node. Mobility agents 
may also advertise gateways in their router advertisements. 
Normally this is explicitly set by the user or resolved 
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automatically. In mobile nodes however, this logic was changed 
to look for an interface configuration list published by the 
moip_core process which holds an address of the default 
gateway for each of its interfaces (this list is dynamically 
adjusted as the node roams among networks). 
 
The ip_encap_v4 process model has also been modified 
considerably. When this process receives a packet from an upper 
(transport) layer, it searches the mobility lists for the destination 
address. If the address is present there, the newly created IP 
packet is sent to the tunnel process which will send it back to 
ip_encap_v4 with the tunnel endpoint information in the 
accompanying ICI, causing the packet to be encapsulated in 
another IP packet (with protocol number 4: IP-in-IP tunneling) 
and routed normally downwards through the stack. 
Alternatively, if a packet is received from a lower layer, it is 
determined if the IP payload has to be extracted, or that maybe 
the packet needs to be tunneled or re-tunneled to another 
destination (this node could be functioning as a mobility agent). 
 
On a simulation-technical level, in order to support the “IP Auto 
Addressing” mode (specified as a simulation attribute) some 
changes were made in the auto addressing logic, as configuring 
the same IP address on several interfaces is not allowed. 
 
ICMP_bis 

 

Figure 2 icmp_bis process 

Mobility agents announce their presence on a link by sending 
ICMP router advertisements extended with agent 
advertisements. A mobile node can also actively request these 
advertisements by broadcasting an agent solicitation over the 
link. This mechanism is not integrated into the standard ICMP 
process for modeling ease, but functions as a separate IP 
protocol. Table 1 shows the process attributes, which are 
explained in the state descriptions. 
 
Attribute name Type 
Send router advertisements Toggle 
MinAdvertisementInterval Integer 
MaxAdvertisementInterval Integer 
Support Regional Registration Toggle 
Hierarchy Compound 

Table 1 icmp_bis attributes 

State descriptions: 
• init1: initialize state variables, read process attributes and 

create a record in the process-wide registry. The Hierarchy 
attribute is a list of IP address of all the agents in the path 

from this node to the GFA in the hierarchy, starting with the 
node closest in the path. The GFA itself has no entries in 
this list. 

• init2 (after extra wait state to make sure the IP tables are 
created fully): discover the presence of other mobility 
processes within this node (moip_reg and moip_core), and 
when running in a mobile node, read the interface 
configuration (published by moip_core) to see which 
interface is configured as the home interface and extract the 
IP address of this interface from the interface information 
table. 

• generate: when the Send router advertisements attribute is 
set to enabled, this process generates periodical (normally 
distributed between MinAdvertisementInterval and 
MaxAdvertisementInterval) advertisements to announce its 
presence on the link. This packet is an IP broadcast with its 
TTL field set to 1, and contains a list of care-of addresses 
for a mobile node to use, as well as several flags indicating 
the services this agent provides (home, foreign, hierarchical, 
encapsulation options). 

• arrival: this state is entered when either a mobility agent 
receives an agent solicitation (upon which it shall send a 
unicast agent advertisement) or when a mobile node 
receives an agent advertisement. In the latter case, this will 
cause the mobile node to switch care-of address and 
generate a registration request if the received advertisement 
indicates a new link (a new network point-of-attachment). 

• sendsol: this code is executed in mobile nodes (by remote 
interrupts) and broadcasts an agent solicitation across the 
link. 

 
Tunneling 

 

Figure 3 tunnel process 

This process model is connected to the ip_encap module, and is 
responsible for IP-in-IP encapsulation, decapsulation and for 
determining tunnel endpoints.  
 
State descriptions: 
• init: register this process in the registry and obtain handles 

to the mobility binding and route optimization cache lists as 
published by the moip_reg process through the registry. 

• arrival: packets arrive in this process either because an IP 
packet arrived with protocol number 4 (IP-in-IP tunneling) 
or because they have been explicitly sent here by ip_encap. 
In the first case, the inner packet’s destination address is 
extracted and searched for in the mobility list present in this 
node. If there is a match, then this node is either the mobile 
node (using a co-located care-of address) and then the inner 
packet is sent to ip_encap with a special flag indicating that 
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it should not be encapsulated, or this node is a mobility 
agent with an active registration and then the inner packet is 
placed on the local link without encapsulation or it gets re-
tunneled to an agent lower in the hierarchy when this 
foreign agent is an intermediate node in a hierarchical 
scheme. When the address is not found in the mobility list, a 
binding warning is sent for the source node as this means 
that the sending node has an out-of-date tunnel endpoint in 
its cache. Then the address is searched for in the route 
optimization binding list and tunneled to the care-of address 
found there or the packet is discarded otherwise. In the 
second case, when an IP packet (protocol number other than 
4) was sent to the tunnel process by ip_encap (because the 
destination address matched an entry in the mobility lists), 
then that packet is simply sent back to ip_encap with the 
tunnel endpoint set as its destination address. This results in 
the creation of a new encapsulating IP packet that will be 
routed to the correct care-of address. 

 
By attaching this process module to the ip_encap layer, some 
changes were needed in the process logic. As mentioned above, 
not every packet that arrives here from an upper layer needs to 
be encapsulated. To this end, an extra flag was added to the 
ip_encap_req_v4 ICI to force this layer to just forward the 
received packet to the output stream without encapsulating it 
first. 
 
Moip_reg 

 

Figure 4 moip_reg process 

The moip_reg model is mainly responsible for 2 tasks: managing 
the mobility lists and processing registration messages. It uses 
UDP (port 434) as the transport protocol.  
 
Attribute name Type 
Mobility Agent Toggle 

Table 2 moip_reg attributes 

State descriptions: 
• init: register this process in the registry, including pointers 

to the mobility binding list and the route optimization cache 
(they are also created here) so other models can access 
these. 

• arrive_regreq: this state is entered when a registration 
request arrives at a mobility agent. It is responsible for 
creating or updating the mobility list entry for the mobile 

node. These entries contain all the information found in 
requests: home agent address, home address, care-of 
address, lifetime and identification values, but also include 
other contextual information (e.g. the next lower foreign 
agent in a hierarchy for that node) and some status 
information. Each agent processes these requests as they 
pass through and sends them up to the home agent, which 
creates a registration reply and sends it back through the 
same route. This reply is not tunneled, but processed and 
forwarded by each agent it encounters (which may be more 
than one in the case of a hierarchical scheme). A mobile 
node may also request to inform its old foreign agent of its 
new care-of address [2]. It does so by adding a previous 
agent extension to the registration request. This extension is 
removed by the node’s foreign agent who then sends a 
binding update to the old agent. 

• arrive_regrep: registration replies are checked for validity 
upon reception. Valid replies are these where the status code 
equals zero (no error) and where the identification field 
matches the identification stored in the mobility list of the 
registration request. If these conditions are met, the entry in 
the list is set to active as opposed to pending when the 
request is first received. The reply eventually reaches the 
mobile node which then sees its registration confirmed. 

• arrive_regionalregreq: local registrations in a hierarchical 
system only go up to the crossover node in the agent tree 
(not to the home agent) and have a different type number 
compared to regular registration requests, but processing of 
both requests is otherwise very similar. Information 
contained in these requests is stored together with the values 
of the home registration. So regional registrations have their 
own associated lifetimes and identification values. 

• arrive_regionalregrep: handling of these requests is the 
same as their regular counterparts. 

• arrive_bindwarn: when a node tunnels traffic to an out-of-
date foreign agent, that agent sends a binding warning to the 
mobile node’s home agent which will update the 
correspondent node with the mobile’s new care-of address. 
If the old foreign agent has no information about the mobile 
node (possibly all of its entries have expired) then it sends 
the binding warning to the correspondent node which will 
delete it optimization cache entry. 

• arrive_bindupd: a binding update creates or updates entries 
in the route optimization cache. Old foreign agents receiving 
a binding update need to disable their active registration list 
entry for the mobile node and formulate a binding 
acknowledgement which is tunneled to the mobile node. 
The mobile node needs this acknowledgement to make sure 
that its previous agent is aware of its new care-of address to 
avoid the formation of “black holes” (when an agent doesn’t 
receive a binding update, all traffic tunneled to that agent is 
lost until the corresponding entry in the registration list 
times out). 

• arrive_bindack: binding updates and acknowledgements are 
also matched by an identification field. If they match, the 
receiving node sees the update confirmed. 

• arrive_bindreq: any node can also make a request to be sent 
a binding update for a mobile node to the home agent (if the 
mobile node hasn’t requested to keep its care-of address 
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private). Upon reception of this request, a binding update is 
formulated and sent to the source of the request. 

• transmit_reg: this state is only invoked in mobile nodes, by 
remote interrupts mainly coming from the icmp_bis process 
when it receives an agent advertisement on a new link (or 
self interrupts coming from timer events). The 
accompanying ICI holds all the needed information to 
completely formulate a registration request: destination, 
home address, care-of address, type of registration (normal 
or hierarchical), several flags, etc… A previous agent 
notification extension is also added here if needed. 

• transmit_routeop: binding updates and warnings are created 
and sent in this state, invoked by interrupts with associated 
ICIs. Updates are created in response to received binding 
requests or warnings, or upon reception of a registration 
request with a previous agent extension. 

• timer: all list entries (normal and hierarchical entries in the 
mobility list and entries in the optimization cache) have 
associated lifetimes. The mobile node retransmits its 
registration request when it is about to expire to guarantee 
continuity of the registrations.  

 
Moip_core 

 

Figure 5 moip_core process 

This process model is only found in mobile nodes and identifies 
this node as such (the other processes in a node look for the 
presence of this module). It is responsible for parsing the 
interface configuration (identifying the type of each interface), 
and for parsing and executing the mobility script. This is done 
by creating a self-interrupt timer event for each entry in the 
mobility script and associating an interface number with each 
event. Upon execution of these events, the active interface 
number is changed (to which other processes have a handle that 
they obtained through the process-wide registry) and a remote 
event interrupt is sent to the icmp_bis module so it will send an 
agent solicitation. This method is used to create a controlled 
mechanism of mobility. Possible future extensions could include 
a link layer monitor that makes certain decisions depending on 
network availability and conditions. 
 
Attribute name Type 
Mobility sequence Compound 
Interface configuration Compound 
Home agent String 

Table 3 moip_core attributes 

State descriptions: 
• init: create the interface configuration list, and register this 

process in the registry thereby publishing a pointer to the 

interface configuration list, the home agent address and an 
index to the active interface. 

• init tables: first the mobility sequence script is parsed. This 
list consists of (time, interface name) pairs. Each interface 
name is translated into an index by using the interface 
information published by the IP process in the registry. For 
each entry in the sequence, a timer event is set at the 
designated time and with the interrupt code set to the 
interface index. Next up is the interface configuration, a list 
that associates each interface with a type: interface to the 
home network, to a network using a co-located care-of 
address or to a network using a foreign agent care-of 
address. Added to each entry is the IP address of the default 
gateway on each network as it is discovered: for the 
interface on the home network, this is the gateway specified 
in the IP Host Parameters attribute on the node. For every 
other interface, this is the address learned from mobility 
agent advertisements, and can either be the agent itself or 
some router on that link. The IP routing logic uses this 
information to determine next-hop destinations for outgoing 
packets. 

• switch: every time an event from the mobility sequence is 
triggered, this state is entered. It sets the active interface 
index to the interrupt code and sends a remote interrupt to 
the icmp_bis process to generate an agent solicitation. 

 
Implementation of this process goes beyond the base Mobile IP 
protocol, and implements a technique called Hinted Cell 
Switching (HCS) introduced in [4]. Move detection in a mobile 
node is normally triggered by the reception of agent 
advertisements. Using short intervals for sending these 
advertisements results in extra traffic on the link, while longer 
intervals degrade mobility performance. HCS uses indications 
from other (lower) layers to allow a mobile node to initiate the 
registration process as soon as possible by sending an agent 
solicitation. 
 
Node model: Mobility agents 

 

Figure 6 Mobility agent node model 

The standard OPNET ethernet_wkstn_adv model provides the 
base for this model and three process modules were added: 
moip_reg, tunnel and icmp_bis. When the Mobility Agent 
attribute (coming from moip_reg) is set to disabled, this node 
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 behaves exactly like the one from which it is derived. When set 
to enabled, this node will process registration messages and 
generate agent advertisements. 

 

 
Node model: Mobile node 

 

Figure 7 Mobile node model 

This node model is essentially the same as the mobility agent 
model, with the extra addition of another new process module, 
called moip_core. The mobile node shown here is equipped with 
eight IEEE802.11b interfaces, allowing it to roam between eight 
different WLAN networks. This number is not hard-coded 
anywhere and can be changed by simply adding or removing 
interfaces from the node model. The scope isn’t limited by the 
type of interface either. Any of these can by replaced by e.g. a 
GPRS interface to study IP-layer mobility between IEEE802.11b 
and GPRS networks. 

Figure 8 Test network 

Figure 9 shows the packet delay experienced by the traffic when 
route optimization is disabled and enabled. The lower delay 
when the mobile node is away from home is obviously caused 
by the server tunneling packets directly to the node. However, 
two peaks can be observed: the first one at 30 seconds, when the 
first packets from the server are routed through the home agent, 
which will then send a binding update to the server notifying it 
of the new care-of address. The second peak is at 40 seconds, 
when moving from AP_2 to AP_3: the extra delay is caused by 
packets in flight to the old foreign agent that has received a 
binding update and is forwarding traffic to the new foreign 
agent. 

 
The WLAN interfaces shown here are enhanced somewhat by 
placing another process module between the radio transceivers 
and the wlan_mac modules. These processes function as packet 
sinks when the interfaces they’re placed upon are not tagged as 
active by the moip_core process and let traffic through 
otherwise. This method is applied to simulate the effect of 
completely losing contact with an access point and thus 
preventing packets queued in the MAC layer from being sent (as 
well as WLAN control messages). 
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Configuration of the mobile node is very similar to configuring 
any other IP device. In the IP Host Parameters attribute, each 
interface is given a name and IP address (when using foreign 
agent care-of address, the home address may be configured on 
every interface). The Default Route has to be specified as well, 
and is the default router for the mobile node when it is at its 
home network. The name given to each interface is then used in 
the Interface configuration and Mobility sequence attributes. 
 
Simulation results 
The benefits of route optimization are illustrated using the 
network shown in figure 8. The mobile node is in range of 3 
access points, starts out at its home network (connected to AP_1) 
and switches to AP_2, AP_3 and back to AP_1 every ten 
seconds. The UDP CBR Server sends constant-sized UDP 
packets (1024 bytes) to the mobile node every 0.05 seconds, 
where the delay is measured. The links and LAN objects in the 
network are all configured with background traffic. 

Figure 9 UDP Packet delay 

Looking at the behavior of the congestion window (cwnd) of the 
FTP server who is sending a file to the mobile node during the 
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handoffs provides some indication of how TCP performs in this 
mobile environment. The standard TCP Reno model was used, 
but the segment size has been set to 1440 bytes, to avoid 
fragmentation due to IP-in-IP tunneling. Figure 10 shows how 
route optimization does not necessarily mean a better 
performance from this point of view, as packets are still lost 
when the binding update hasn’t reached the old foreign agent or 
when the new agent hasn’t received a registration reply. Of 
course, the segment delay is much lower when using the 
optimization. 
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Figure 10 Cwnd across handoffs 

 
Figure 11 shows a hierarchical setup. There are three mobility 
domains: the home domain, a one-level foreign domain and a 
two-level foreign domain. Just as in the non-hierarchical setup, 
there is also a server park with which all communication is 
conducted. The mobile node changes networks every five 
seconds, starting at its home domain and then going through 
each network (AP_2 to AP_6) after which it returns home again. 
 

 
Figure 11 Hierarchical test network 

 
As mentioned in the introduction, the hierarchical scheme was 
introduced to avoid having to register with a possibly distant 
home agent, during which the intermediate foreign agents are 

unable to process any traffic destined for the mobile node. Using 
a hierarchical setup, node movement within the same domain 
(governed by the same GFA) requires only a regional 
registration going as far up as the crossover foreign agent. Table 
4 shows the registration completion times in the above test 
network. As clearly illustrated, intra-domain movement has 
drastically lower registration times compared to the non-
hierarchical case, and inter-domain registrations have roughly 
the same latencies (when changing domains, the home agent 
always has to be notified). 
 
Handoff initiation Completion 

without hierarchy 
Completion using 
hierarchy 

120 120.2240360 120.2281108 
125 125.2246010 125.0254341 
130 130.2223375 130.2259342 
135 135.2217263 135.0291131 
140 140.2222707 140.0211292 
145 145.0124628 145.0124628 

Table 4 Handoff latency 

Looking at the same UDP CBR traffic used before, packet delay 
will be slightly higher when using the hierarchy, because each 
packet directly tunneled by the server to the mobile node will 
have to pass through each foreign agent in the path from the 
GFA to the mobile node. When looking at packet loss however, 
we can see in table 5 that the reduced registration times have a 
noticeable impact on packet loss, because the foreign agents can 
forward traffic to the mobile a lot faster. The loss of 19 packets 
in the hierarchical case is due to packets already in flight to the 
old foreign agent before the registration has reached the 
crossover agent (and before the previous foreign agent 
notification). 
 
Packets sent Packets received 

without hierarchy 
Packets received 
using hierarchy 

1200 1169 1181 

Table 5 Real-time traffic packet loss 

When looking at TCP again, figure 12 shows the cwnd in the 
hierarchical and non-hierarchical case. The fewer lost packets 
due to shortened registration times help to improve performance, 
although the intra-domain switch at 135 seconds causes multiple 
packets of a same window to be lost, forcing TCP Reno to a 
timeout. 
 
Conclusion and future work 
This paper presented a roadmap of the work done in integrating 
IP mobility into the standard OPNET models. Simulation results 
provided some insights in the influence of the protocols on 
higher-level traffic. Further work will include new handover 
protocols (e.g. optimized smooth handoffs [5], low latency 
handoff [6]), and other protocol enhancements. The scripted way 
of switching networks will become optional, and the mobile 
node will be able to select networks on basis of availability (e.g. 
perceived signal strength of a WLAN station). 
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Figure 12 Cwnd across handoffs 
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