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The early days of digitisation and PACS, 2000 ©

“When wireless is perfectly applied the whole earth will be converted into 
a huge brain, which in fact it is, all things being particles of a real and 
rhythmic whole. We shall be able to communicate with one another instantly, 
irrespective of distance. Not only this, but through television and telephony 
we shall see and hear one another as perfectly as though we were face to 
face, despite intervening distances of thousands of miles; and the instruments 
through which we shall be able to do this will be amazingly simple compared 
with our present telephone. A man will be able to carry one in his vest pocket.” 

Nikola Tesla, 1926
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Introduction

A revolution is taking place in medicine, in which the Internet and the digitisation 
of medical information are playing a central role. During the past few decades 
several major changes in computer and communication technology have pushed 
the limits of imaging informatics in medicine beyond traditional borders. Through 
the introduction of new technologies such as the World Wide Web, wireless 
Internet networks, and the more recent emergence of social networks, major 
advances have been made in services applicable to medical imaging.

The Internet has become an essential gateway for electronic transmission and 
sharing of health-related data and images, a process known as “e-Health”. The 
Electronic Health Record (EHR) , which is a longitudinal electronic record of patient 
health information that spans over the continuum of healthcare, is currently under 
construction [1] [2]. This EHR will not only automate and streamline the clinician’s 
workflow, but it will also enable patients to progressively gain control over their 
health data. In addition, the vast number of electronic devices and sensors that 
can wirelessly connect to the Internet is gradually giving shape to the Internet 
of Things (IoT), which further enables autonomous, real-time data collection at 
scale. Such “smart wearables” will be used for a wide variety of purposes such as 
monitoring heart rate, breathing, temperature, mobility, glucose levels etc. [3].

Chapter 1
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But it is not only the volume of digital medical data that can be collected and shared 
electronically that is experiencing exponential growth, the ways in which these 
data can be used are also increasing dramatically. New cloud-based technologies 
facilitate the collection, processing and intelligent integration of this data, and 
make it possible to generate useful information for the provision of personalised 
health services. This is causing a complete turnaround in medicine, resulting in 
numerous opportunities for telemedicine that should be to the benefit of both 
healthcare professionals and patients.

I already have a keen interest in the digital changes that engulf radiology since 
the late nineties. By writing this thesis I wanted to find an answer to the following 
questions:
• Has the combination of widespread availability of Internet and digitisation of 

radiology had a significant impact on how radiological services are provided?
• Has the widespread availability and adoption of Internet led to the development 

of useful tools and services for both radiologists and patients?
• What factors have been key to the development of teleradiology?
• What types of services and applications are currently covered by the term 

teleradiology?
• How did teleradiology evolve in Europe in comparison with the United States, 

and how different are the teleradiology models?
• What is the future of teleradiology and how will medical images be shared in 

the next 10 years?
• How will the major new trends, such as the growing usage of mobile devices and 

social media, the further deployment of telemedicine and the increasing patient 
empowerment, influence the way radiological services are provided?

The revolution began in 1996, when the Internet went public. In this early 
Web 1.0 period several websites, mailing lists and discussion groups (e.g. the 
EURORAD case database and the EUFORA mailing list) were created for and by 
radiologists, which not only allowed them to share ideas more easily, but also to 
create new educational tools and to distribute professional information. At the 
same time, radiological departments were becoming more fully digitised, putting 
the radiologists at the frontline of producing and distributing digital images. This 
position led to radiologists developing methods and standards for safe electronic 
transmission of radiological images, such as the DICOM standard [4]. 
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Whereas Chapter 3 provides a succinct overview of the digital revolution that 
took place in the past 15 years, Chapter 4 is a collection of three papers that were 
published at the dawn of the public Internet. The first paper gives an overview 
of several Internet applications for radiologists and describes how they can be 
implemented in radiology practice. The other two papers are focusing on the 
project called “European Forum for Radiologists” (EUFORA), that was active in 
1999-2001. These papers are included as a demonstration of the initiatives that 
were taken in the early Internet days to improve the communication between 
radiologists on an international level, and to facilitate the digital sharing of 
radiological images. Chapter 3 and 4 should provide an answer to the first two 
questions.

The digitisation of radiology and the fast growing availability of high-bandwidth 
Internet were the main contributors to the development of teleradiology, the 
transmission and reading of radiological images at distance. Teleradiology 
services became part of the daily workflow of many radiology departments to 
meet the various challenges they face, such as increasing workloads, shortages in 
radiological capacity and the growing need for radiological subspecialty advice. The 
development of teleradiology services followed a different course in the United 
States (US) compared to Europe however, mainly because of the existing differences 
in healthcare systems and markets. Within a few years a very competitive and 
even predatory teleradiology market was created in the US. By comparison in the 
European Union a more fragmented implementation of teleradiology services 
could be seen, not only due to the different healthcare systems in each member 
state but also because of cultural and linguistic differences. The increasing 
prevalence of teleradiology also generated in-depth discussions about many 
relevant issues such as quality management, patient safety, security of electronic 
transmission of health data, pricing of services, commoditisation of radiology and 
professional certification of radiologists for international transactions. Despite 
these struggles teleradiology has emerged as the largest and most mature 
segment of the overall telemedicine industry. In Chapter 5 the implementation of 
teleradiology and other related issues is explained and addressed in detail. Four 
papers are included, of which the first gives a historical overview and describes 
the different concepts of teleradiology. It is based on a combination of literature 
research and the personal teleradiology experience of both authors. The second 
paper discusses the results of a European web-based survey that was conducted 
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with the intention to obtain useful information on how teleradiology is being used 
in different EU member states. The survey was conducted in collaboration with 
the ESR and other national societies, in the last quarter of 2011. The third paper is a 
statement of the European Society of Radiology (ESR) on the usage of teleradiology 
in Europe. The goal of this paper was to provide an update of the existing ESR 
statements on teleradiology due the growing tendency in European hospitals 
to incorporate this technique in the radiological workflow, and because of the 
prioritisation of e-Health on the European political agenda. The entire project was 
conducted by the ESR e-Health and informatics Subcommittee, and was carried 
out by the “Teleradiology subgroup”, which was created to produce this paper. 
The author of this thesis was assigned as the chairman of this subgroup. A secured 
digital platform was created to facilitate electronic sharing of documents and 
contributions between the subgroup’s members. In the final paper of this chapter 
a comparison is made between the teleradiology best-practice guidelines of the 
American College of Radiology (ACR) and of the ESR. The existing teleradiology 
models in the EU and the US are analysed and compared in the perspective of 
the local political, economical, legal and cultural (linguistic) backgrounds. These 
papers are included in Chapter 5 to provide an answer the third to sixth questions.

The more recent popularity of mobile devices, combined with the exponentially 
growing availability of mobile applications and online services, has had a significant 
impact on the fast development of new e-Health services. These “disruptive” 
innovations are progressively replacing earlier established methods of sharing 
and processing medical information, and causing a breakdown of the traditional 
model of care in which the hospital plays a central role.

The walls surrounding the information-silos of the hospital are progressively 
being “deconstructed”, meaning a shift is taking place from a hospital-centric 
model towards a patient-centric model of care, in which relevant patient-related 
information is shared fluently between all stakeholders involved in the healthcare 
process. Evidence of this shift can be seen in hospitals’ progressive introduction 
of new types of services to their patients, such as patient portals [2]. These 
so-called i-Portals can provide access to online appointment scheduling, video 
consultations, monitoring of vital functions, provision of second opinions and 
access to medical results including radiological images and reports.

Both these and other upcoming innovations are paving the way for greater patient 
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empowerment, allowing more active involvement of patients in the management 
of their health, which will inevitably also transform the way radiological services 
are provided. In Chapter 6 the popularity of social media and their impact on 
healthcare and radiology are addressed. In the first paper a general overview is 
provided of the social media that are available for radiologists, and information 
is provided on how to use them securely in daily practice. In the second paper 
the results are discussed of an online survey that was conducted in 2015 with the 
intention to investigate how radiologists are using social media, and to discern the 
different tendencies among European and American users. In this Chapter part of 
the answer to the last question is provided. 

In Chapter 7 (Conclusions and future perspectives) a supplementary answer is 
given to the final question by looking from a more comprehensive perspective at 
the role of the future radiologist. 

Outline of the thesis

In this thesis we describe the impact of the changes in information technology (IT) 
on the radiological profession, in the period between 1999 and 2016. 

Chapter 3 focuses on the historical development of the Internet and the digital 
revolution in healthcare and radiology. An overview is provided of the main 
changes in the period from the launch of the Internet to date. Some prospects 
are discussed.

Chapter 4 is a compilation of three articles about the early Internet period.
• In section 4.1 the availability and usefulness of diverse Internet applications for 

radiologists are discussed. It also includes a description of the EUFORA mailing list.
• In sections 4.2 and 4.3 the goals and results of the EUFORA mailing list are 

presented (1999-2001). 

Chapter 5 addresses the development and application of teleradiology (2011-
2015). In section 5.1 an overview of teleradiology concepts is provided, in section 
5.2 the results of a European survey on teleradiology are presented, in section 
5.3 the European teleradiology guidelines are explained and in section 5.4 a 
comparison between the American and European guidelines is made.
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Chapter 6 is centred on the newer Internet developments, including the 
integration of mobile devices and applications. In section 6.1 an introduction to 
the different types of social media for radiology is provided. In section 6.2 the 
value of social media for radiologists is discussed.

We conclude in Chapter 7 with a synthesis of the most significant changes that took 
place in the past 15 years in Information Technology and radiology. Reflections 
are made on the impact of the ongoing digital revolution on radiology and on the 
future role of the radiologist.
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Aims and objectives 

2

Due to the introduction of the Internet, the digitisation of radiological images 
and the global increase in the availability of mobile communication, radiological 
and medical information can be shared more easily both by healthcare providers 
and patients. In the introduction (Chapter 1) the questions have been formulated 
that are the foundation of this thesis. The methodology that was used to find the 
answers to these questions has been explained. 

This thesis bundles several papers regarding the impact of Information Technology 
on radiology services.

The main objective of this work is to demonstrate that:

1. The digitisation in medical imaging, availability of high-bandwidth Internet 
and development of new communication techniques are having significant 
impacts on the way radiology services can and will be delivered.

2. The widespread adoption of the Internet has resulted in the availability of 
new tools and services for both radiologists and patients.

3. The ability to electronically share patient-related information and radiological 
images has been key to the development of teleradiology.

4. Teleradiology is a broad term for a variety of applications in which radiological 
images are shared electronically.

5. Teleradiology has developed in a different way in the EU and the US.

6. Teleradiology is here to stay, although the format by which teleradiology 
services are delivered is likely to change as technology evolves and as new 
demands are placed on medical professionals.

7. Major trends, such as the growing usage of mobile devices, the popularity 
of social media, the on-going implementation of telemedicine and increasing 
patient empowerment, will have a significant impact on the way that 
radiological services are provided.

Chapter 2 Aims and objectives
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Chapter 3.1
The internet  
and the World Wide Web

In this section a consize overview will be given of the historic development of the 
Internet. The Internet can be defined as an international network of computers 
that uses standardised protocols for the exchange of information [1]. The origins 
of the global network date back to the late sixties  of past century. In 1968 the US 
Defense Advanced Research Projects Agency (DARPA) launched a research project 
to develop a system of information networks using telephone lines, which would 
be able to continue exchanging data if one of the links was destroyed, such as in 
the event of war for example. This was called “the Internetting project” and the 
system of networks which emerged from the research is known as the ARPANET 
– which evolved into what we know as the Internet. The communication standard 
that was created became known as the TCP/IP protocol suite (Transmission 
Control Protocol/Internet Protocol).

Experimental e-mail transfers between separate computer systems began shortly 
after the creation of the ARPANET in 1969 [2-4]. The first e-mail was sent across 
a network in 1971 by Ray Tomlinson, who initiated the use of the “@” sign to 
separate the names of the user and the user’s machine [2].

The real explosion of interest in the Internet however was mainly caused by 
development of the World Wide Web (WWW) [5]. The WWW had its foundation 
in the work of Tim Berners-Lee and his Flemish manager Robert Cailliau at CERN 
(Conseil Européen pour la Recherche Nucléaire). They created the basic principles 
of hypertext; a text containing links to other texts [3] [6]. Their intention was to 
enable physicist researchers throughout Europe and the US to share information 
more easily by creating a standard protocol that is independent from hardware 
and software.
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Figure 1 | This NeXTcube Computer was used by Tim Berners-Lee at CERN and became 
the world’s first Web server in 1989. It is a high-end workstation computer developed, 
manufactured, and sold by NeXT until 1993. The partly peeled off label on the cube 
itself has the following text: “This machine is a server. DO NOT POWER IT DOWN!!”. 
Source: Wikimedia Commons: http://bit.ly/1mFId0L

In March 1989 Tim Berners-Lee wrote a proposal for “a large hypertext database 
with typed links” and he began implementing his system on a newly acquired 
NeXT workstation based upon the UNIX operating system (Fig. 1). By December 
1990 he had built all the tools necessary for a working Web and the first browser 
for NeXT was introduced [3].

CERN presented the World Wide Web in 1992 and was able to connect several 
European research laboratories in the US and Europe by establishing 26 “reasonably 
reliable” HTTP servers. One year later about 200 servers were connected. In April 
1993, CERN placed its World Wide Web technology in the public domain, making it 
free for everyone to use and develop, provided they could connect to the system, 
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with no fees payable – a key factor in the transformational impact it would soon 
have on the world [7]. In 1997 the number of connected servers was estimated to 
be around 16 million, with a growth rate of 100 % per year [6].

The development of browser software made a major contribution to the success 
of the WWW by allowing users to surf the Web using a program (Internet 
browser) with a user-friendly interface. Browser software reads HyperText 
Markup Language (HTML), which is the standard markup language used to create 
web pages.

Mosaic was the first graphical Web-browser and was launched in November 1993 
by Marc Andreessen’s team at the NCSA (National Center for Supercomputing 
Applications). The browser was made available to download for free from the web, 
which is one of the reasons why it led to the Internet boom of the 1990s (Fig. 2) [8]. 

Figure 2 | Screenshot of the Mosaic browser, displaying 
the NCSA’s home page. The browser was officially 
launched in April 1993. Source: Wikimedia Commons: 
http://web-test.ncsa.illinois.edu/News/Images/ 
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The Mosaic browser, which was based on the work of Berners-Lee and the 
hypertext theorists before him, is generally recognised as the beginning of the 
web as it is now known. It made web-browsing easier by including features like 
icons, bookmarks, a more attractive interface, and pictures [8] [6]. The next 
generation of browsers, such as Netscape and Microsoft Internet Explorer, were 
largely based upon the functionality and user interface of the Mosaic software.

The subsequent development of so-called plug-in software, such as “JavaScript” 
and “Active X,” allowed web developers to make “static”, first generation html 
pages more interactive, and to create new dynamic web applications that could 
also include video or audio files [6]. Plug-in software is integrated in HTML and 
automatically activated in web browsers.

In addition to such plug-in software, more than 20 years after Mosaic’s introduction 
most currently used browsers such as Google Chrome, Internet Explorer, Safari 
and Firefox , still have many of the characteristics of the original Mosaic graphical 
user interface (GUI). Such features include the URL bar (Uniform Resource Locator) 
and back/forward/reload buttons and the overall interactive experience. 

Three Web-enabled technologies in particular were subsequently developed that 
have had a dramatic effect on how radiology departments communicate and 
operate, these are discussed in the next section.
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Chapter 3.2 
E-mail, newsgroups and 
mailing lists
Since the beginning of the modern Internet in 1993, the ability to send and receive 
electronic mail (e-mail) has been the most widely used service on the Internet. In 
the early Internet period (Web 1.0 phase from early 1990s to early 2000s) e-mail 
wasn’t only used as a method to electronically send messages between individuals, 
but also enabled participation in discussions through the use of mailing lists and 
newsgroups [2]. Mailing lists and newsgroups are essentially enhanced e-mail 
services, and they allow users to receive e-mails from specialty interest groups or 
to send e-mails to a specific group of individuals, e.g. radiologists. In this section 
these two Internet technologies are discussed in more detail. 

Newsgroups

Newsgroups enable like-minded people to discuss subjects on a group-wide basis. 
They can be compared with a worldwide collection of constantly updated bulletin 
boards with pin-up messages that can be seen by millions of people at the same 
time [9]. These newsgroups are located in the so-called User’s network or Usenet, 
which is made up of all machines that receive network newsgroups, and the 
protocol used is NNTP (Network News Transfer Protocol).

In order to browse newsgroups a specific software package or Usenet browser 
is required. For those with the correct software, access is not limited however; 
the participants of a newsgroup cannot be selected or vetted in any way. The 
difference between e-mail and news from a newsgroup is that, when a message is 
sent to a newsgroup, the message is stored on the news server instead of the user’s 
mail server or hard drive. The message can be read by those who are following the 
newsgroup in which the message has been posted. Newsgroups are structured 
in the form of a hierarchy and radiology-related newsgroups can be found in the 
sci.med (Science Medical) subcategory, e.g. sci.med.radiology.interventional [9].
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Mailing lists

Mailing lists or discussion lists are subject-specific discussion groups that are 
participated in and distributed by simple e-mails. Mailing lists are set up to 
forward any message sent to the list to all of the members subscribed to it. 
To participate in a discussion, list users often have to enrol first , and the list 
administrator manually vets potential subscribers, with the intention of creating 
a more informed, and thus more relevant and interesting discussion group [2]. 
Once a user has joined a list every message that is subsequently posted to that list 
is sent to the individual’s electronic mailbox. This task is performed by computer 
programs known as list servers.

For health professionals these mailing lists were an excellent way to seek opinions 
and discuss topics of mutual interest, outside of traditional discussion fora. In the 
early phases of the Internet several radiological mailing lists were available [2]. The 
EUFORA (EUropean FOrum of RAdiologists) mailing list was created in Belgium by 
Erik Ranschaert in 1998 and was active until January 2001 [2, 9-11].

The vetting of mailing list candidates was performed by the “owner” of the 
mailing list (the list administrator) and an international editorial board or so-called 
“co-owners”, each of them representing a different subspecialty [10]. Two years 
after its foundation the list consisted of more than 300 members from Europe 
(75 %), the United States (8 %) and many other countries, which made it the 
largest existing mailing list for radiologists (see Fig. 3).

EUFORA subscribers received a variety of information covering everything from 
radiology meetings to equipment comparisons and radiological websites of 
interest. Often second opinions were asked for regarding unusual cases, and 
other radiologists responded with specific diagnostic advice. The co-owners were 
also responsible for moderating discussions with the intention of keeping them 
relevant to radiological practices, and checking the quality of the content.
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3.2

Figure 3 | Demographics of the EUFORA mailing list (screenshot made from the mailing list 
website, Jan. 2nd, 2000). A total of 302 users were counted, from 48 different countries. Belgium 
was relatively well represented since the project was launched by a Belgian radiologist.
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One of the founders’ objectives was to provide a reliable, easily-accessible and low-
cost information source that was complementary to medical journals, particularly 
for radiologists working in countries with fewer financial resources available for 
scientific and educational purposes (See Fig. 4) [10-12]. Another goal was to create 
a “collaborative medium”, which can be seen as a predecessor of the “collective 
intelligence” that has been developed through the existence and widespread 
usage of social media [11]. For example, in 1999 a connection was established 
between the EUFORA mailing list and the interactive image database CONRAD 
from the University of Marburg. The CEL (CONRAD-EUFORA-Link) allowed the 
mailing list subscribers to share and discuss radiological images [2, 13]. This will be 
explained in more detail in the next section. 

One of the disadvantages of a mailing list is its susceptibility to computer viruses 
however. Infected mails can be distributed to all list members, allowing the virus to 
spread in very short time. Another disadvantage was the fact that, due to mailbox 
overload, for several users it became a burden to be subscribed to the list. In 
January 2001 the list, then consisting of 460 members, had to be discontinued 
due to a series of technical problems (i.e. virus infections) and a lack of sufficient 
funding.

E-mail, newsgroups and mailing lists enabled radiologists to communicate at a 
greater scale and volume than ever before, resulting in greater collaboration and 
discussion in the field. But online technologies have also had a dramatic impact on 
how radiology departments operate, as well as communicate.
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Figure 4 | Mission statement of EUFORA mailing list as published on its website (screenshot 
from Jan. 01, 2009). Author: Erik Ranschaert.
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Chapter 3.3
Internet-based image 
distribution
The introduction of database interfaces for authoring tools was a huge step 
forward in the WWW, as it allowed developers to feed the content of websites 
directly from databases. Database publishing also started the era of data 
processing on the web, as it became possible for users not only to download 
information, but also to solve problems online. A good example is the “Medline” 
database that allows the user to search for specific publications, display abstracts 
and carry out similar tasks [6].

Several online radiological databases were created with the purpose of making 
teaching resources continuously available to all radiologists with access to the 
Internet. The intention was for a radiologist to be able to obtain a virtual guide 
to interpret an examination, or to choose the best diagnostic procedure for a 
particular case [6]. For “active” users it also became possible to upload interesting 
radiological images and publish online teaching cases.

One of the pioneering European radiology-related projects was the EURORAD 
teaching database. The main feature of this online resource is the in-depth peer-
review process that is followed to ensure the scientific quality of the published 
material. The original standards for this teaching platform were set by the 
editor-in-chief Albert L. Baert and scientific director Davide Caramella, who were 
supported by a team of 13 section editors. Since 1998 more than 6000 cases 
have been published on the EURORAD database and website (www.eurorad.org), 
thanks to the voluntary contributions of many individual radiologists.

The Medical Imaging Resource Center (MIRC) project was launched by the RSNA 
in 2000, under direction of the RSNA Radiology Informatics Committee. It is 
open-source software that was developed with the intention to give users the 
availability to author, manage, store and share radiology teaching files. When 
a hospital or radiology department wants to implement the MIRC service, a 
dedicated web server needs to be installed to host the imaging library containing 
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Figure 5 | Screenshot from the EUFORA home page including the link to the CONRAD image 
database (CEL). In Jan. 2001 the mailing list had 460 subscribers. Source: Web.archive.org, 
http://bit.ly/1O3rPmJ
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the MIRC Documents. The MIRC web server can receive DICOM images (DICOM 
is an international standard used for handling and transmitting medical images, 
see IHE standards in Section 3.5 and 3.6), which also means that teaching files 
can be generated directly from a picture archiving and communication system 
(PACS). One of the goals of the project is to facilitate the sharing of case libraries 
around the world. An institution’s MIRC web server can therefore be setup to 
search other shared libraries all over the globe. Any user can access and query the 
database with public cases by going to the website mirc.rsna.org.

A third example of such online educational projects is the CONRAD (Computer 
Online Network for Radiological Didactics) teaching database, which was created 
by Steffen Achenbach, Heiko Alfke and Klaus-Jochen Klose from the University of 
Marburg in Germany [13]. In 1999 a connection called CEL (CONRAD-EUFORA-
Link) was established between EUFORA, the mailing list for radiologists, and the 
interactive image database CONRAD from the University of Marburg (Fig. 5) [2, 13] 

as discussed in Section 3.2. 

 Thanks to this connection EUFORA members could upload a radiological image in 
JPEG-format from any PC into the CONRAD database and share it with colleagues 
all over the world [2]. In Chapter 4 the EUFORA and CONRAD project will be 
described in more detail.
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Direct access to such radiological image databases not only made it possible to 
store interesting cases for teaching purposes but also to obtain a second opinion 
from a colleague or expert in the field. As soon as a new case was uploaded 
a message containing a hyperlink leading to the images was automatically 
distributed to all EUFORA list members, inviting them to provide comments [2] 
(see Fig. 6), which would then be automatically forwarded to all list members.

This technology enabled dynamic and long-lasting interactions between list 
subscribers. All information and discussions were stored in the database and 
could be accessed and viewed through a Web interface. The distributed e-mails 
were automatically archived by the Listbot mailing list server.

However, the major shortcoming of the CONRAD database was the fact that only 
JPEG-images could be stored, which not only limited the viewing possibilities 
of some users, but also meant a significant reduction of image resolution [14]. 
At this time the DICOM format was not used to distribute radiological images 
electronically due to the limits of available bandwidth, the ongoing transition 
from analogue to digital imaging in radiology, and the paucity of desktop DICOM 
viewing software.

Around the year 2000 broadband 
connections were not widely available. 
Most Internet access was provided using 
dial-up causing long waiting times for 
transmitting large files in DICOM format. 
Typically dial-up connections did not 
exceed a speed of 56 kbit/s, as they were 
primarily made using modems operating 
at a maximum data rate of 56 kbit/s 
downstream (to the end user) and 34 
or 48 kbit/s upstream (to the global 
Internet).

In addition, most hospitals were still 
using plain films that, in order to be 
posted online, had to be digitised. For 
this purpose a flatbed scanner with a 
lightbox or digital camera could be used, 
automatically providing images in JPEG 
format (Fig. 7). This type of scanner was 

Figure 7 | HP ScanJet 6100C/T Flatbed 
scanner with lightbox in the lid, used for 
digitizing X-ray films. It had an optical 
resolution of 600 dpi (dots per inch) and 
the maximum document size was 216 x 
356 mm (1999).
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available on the consumer market, but was not suitable for diagnostic purposes 
due to its inability to create high-resolution DICOM images. Also, JPEG images 
could not be analysed on a professional PACS workstation with a high-resolution 
screen, and therefore did not meet the requirements for diagnostic readings.

While new online technologies had enabled greater collaboration and informa-
tion-sharing between radiologists than ever before, the inability to upload and view 
high resolution images restricted these practices to some extent in the early 2000s. 
In order to facilitate a deeper exchange of knowledge in radiology, solutions to the 
technological limits were required, and this is the topic of the next section.
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Chapter 3.4
The development of 
Web-based applications
One of the major innovations of the Web is the possibility to offer standardised 
and consistent interfaces for viewing and linking documents in different formats 
through standard protocols. Web browsers also allow developers to add software 
packages that are directly linked to the browser software, so-called plug-ins. These 
plug-ins make it possible to display and manipulate different file formats such as 
images and multimedia documents. Browsers can be triggered to automatically 
activate the required plug-in needed to display or manipulate the data. This 
browser capability also makes them very attractive for use in displaying medical 
images or documents.

For radiology, dedicated plug-ins were developed allowing users to view DICOM 
images on any Internet-connected computer with a web browser [6, 15]. One of 
the first DICOM viewers for images distributed over the Internet was the Osiris 
software [15]. With the Osiris viewer the conventional PACS environment in the 
hospital could be replaced by a standard web browser that directly triggered a 
program designed for displaying medical images. The Osiris software was written 
to run both on Windows and Macintosh systems, and was therefore ideally suited 
for use as a document viewer in the conventional Web architecture.

Linking the Osiris image viewing tool to browsers even made it possible to use the 
existing Web for transmission of and remote consultation on medical documents 
and data, such as laboratory results and reports [15]. The technology could also 
be used for confidential exchange of medical information over a public server to 
facilitate better and more secure exchange of data between hospitals. As early 
as 1997 these innovations were forecasted to lead to new breakthroughs in the 
areas of teleradiology and remote consultation. 

The rapid development of the World Wide Web has taken the entire IT-community 
by surprise and has significantly changed the way information and communication 
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is handled today. These “disruptive” technologies rapidly penetrated the 
medical environment and caused a shift toward the development of web-based 
applications in radiology [16]. Those were also made possible by the significant 
progress that was made in the availability of high-bandwidth networks, combined 
with an increased demand from the consumer market for personal storage space, 
which led to the faster development of giant online network storage capacity. 
From an economic point of view it became more attractive to outsource storage 
capacity to secure online services in “the Cloud” in comparison to setting up, 
maintaining and updating a local storage infrastructure [16]. This development 
towards cloud computing will be explained in more detail in Section 3.6. 

The development of new web-based applications, new cloud storage solutions 
and the increased bandwidth available from technology providers set the stage 
for the introduction of teleradiology as a defined discipline in the field. This is the 
subject of the next section.
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Teleradiology is defined as the electronic transmission of radiological images 
from one geographical location to another for the purposes of interpretation 
and consultation. Although teleradiology might be considered to be a form of 
telemedicine, teleradiology should be regarded as a medical act because the 
images need to be interpreted by a medical specialist. In contrast, according to 
the EU legal framework telemedicine is not a “new medical act”, but an innovative 
and complementary type of healthcare service that does not replace an existing 
service [17, 18]. Therefore teleradiology is part of the medical specialty of 
radiology, and should not be considered as separate service, technology, field or 
specialty [18]. Telemedicine however can also encompass other types of services 
not requiring the direct involvement of a medical doctor, therefore the term 
‘telemedicine’ is too general to be used as a synonym for teleradiology.

During the early 1980s teleradiology consisted primarily of the sending over 
conventional telephone lines of conventional hardcopy films that were scanned 
in order to be digitised, using a technique similar to fax machines. In 1983 the 
American College of Radiology (ACR) and the National Electrical Manufacturers 
Association (NEMA) joined forces to create an open standard for the digital storing 
of medical images, known as the ACR/NEMA standard. The third version of the 
ACR-NEMA standard was released in 1993 and called DICOM (Digital Imaging and 
Communications In Medicine).

The DICOM standard is very important in teleradiology as the process involves 
creating a direct digital connection from the image source to the teleradiology 
server, and then from the teleradiology-receiving computer to a diagnostic 
workstation [19]. A clear and functional standard enables these interactions to 
take place securely and efficiently at all levels.

The increased development and deployment of digital imaging systems and the 
greater availability of high bandwidths, that allow the transmission of large data 

Chapter 3.5
The development of 
teleradiology services 
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volumes at high speeds, have dramatically widened the scope of teleradiology 
[20]. Teleradiology has become an integral part of the workflow in many radiology 
departments for various reasons, the most prevalent of which being the shortage 
of radiologists, or otherwise reduced operational capacities, and increasing 
workloads.

Thanks to teleradiology the radiological images and worklists could be outsourced 
to external third parties or teleradiology companies, which themselves employ 
radiologists. Outsourcing also involves the cross-border transmission of images 
for distant reporting in different time-zones or countries. In some countries 
and areas with secure regional networks radiological images can be distributed 
between different sites and hospitals, making it possible to report images from 
remote locations belonging to the same group or region. In general the term 
‘insourcing’ is used to refer to this type of workflow.

The development of teleradiology, as a distinct sub-specialty of radiology as a 
whole, has enabled greater processing efficiencies and power in many hospitals 
and organisations. In addition, the growth of cloud computing has also has an 
impact on radiology operations, as discussed in the next section. 
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The ability and desire to share images digitally, independent of time and location, 
is a clear example of how technology, clinical practices and medical service 
delivery are changing. Several innovative solutions for rapid and robust transfer of 
very large data files have now emerged, which can also be used for transmission 
of radiological images and reports [16] as explained in the previous section.

Such solutions are already being applied for distribution of data between 
physically separated locations belonging to the same institution or hospital group. 
The remaining challenges however are to simplify the exchange of radiological 
images and medical data between different healthcare providers, and to 
seamlessly integrate radiological images and electronic patient records. As David 
S. Mendelson, vice-chair of radiology IT at the Mount Sinai Health System said: 
“Interoperability has been recognized as perhaps the biggest gap in what the 
health information technology domain has to offer patients” [21].

In recent years radiology has played an important role in the introduction of 
healthcare changes due to the adoption of digitisation and information technology. 
Today, new IT developments, such as Cross-Enterprise Document Sharing (XDS) 
and cloud computing, are making it possible for radiology to potentially continue 
its pioneering role in introducing IT innovation to healthcare. This will be explained 
in more detail in the following sections about IHE standards and cloud computing. 

IHE standards 

The current solutions for sharing non-anonymous medical images mainly rely on 
point-to-point Virtual Private Networks (VPNs) or particular solutions between 
institutions. Difficulties arise when patient records, including images and reports, 
need to be distributed between different hospitals or made available to patients 
for sharing with other healthcare providers. To overcome such interoperability 
issues health industry researchers and professionals around the world have joined 

Chapter 3.6 
Seamless integration and 
cloud computing
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forces to develop an initiative entitled Integrating the Healthcare Enterprise (IHE). 
The goal is to better select and promote those standards that should be used in 
IHE integration profiles for seamless integration and exchange of digital data in 
healthcare [22]. These standards are made “open” so they are available for use by 
software developers in order to facilitate development.

Examples of such IHE-approved standards are DICOM and Health Level 7 (HL7). 
DICOM is the standard for handling, storing, printing, and transmitting medical 
images, and HL7 is the standard for transferring clinical and administrative data 
between applications used in healthcare. XDS on the other hand is an example of 
a model based on IHE-standards, and is used for managing the sharing of a variety 
of documents across a network of two or more independent healthcare providers. 
The XDS profile provides core guidelines for querying, retrieving, publishing and 
registering Electronic Health Record (EHR) documents [22].

In addition, XDS-I extends XDS to medical imaging. Instead of just exchanging 
documents, institutions using XDS-I can exchange DICOM files, PDF reports, 
and documents in the CDA-format (Clinical Document Architecture) [23]. XDS-I 
introduced the concept of the “imaging document source”, which is the actor 
that provides or holds the clinical documents (e.g. PACS), typically located within 
healthcare institutions [22] (Fig. 8). On-demand copies of the required documents 
or images are presented to the consumer, but the original data are not removed 
from the source. Thanks to XDS it is possible to compose a Personal Health Record 
(PHR) or Electronic Medical Record (EMR) with documents retrieved from other 
healthcare providers or sources [24, 25].

In Europe cross-enterprise image sharing is progressively becoming adopted as 
the following examples show:
• In Finland most of the 21 hospital regions have a common region-based PACS 

and RIS allowing any healthcare professional to view and read the images of 
any patient within that region. An XDS-based network between these regions 
will be established before 2019 (Jarmo Reponen, personal communication, Nov. 
2015).

• In Ireland a National Integrated Medical Imaging System (NIMIS) has been 
established (http://www.hse.ie/eng/services/news/newsfeatures/NIMIS/). 35 
Hospitals across the country are connected via a network based on the XDS 
model, using a single PACS and RIS database. Through this system patients and 
clinicians have instant access to all their diagnostic images.
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Progress has also been made outside of Europe, for example the RSNA Image 
Share Network (ISN) is an American project that was launched to facilitate 
seamless digital exchange of medical data between healthcare providers [26]. The 
goal of the ISN is to develop a web-based transport system to supersede the need 
for physical media (CD or DVD), to replace point-to-point private networks among 
providers and to enable exchange of images and reports on an ad hoc basis, with 
the permission of the patient. Patient consent is provided by incorporating access 
via personal health record (PHR) accounts. The goal is to give patients control 
of their imaging histories (images and reports) by allowing them to manage 
their records as easily as has been achieved in online banking and shopping, by 
providing online access [27, 28].

Figure 8 | Diagram showing the key transactions of XDS: the files (images and reports) generated 
by the imaging source (radiology department) are grouped into the document repository. The 
repository registers its documents in a registry that holds metadata (i.e. information about the 
data itself) within the repository. The consumer performs a query in the registry to get a set 
of metadata that are used to find the repository hosting the data. The consumer can then pull 
copies of the needed document sets from the repository. The patient identity module is necessary 
to verify if the metadata of all documents match with the same patient ID.
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The network is built on a foundation of IHE-profiles, including XDS. In 2013 the 
ISN consisted of 8 hospitals and 28 sites were in the deployment pipeline. Further 
expansion of the network to new sites and to patients is considered as a priority 
for the RSNA [26]. In collaboration with a public cloud image sharing service 
provider, a digital “clearinghouse” has been constructed. The images shared via 
this Image Clearinghouse are stored in the datacenter, which is a public cloud 
system with controlled access (see also the next section on cloud computing). The 
clearinghouse functions as a secure router and transiently holds encrypted patient 
data, as is shown in Figure 9. It functions as a trustworthy node in the network and 
is used to safeguard patient privacy, data confidentiality and integrity. To obtain 
the images that have been submitted to the Image Clearinghouse, a customer 
site queries the site using security information provided during subscription (an 
individual username and password) and retrieves the matching studies.

Figure 9 | RSNA Image Share Network architecture for the patient-centric use case. The concept of 
the Clearinghouse is based on the XDS-I profile and therefore consists of a document registry and 
repository. The Clearinghouse is located in a cloud-based platform. The centralized XDS-I actors 
(document registry and repository) must be deployed at a trustworthy node in the network in 
order to safeguard patient privacy, data confidentiality and integrity. (RIS: Radiology Information 
System, PACS: Picture Archiving and Communications System, PHR: Patient Health Record).
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This centralised design allows the sending and receiving sites to configure a single 
connection to the network, rather than maintaining a number of different point-
to-point connections (Fig. 9). The Image Clearinghouse is designed as a temporary 
storage area for images; communication between sending and receiving sites and 
the Image Clearinghouse is based on the IHE XDS-I profile. Since most current PACS 
do not support these cross-site communication protocols, the Edge Server is used 
to provide an interface for transmitting image studies to the Image Clearinghouse 
that is located in the Cloud [28]. In addition, the RSNA is analysing the compliance 
of several cloud-based image sharing systems from private vendors for accurate 
and efficient exchange of medical images, which should enable the ISN to expand 
geographically (Bradley J. Erickson, personal communication, Jan. 2016). 

Cloud computing

Cloud computing is a recent development that is creating new value in healthcare 
by making images and health information more easily accessible for radiologists, 
referring physicians and, most importantly, patients. The current availability of 
high-capacity networks, low-cost computers and storage devices, as well as the 
widespread growing adoption of hardware virtualisation and service-oriented 
architecture, have led to a significant growth in cloud computing.

Although the cloud computing movement has already has led to significant changes 
in a wide range of industries, the healthcare segment remains relatively slow in 
adopting the cloud-based model. However, radiology is finding multiple reasons 
to move forward on this front, and has begun to embrace cloud computing in a 
range of clinical and operational applications [29]. This will be explained in more 
detail below.

“The cloud” can be defined as a cadre of remotely-located technology tools 
and services that are connected by the Web. Cloud computing is also known 
as “on-demand-computing”, which is a form of Internet-based computing, in 
which resources, data, and services or applications are provided on-demand 
to computers and other devices (Fig. 10). The cloud-based computing paradigm 
offers an “elastic” framework in which it is possible to create, launch and terminate 
computer services on-the-fly, which can be based on a fee-per-minute payment 
(Bradley Erickson, personal communication, Jan. 2016). In such business models 
computational resources can be used more efficiently and, as a consequence, 
costs can be reduced [22].
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Cloud computing comes in three types: public clouds, private clouds, and hybrid 
clouds. A “private cloud” is a cloud infrastructure operated solely for a single 
organisation, whether managed internally or by a third party, and hosted either 
internally or externally. It is a highly controlled environment and not open for 
public consultation, and can be organised by a third party for the exclusive use of 
a single enterprise or hospital.

Figure 10 | Diagram showing overview of cloud computing, with typical 
examples of applications supported by this computing model. For a user, 
the network elements representing the provider-rendered services are 
invisible, as if obscured by a cloud. Source: CC-BY-SA-3.0 by Sam Johnston, 
via Wikimedia Commons.
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When using a “public cloud” however, the services are rendered over a network 
that is open for public use. Technically there are no differences between a 
public and a private cloud except for the security considerations, which can be 
substantially different when opting for a “non-trusted” network.

The hybrid cloud environment is a combination of private (internal) computing 
resources and public (external) services, although some of the services in these 
environments can interface with each other (Fig. 11) [22, 30]. The cloud systems 
involved remain distinct entities, but are bound together, offering the benefits 
of multiple deployment models. A healthcare provider may store sensitive client 
data in-house on a private cloud application (e.g. radiological images and reports), 
but connect that application to a business intelligence program provided on a 
public cloud operating with a software as a service model (SaaS, discussed further 
below). The notion of the hybrid cloud offers interesting options for hospitals as 
a first step in experiencing the benefits of cloud computing, and to progressively 
embrace the cloud capabilities. 

Figure 11 | Cloud computing types. The hybrid cloud is a combination of private computing 
(managed internally, and hosted internally or externally) resources and public (external) 
services, where some of the services are interconnected. Source: CC-BY-SA-3.0 by Sam 
Johnston, via Wikimedia Commons.
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There still is some confusion and debate over the exact definition of a private 
cloud. Often the term private cloud is used to refer to a highly virtualised cloud 
data centre located within a company’s or organisation’s firewall. The private 
cloud however may also be a private space dedicated to the organisation within 
a data centre located in a public cloud environment, which is called a Virtual 
Private Cloud (VPC) (Fig. 12). A VPC is an on-demand, configurable pool of shared 
computing resources allocated within a public cloud environment, providing a 
certain level of isolation between the different organisations using the resources. 
It can be seen as a cloud infrastructure that is not shared with other users although 
located in the public cloud.

This isolation from other users can be accompanied with a Virtual Private Network 
(VPN) function allocated per VPC user (Fig. 12). A good example is the Amazon 

Figure 12 | Cloud computing deployment models: public, private and hybrid. Different types of 
services are offered. A VPN connects the private cloud with the VPC. Firewalls are blocking the 
cloud services from unauthorised access (PaaS: Platform-as-a-Service, Iaas: Infrastructure-
as-a-Service, Saas: Software-as-a-Service, VPC: Virtual Private Cloud, VPN: Virtual Private 
Network). With permission of Ron Batra, Dec. 2015
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Virtual Private Cloud, which was launched by Amazon Web Services in 2009. This 
VPC is also called the Amazon Elastic Compute Cloud (EC2). Public cloud services 
such as Amazon’s EC2 allow organisations and hospitals to build sophisticated and 
secure networks that operate just as they would in a physical environment, but in 
a more flexible manner [31]. 

Cloud computing offers different types of services. The cloud can actually be seen 
as “a virtual bucket” of information, functions and applications that ideally can 
be viewed or used by any system, eliminating the need for duplicative storage 
of data and services in disparate systems [31]. Usually, the following types of 
services are offered: SaaS (Software-as-a-Service), PaaS (Platform-as-a-service) 
and IaaS (Infrastructure-as-a-Service) (Fig. 12 and 13). For radiology these services 
may range from additional storage capacity to a complete cloud-based radiology 
solution. This will be explained further with examples for each type of service.

Figure 13 | Types of service offered by cloud 
computing (SaaS: Software-as-a-Service, PaaS: 
Platform-as-a-Service, IaaS: Infrastructure-as-a-
Service, CRM: Customer Relation Management). 
The services can be used by the cloud clients 
from any mobile device or computer. Source: 
Wikimedia Commons: http://bit.ly/1kOv0RK
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Figure 14 | IaaS. The data centre of the radiology cloud provider is used as a permanent 
archive to store DICOM images; the institution A does not need to store the images locally in 
a PACS, and institution B is able to use the same storage provision.

IaaS in radiology

Radiology departments are producing an increasing amount of imaging data. New 
modalities and techniques are producing larger data volumes (e.g. PET-CT and 
PET-MRI), and it is expected that the production of medical imaging will continue 
to increase in the following decades [33]. The storage capacity of PACS servers 
needs to be expanded regularly, and for every radiology department the secure 
and permanent storage of images is essential.

When using cloud computing solutions a department’s DICOM images are 
pushed to the cloud provider for storage (Fig. 14). The images can be retrieved 
by other institutions to be reviewed on a PACS workstation. The institutions are 
only billed for the amount of memory space used and they can increase capacity 
instantaneously [34]. The flexibility by which cloud services are made available is 
also referred to as the “elasticity” of cloud computing.
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PaaS in radiology

Cloud services for radiology can not only be used for image storage (IaaS) but also 
for image transmission. When using a platform located in a cloud environment, 
access to data from multiple devices can be granted (PaaS) (Fig. 15). The main 
advantage is that imaging studies become available among multiple healthcare 
providers, independent of space and time [35].

Traditionally, in most hospitals and imaging centres radiological images had to 
be burned onto a CD/DVD and then couriered, which is a time-consuming and 
costly activity. Nowadays several commercial radiology platforms are available 
for the secure sharing of images and related information, which facilitates the 
communication between multiple institutions and healthcare professionals. 
Normally the systems are vendor-neutral, meaning that they can be linked to all 
types of PACS. Hospitals are billed for usage, but no additional investments need 
to be made in hardware or software [34].

Figure 15 | PaaS - the cloud computing environment is used to transfer images  
to different institutions and clinicians in physically separate locations.
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SaaS in radiology

Cloud computing also provides high processing power to perform intelligent pre- 
and post-processing of imaging data, and to directly integrate such operations 
into clinical workflows. In order to use dedicated post-processing tools, such as 3D 
volume rendering or quantitative analysis, a user license is normally required to be 
purchased, as well as a powerful workstation and/or server to run the applications 
on one or more workstations.

Under an SaaS model dedicated and powerful software tools can be accessed 
from any computer or workstation by simply using a web client and Internet access 
(Fig. 16) [34]. The DICOM images are transmitted into the Cloud of the service 
provider and all data processing takes place in the Cloud. Costs for using SaaS may 
vary but are usually based on a fee-for-service model. Several private companies 

Figure 16 | SaaS - DICOM images are transferred to the Cloud in order to perform advanced 
three-dimensional post-processing. The radiologist accesses the three-dimensional visualisation 
software from any computer and is able to view and manipulate the rendered images. 
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are offering online services for Computer Aided Diagnosis (CAD) incorporating 
artificial intelligence, such as Icometrix (www.icometrix.com), Enlitic (www.
enlitic.com), Metamind (www.metamind.io), Zebra Medical Vision (www.zebra-
med.com) and Imageanalysis (www.imageanalysis.co.uk).

Within a few years even more advanced services will become available in the 
Cloud, such as the Watson Health Cloud from IBM, which will allow the analysis 
of radiological images compared against a large volume of other relevant and 
patient-related information [36]. 

In order to facilitate effective image sharing with a system that is compliant with 
the open IHE-standards, an XDS-I model needs to be implemented. This is also 
carried out in the Cloud. In the traditional model, using XDS-I implies that the 
architectural components are located inside trustworthy domains that are owned 
and maintained by healthcare institutions. However, significant human and 
financial investments are needed to construct and maintain a hospital-based IT 
infrastructure required to support such XDS-compatible architecture.

The Cloud takes XDS-I to the next level, meaning it does not have to belong to one 
of the involved healthcare institutions. The Cloud model is based on economy of 
scale, which means that the average unitary cost of the service decreases because 
the fixed costs of the service are shared over the total number of provided 
services. Therefore delegating the IT-infrastructure to a cloud computing provider 
is interesting from an investment point of view, as healthcare providers only need 
to pay for using the data-sharing device, and not for the entire IT-infrastructure 
needed to support XDS-I [22].

It is expected that the traditional hospital-based, on-site IT model will progressively 
move to a complete cloud-based model. This evolution will probably be preceded 
by a transition phase in which hybrid environments are created by combining 
on-site IT, private and public cloud solutions. Storing confidential data in a public 
cloud environment is still an issue of major concern for many hospitals, which may 
be preventing them from fully embracing the VPC model.

In a public cloud environment it remains difficult to ensure the complete security 
of confidential information at all times, particularly the security of clinical data 
during the data mining process. When opting for usage of public cloud services 
instead of private clouds owned by trustworthy entities (e.g. hospital, NHS system), 
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the implementation of open IHE-based profiles such as XDS-I could contribute to 
ensuring privacy, confidentiality and interoperability [22].

Another area of concern is the complexity of the cross-border legislation 
involved in the public cloud business model. Most cloud providers are owned by 
private companies who are subject to legislation in their country of residence. 
In situations where services are offered to a customer located in a different 
country, it is sometimes not clear which national court has jurisdiction over the 
Cloud environment in which the illegal act takes place. This could be an argument 
for keeping outsourcing of this kind of infrastructure within the country’s juristic 
domain, e.g. within the European Union for a EU member state [22].

To conclude, it has been shown that cloud computing should be considered as a 
disruptive technology with the potential to affect not only Internet services but 
also the operating conditions of IT functions as a whole [32]. In this new “world 
of cloud,” thousands of medical centres could be connected with the purpose of 
getting the right images and information to the right people, at the right place and 
time; which would be to the benefit of both healthcare providers and patients. 
The remaining challenges however are the safeguarding of patient privacy and 
data confidentiality, and the creation of greater legal clarity regarding the liability 
of cloud service providers. Timely adaptation of the legal framework will also be 
necessary, in order to implement the new opportunities created by the digital 
revolution, which is taking place at an exponential speed. One of the remaining 
questions is to what degree the open standards-based IHE-models will be upheld 
in this progressive move towards cloud computing, as the XDS-I approach does 
remain valuable for maintaining open and standardised interoperability between 
the connected healthcare providers.

The development and adoption of cloud computing software and services is also 
being complemented (and in some cases driven) by a change in the way that the 
Internet is used as a communications medium. This is the topic of the next section.
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The early phase of the World Wide Web is often called Web 1.0, a term that 
refers to the “read-only” and static form of online property, mainly consisting of 
websites where visitors’ activities are limited to passive viewing of content. In the 
Web 1.0 period there were few content creators among the Internet users, the 
vast majority were simply acting as passive consumers of content [37], and social 
interaction between users was mainly facilitated by mailing lists and newsgroups, 
as discussed earlier.

The term Web 2.0 was first used in January 1999 by Darcy DiNucci and was 
popularised by Tim O’Reilly and Dale Dougherty at the O’Reilly Media Web 2.0 
Conference in 2004 [38]. It refers mainly to the creation of a web-based platform 
upon which applications are built, as opposed to this development taking place 
on desktop computers.

Although Web 2.0 as a label suggests a new version of the World Wide Web, it 
instead refers to changes in the way that web pages are developed and used. 
The term is a conceptual umbrella under which a new generation of Internet 
applications and businesses are collated and huddled to form the “collaborative 
Web”, as we know it today. The Web 2.0 allows Internet-users to both upload and 
download information through a user-friendly online interface, which is causing 
more bidirectional traffic and thus greater interaction between individual users.

Web 2.0 users also intensively utilise social networking applications. In addition, 
other examples of Web 2.0 developments include podcasting, blogging, tagging, 
social bookmarking and web content voting. The global popularity of social 
media, in combination with the increasing popularity of smartphones and mobile 
devices, has had an enormous impact on communication. Medicine and radiology 
are not unaffected by the rise of social media, which are changing the interaction 
between patients and healthcare professionals. In this thesis the importance and 
impact of social media on healthcare and radiology is discussed in Chapter 6.

Chapter 3.7 
From the static  
to the semantic Web
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Whereas Web 1.0 is mostly understood as the Web of cognition (in which 
information exchange is primarily one-way), Web 2.0 is considered to be the Web 
of human communication and interaction that paved the way to Web 3.0. The 
term Web 3.0 or “the semantic web” is regarded as the next logical step in the 
evolution of the Internet. It represents a web of data processed by machines to 
convert them into useful and meaningful information. According to the World 
Wide Web Consortium (W3C) “the semantic Web provides a common framework 
that allows data to be shared and reused across application, enterprise, and 
community boundaries” [39].

In many ways Web 3.0 is an extension of existing techniques and practices from 
Web 2.0, to which other smart systems are added, for example, recommendation 
engines used successfully by platforms such as Amazon. Such systems try to 
predict what the preferences of the user are, which can be based upon information 
gathered from the user’s past behaviour.

Another popular term related to Web 3.0 is the “Internet of Things” (IoT), this refers 
to a web made up of appliances that communicate with each other by exchanging 
information. An increasing number of mobile devices such as smartphones, 
wearable sensors and various other devices, are connected to the Web and 
provide information that can be used for data mining and the identification of 
patterns and trends [31]. This results in the Web evolving to a more intelligent 
environment in which data from various sources are linked and processed, so that 
additional services can be offered which are tailored to user’s specific needs and 
context. 

This evolution also has major consequences for healthcare. According to Eric Topol, 
medicine will be revolutionised by the IoT as it enables a world of interconnected, 
sensor-laden devices and objects [40]. The collection and analysis of individual 
health-related data through the use of mobile Internet-connected devices is 
already becoming a global reality. A new era has begun in which information 
can be collected from millions of individuals, which is resulting in a gigantic and 
complex stream of information, known as “big data”. The main challenge is now 
to create a system that makes big data robust and smart enough for healthcare 
providers and patients, so that it can lead to more effective clinical decision-
making, improved health outcomes, and ultimately, contribute to managing the 
costs of healthcare [41]. These emerging issues are the topic of the next section. 
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The efficient and secure sharing of medical information and radiological images 
will have a significant impact on the quality of healthcare and patient services. 
With the exponential digitisation of healthcare, the realisation of the IoT, and 
the continuously growing number of medical images, the volume of data that 
can be collected and shared is growing exponentially. This also means that there 
are enormous challenges to face in order to capture, store and process this 
information efficiently and safely. Medical data mining software will be essential 
to obtain useful information from this gigantic data stream, and to transform it 
into an understandable format that can be applied in clinical practice [31].

The methods by which radiological data are produced and shared will play a crucial 
role in these processes. Due to existing differences in modalities and imaging 
techniques, datasets produced will have to be tagged accurately for appropriate 
categorisation. The provision of data in this structured and standardised manner 
will be necessary to enable effective data mining. In addition, both current and 
future technologies will enable the integration of pixel- and metadata-based 
retrieval of similar images, which can then be leveraged for diagnostic decision 
support.

Combining information from so-called “image descriptors” with other non-visual 
metadata is essential to creating medical cases that can be used to support 
clinical decisions [33]. In order to obtain valuable metadata, a more widespread 
standardised radiological lexicon and coding system should be accepted, and 
structured reporting should be implemented on a wider scale. In addition, it is 
clear that the complexity of the database structure that is becoming available 
will require further development of biomedical imaging software so that will be 
possible to link image findings with other data such as genomics, and to evaluate 
these findings longitudinally.

Radiomics is a good example of a newly developing research domain that is focusing 
on the extraction and analysis of large amounts of quantitative imaging features 

Chapter 3.8 
Future challenges
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obtained from standard-of-care images, created using computed tomography 
(CT), magnetic resonance imaging (MRI) and positron emission tomography (PET). 
Such data are in mineable form and can be used to build descriptive and predictive 
models relating image features to phenotypes or gene-protein signatures.

The core hypothesis of radiomics is that these models, which can include 
biological or medical data, can provide valuable diagnostic, prognostic or 
predictive information. Most research in this area is currently being performed in 
lung cancer and head-and-neck cancer cases. The technique is very challenging in 
the sense that optimal imaging and reconstruction protocols have to be identified 
and harmonised, and features have to be generated that robustly capture the 3D 
complexity of the individual volumes. Furthermore, informatics databases must 
be generated that allow incorporation of image features and image annotations, 
along with medical and genetic data [42].

Usually, radiological image analysis is carried out using pre-defined features rather 
than raw data. However, due to recent developments in cloud technology, there 
are some emerging methods for unsupervised feature discovery, such as deep 
learning (Daniel Rubin, personal communication, January 2016). Deep learning is 
a technique based on a set of algorithms that make various abstractions in data 
by using multiple processing layers, e.g. an image can be analysed as a set of 
edges or as a vector of intensity values per pixel. Due to the enormously increased 
availability of computing power in the Cloud model, many algorithms can be used 
to discern returning patterns. The software learns to identify patterns by sifting 
through very large volumes of data, a technique that has been successfully used 
for interpreting photographs by public cloud service providers such as Google and 
others [43].

This software technique also becomes more prevalent in medicine. The IBM 
supercomputer “Watson” for example now has a collection of 30 billion radiological 
images (X-ray, CT- and MRI-scans) due to IBM’s acquisition of the company Merge 
Healthcare, a vendor of systems for storing and accessing medical images [43]. The 
acquisition also provided IBM with access to the accounts of 7500 hospitals and 
the associated data and insights this provides. The “deep learning” technique will 
be used to train the Watson artificial intelligence software in identifying cancer 
and heart disease.
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It is expected that, in the long run, such systems will become reliable advisors to 
radiologists and clinicians. As already stated, medical scans of the body are complex 
and can be diverse depending on the modality and scanning technique used. John 
Eng from the Johns Hopkins University stated that “It’s kind of messy data, and I 
think that’s going to be a limiting factor with what IBM does with Watson” [43]. 
However, as explained previously, it is expected that the combination of imagery, 
medical records and other data will reveal patterns that are relevant to diagnosis 
and treatment, and to achieve this goal IBM recently acquired Phytel Inc. and 
Explorys Inc., two companies yielding 50 million electronic medical records [43].

It should be questioned however if, and how, IBM will be able to use these 
data for such purposes. The ownership of medical information used for health 
information technology, and its vulnerability to privacy breaches, are issues that 
demand further clarification. In order to train their systems, companies and 
startups developing computer-aided diagnostic (CAD) software have to approach 
hospitals and clinics to acquire large volumes of medical data. The use of such 
data and medical images for research purposes must respect data confidentiality 
and patient privacy rights, and prior validation of the data by a Medical Review 
Board or a Medical Ethical Committee (Research Ethics Committee) is required 
[44]. In this context the value of de-identification vs. the anonymisation of medical 
information for big data analyses is the subject of ongoing discussion.

De-identification consists of stripping patient identifiers, such as name, address 
and hospital identification number, from the image headers and substituting 
the real identifier by a false value (known as a pseudonym code, therefore this 
technique is also called pseudonymisation). De-identification can allow the 
identity of the patient to be easily traced when access to the transfer table is 
available. In contrast, anonymisation is the process of removing all patient-
sensitive information and links to the patient for enhanced privacy. In most cases, 
for clinically-oriented research de-identification is preferred over anonymisation, 
as the intention is to be able to provide feedback that is directly relevant to the 
patient. When studying larger data volumes, as is the case in big data analysis and 
cloud computing techniques where data are studied on a cohort level instead of 
on an individual pathology-related level, data are usually fully anonymised.

The possibility offered by cloud computing to gather and process such large data 
volumes of medical information and images during a longer period of time, which 
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could potentially be a patient’s lifetime, is unique. Patients may however expect to 
benefit personally from medical research findings derived from their anonymised 
data, without realising that anonymisation of data limits a researcher’s ability 
to provide feedback that is directly relevant to them [45]. Does this inability to 
re-identify data adhere to the patient’s expectations? Should it be possible 
to retrace the patient when a clinically relevant discovery is made by genomic 
analysis or by comparing the image findings? These are key questions that clinical 
researchers face in the coming years.

It is also important to note that the existing concept of anonymisation is currently 
insufficient for protecting patient privacy, and that methods to re-identify 
anonymous data are improving [46]. Research has demonstrated that it is possible 
to re-identify seemingly anonymous DNA sequences by linking them with EMRs 
and other population-based databases [45]. Furthermore, attention should be 
drawn to the fact that complete anonymisation of medical images is almost 
impossible. Even after complete anonymisation of the data, the patient’s face 
or another recognisable body part can be reconstructed in three dimensions, 
allowing identification of the patient [44]. 

These emerging issues and forthcoming challenges are excellently summarised 
and encapsulated in the words of Eric Topol, who wrote that “...in the next half of 
this decade, as much attention must be paid to deep medical learning to preempt 
illness as to data security to protect the privacy of individuals” [47]. 
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In this chapter an overview is provided of several 
radiology projects that were developed in the 
early days of the Internet, the so-called Web 1.0 
phase, in the period around the turn of the century 
(see chapter 3.7). It mainly concerns the creation 
of different services facilitating communication 
between radiologists on a global scale. Part of the 
information in this chapter is no longer current, due 
to the numerous changes and innovations to which 
the Internet is constantly subjected to. So therefore 
some websites do not exist anymore, some mail 
addresses are invalid and some applications have 
become obsolete. Nevertheless we think that 
including these papers is important since they are 
a demonstration of the first initiatives that were 
taken in the early Internet days with the intention to 
improve the communication between radiologists 
on an international level, and to facilitate the digital 
sharing of radiological images.

In all sections the EUFORA project is mentioned. See 
also Chapter 3, sections 3.2 and 3.3.
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Chapter 4.1 
Internet communication  
in radiology
The original paper was published in German and can be found in the Appendix of this thesis.

Abstract
E-mail is an Internet service that can be used for sending messages and 
binary files between individuals and for participating in discussion groups. 
For sending and receiving these types of messages, the users must use 
either a dedicated e-mail client, or one of the several mailing facilities 
of the World Wide Web (WWW). The newsgroups enable like-minded 
people to discuss subjects on a group-wide basis, but access is generally 
not limited, and the participants cannot be selected. 

Conclusion

The objective of this paper is to give radiologists an introduction to 
using e-mail, mailing lists and newsgroups, the three most important 
communication services of the Internet. The function of these services 
is explained, and the advantages of implementing them in a radiology 
practice are discussed. Potential problems and concerns including security 
matters are highlighted, and ways in which they can be resolved are 
suggested.

Key Words
Internet - World Wide Web – Radiology – Diagnostic Imaging – Information 
Management – Computer - Network
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Introduction
Electronic mail (e-mail) is a technique used for transferring information between 
individuals by electronic means, from one location to another and from one 
computer to another. This information can be in the form of a text file or, as is 
increasingly common, a binary file. Examples of the latter type include word-
processed documents, spread sheets, graphics and sound. It is the most widely 
used service of the Internet, and the most effective method of communication yet 
devised [6, 20]. Although the Internet only became popular for the modal user in 
the early nineties, the first e-mail had already been sent in 1972, when ARPANET 
(the predecessor of the Internet) went “public” [23]. The advantages of e-mail over 
traditional mail (also referred to as snail mail) are threefold: it is quick, cheap and 
efficient [6, 22]. The time a message needs to get from point A to B depends on 
factors such as connection speed (or bandwidth), network traffic and the number 
of individual networks a message has to go through. The costs are independent 
of the geographic separation of point A and B: it costs no more to send a message 
from New York to Berlin than it does from Heidelberg to Berlin. More than 90 % 
of the messages arrive at their intended destination within 5 minutes, even during 
peak usage hours [21]. The size of the file that needs to be sent influences the 
costs: a large file may entail a slightly longer connection. 

The efficiency of e-mail is reflected in the fact that for the most part the mail 
will be delivered, under condition that the message has been addressed correctly. 
If the message can’t be delivered, a “fault message” or “failed delivery notice” 
will be returned. In Internet parlance, mail is “bounced”. As with normal mail, 
the sender can only presume however that the receiver will read the message. 
E-mail is an asynchronous communication method because the collection of mail 
is carried out at a time convenient to the receiver. This also means that differences 
in time zones can be avoided, and interruptions in work time can be reduced to a 
minimum [6, 10].

To make optimal use of the speed advantage of e-mail services, messages must be 
regularly retrieved from the mail server. Users with a dial-up connection to their 
provider via telephone must take into account the necessity to verify in a timely 
basis whether any new e-mail has arrived. Additionally it is better to have some 
basic typing skills, which might a barrier for newcomers. Also the writing style 
and manners, in the Internet jargon called “Netiquette”, might be experienced 
as a difficulty in some individual cases. Finally, it is important to note that some 
security aspects are involved regarding the usage of the Internet: anybody with 
appropriate privileges on the machine through which your message pass will be 
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able to read it [1, 10, 20]. Potentially sensitive e-mail can be encrypted (converted 
into an indecipherable code) [1]. Also computer viruses that can damage important 
files on the user’s hard disk can be transmitted by e-mail.
In this article all these issues and possible solutions will be discussed with specific 
attention for application in diagnostic imaging. The material for writing this article 
was obtained by in-depth searches of the Internet for radiological applications 
used for electronic communication with commercially available Windows-based 
software (Microsoft, Richmond, Virginia) (Table 1). Radiological mailing lists were 

Internet addresses

Software needed for using the Internet (Navigation) - examples
Internet Explorer 5 (Microsoft, Richmond, VA) http://www.microsoft.com
Netscape http://www.netscape.com
Search Engines
Search engines are websites that can be used for searching purposes and that display a list  
of addresses corresponding to predefined search criteria, similarly to a telephone book.
Google http://www.google.com
FAST http://www.alltheweb.com
Altavista http://www.altavista.com
Mailing list and newsgroup directories
LISZT mailing list directory http://www.liszt.com
With an extra directory specifically for newsgroups http://www.liszt.com/news
ListsNet http://www.listnet.com
Speed-Link http://www.kbx.de
Deja.com interest finder (formerly DejaNews) http://www.deja.com
Specifically for newsgroups http://www.deja.com/home_if.shtml
Free web-based e-mail services
Hotmail http://www.hotmail.com
FreeMail http://freemail.de
MedMail: specifically for medical professionals http://www.medmail.com
E-mail directories 
BigFoot: includes more than 18 million e-mail  
addresses, which are discoverable by entering  
the surname or the Internet domain

http://www.bigfoot.com

E-mail.de http://www.e-mail.de/email
MESA (MetaEmailSearchAgent): a meta-search 
engine of the Regional Computing Centre of Nied-
ersachsen (RRZN) of the University of Hannover, 
which searches several directories simultaneously

http://mesa.rrzn.uni-hannover.de/

Explanation of abbreviations that reflect the emotions (smileys)
Smiley’s Server http://www.pop.at/smileys
List services
Listserv listserv@largnet.uwo.ca
Majordomo majordomo@majordomo.microserve.net
Listbot: company belonging to the Microsoft group http://www.listbot.com
Speed-Link GmbH http://www.kbx.de/

Table 1 | Overview of Web and mail addresses mentioned in this article. 
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evaluated on basis of their target audience, the number of subscribers, the type 
of information distributed and the frequency of postings. 

E-mail for radiologists

The same advantages that apply to all users of e-mail are also valid for radiologists. 
Some additional benefits are particularly pertinent to radiologists (see table 1). 
[4,  9, 15, 24]. First of all e-mail offers a quick method of exchanging manuscripts 
of a scientific paper between the individual co-authors, who don’t have to re-type 
the text when editing it. The organization of meetings is often easier: instead of 
traveling to preparatory meetings, it is now possible to distribute convention 
programs and agendas of meetings of scientific societies through e-mail. 
Furthermore it is possible to ask a second (expert) opinion about a radiological 
problem on a worldwide basis by simply sending one message [20]. Since it is 
possible to attach binary files with most e-mail clients, relevant images can be 
sent together with the message. The available bandwidth on the Internet (the 
electronic „width“ of the transmission pipeline) is usually too limited for efficient 
transfer of large amounts of data, so that longer transmission times are needed 
or that images have to be compressed (as high as 1000:1), resulting in smaller 
data volumes. Image quality however is inversely proportional to the degree of 
compression [6]. This is especially true for digitised radiographs that require several 
megabytes of storage. New compression algorithms are currently being developed 
making it possible to preserve diagnostic image quality at compression ratios 
approaching 100:1 [6, 12, 22]. Rapid and accurate communication of the results 
of a study will be vital for the future role of the radiologist as a mediator between 
image and referring physician. Efforts are being made improve the efficiency of 
this process, such as the development of systems enabling the radiologist to send 
the report by e-mail, including the image file of the examination, to the referring 
physician directly after reporting the radiological study [6-8, 16]. By speeding up 
the work-up of the patient, therapeutic and diagnostic efficiency can be increased 
[5, 6].

Basically all major publishers are present on the Internet. Sometimes they offer 
free automated mailing services that send you a message with the table of 
contents (including the abstracts) of each new issue that is published. Some of 
the journals also offer the possibility to submit articles by e-mail, and it becomes 
common practice to submit abstracts electronically for presentations at radiology 
congresses (Figure 1) [6].
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Figure 1 | Example of an electronic form used for submitting a scientific abstract to the 
European Congress of Radiology. Implementation of such relatively complex system by 
a professional organisation enables effective and secure processing, even at high speed 
as is needed nowadays.
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Basics of communication with E-mail

E-mail programs (e-mail clients)
In order to be able to compose, send and receive e-mail it’s necessary to use either 
a dedicated e-mail client (software), or to have a Web-based mail application. 
Both Netscape Navigator and Internet Explorer, currently the most widely used 
Internet browsers, have such integrated e-mail capabilities (Figure 2). Many e-mail 
clients are freeware and can be downloaded from the Internet to be installed 
and used on a Personal Computer (PC). It is essential that the e-mail programme 
offers standard features such as text editing and an address book where 
frequently used e-mail addresses can be stored and accessed. A good mail client 
makes it possible to attach encoded binary files to electronic messages. In return, 
incoming messages with binary attachments have to be decoded. E-mail clients 
that can perform these tasks automatically are MIME (Multipurpose Internet Mail 
Extensions) compliant [1, 10, 20]. Most recent e-mail clients are “HTML-enabled”, 
which means that the message can display references to Web pages or e-mail 
addresses as a clickable link (“hyperlink”) and that an e-mail can be formatted like 
a normal HTML-page [20]. Most e-mail clients offer functions to archive messages, 
to indicate a certain priority to a message and to mark messages for follow-up. 
The newer versions of some e-mail clients have built-in functions for encryption 
and authentication (see further); therefore it is advisable always to install the 
latest version of the e-mail client with which you are familiar on your PC. 

Figure 2 | Example of a commercially available and commonly used program for e-mail access (Outlook 
2000 from Microsoft, Richmond, VA). In this example it is used for managing messages from a mailing list.
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Writing and sending e-mail

Simple e-mail messages have two parts: 
• The header, the format of which is comparable to the “envelope”. 
• The body, which is comparable to the letter in the envelope (Figure 3). 

The header contains all „postal information“: the sender (From:), the recipient(s) 
(To:), the date the message was sent and the subject of the message. In addition, 
the header information contains details of the transfer; such as a message-ID that 
uniquely identifies every e-mail, the X-Mailer with information about the e-mail 
program you use, the X-Priority and other.

The body contains the text of the message and usually a signature or name [13]. 
To be able to send a message, the e-mail address(es) of the recipient(s) needs to 
be written correctly in the To: header, without typing errors. Every mail account 
on the Internet has a unique e-mail address, which is divided into two parts, 
separated by the @ symbol. The first part is the name of the owner of the address, 
in the second part the name of the mail server is displayed.

Figure 3 | Basic lay-out of an e-mail: the gray part is the header information, the white part 
the text-body. An attachment in the form of a text file is attached at the bottom of the text.
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For dial-up accounts, writing messages preferably happens off-line. After the 
author has pushed the “Send” button, the outgoing messages are stored in a 
queue on the hard disk of the PC of the sender, until he makes connection with 
the Internet provider. The messages are consecutively transferred electronically 
to the sender’s mailbox that is located on the host computer, where also the 
incoming mail also has been waiting to be retrieved. Those messages will be 
automatically downloaded to the PC of the user, so that he/she can read them 
off-line. For transmitting the outgoing messages to their final destination, the 
provider uses a SMTP (Simple Mail Transfer Protocol) server; for incoming mail the 
POP3 (Post Office Protocol version 3) is mostly used [10]. Access providers always 
give the names of these two servers to their customers, so that they can configure 
their e-mail client correctly. 

Chargeable and free e-mail accounts

An e-mail address is usually included in the price paid for the contract with an 
Internet Service Provider (ISP). A wealth of different offers exists on the open 
market to obtain free e-mail addresses. In the medical field, a European academic 
research network was established in the 80s, as a precursor to the Internet. 
It is available at all universities and usually offers a low-cost or free Internet 
access to employees, teachers and students. Some companies allow creating an 
e-mail account free off charge (Table 1). Apart from being free, some important 
differences with the e-mail service offered by an ISP (Internet Service Provider) 
need to be mentioned [20]. The main difference is that these accounts are entirely 
web-based, which means that a standard web browser can be used without need 
for specific e-mail client software. This also means that e-mail can be collected 
from any Internet-connected computer anywhere in the world, in contrast to the 
e-mail service offered by an ISP, which usually only can be accessed by dialling 
into the Internet via that provider. All these e-mail services are independent of 
any ISP, which means that the e-mail address will remain unchanged when the 
user changes from provider for obtaining Internet access. Some web-based e-mail 
services allow their users to configure the mail server for retrieving the messages 
from other accounts as those provided by their ISP. This way multiple e-mail 
accounts can be checked all through one web based e-mail account.
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Finding e-mail addresses

To find e-mail addresses, there are a number of facilities available on the Internet 
(Table 1). None of these services however gives complete coverage of all the e-mail 
addresses, because only those users who voluntarily submitted their address are 
registered in the databases. Finally, one can also try to run a search on any of 
the search engines available on the Web to see if the person or his employing 
institution has a presence on the World Wide Web (Table 1). To query an e-mail 
address one has to type the name of the person or the institution in the search 
field of these engines and click the „search“ button. If this person or his employer 
has a web site, than there is a good chance of finding the corresponding e-mail 
address on one of the site’s pages. 

Safety aspects

In addition to the safety aspects that are described in other parts of this paper, 
the aspects of e-mail concerning confidentiality and integrity will be highlighted 
below. The confidentiality of a message is limited because of the fact that it can 
be read by unauthorized persons on its way through the Internet. Therefore it is 
inappropriate, especially for medical content, to send unprotected patient data 
by e-mail [3]. Leading systems for encryption are “pretty good privacy” (PGP) 
and “secure multipurpose Internet mail extension” (S / MIME) [12, 13]. Both are 
based on asymmetric encryption method. Each user has a private key, which 
is kept secret electronically (secret key) and a public key that is shared with all 
his/her communication partners. A text encrypted with the public key can only 
be decrypted with the Secret key. A distinction can be made between “weak” 
encryptions with a key length of up to 40 or 56 bits and “strong” encryptions 
with higher key lengths (128 bits), which no longer can be decrypted even by 
intelligence agencies. When a message is sent, the sender first encrypts it with 
his secret key, with which it is electronically signed. If this key is certified by an 
official Trust Center than this signature is even legally recognised. In addition, the 
sender also encrypts it with the public key of the recipient, so that only he/she can 
open it. During the transport this e-mail is fragmented into an unreadable string 
of signs, which the receiver can decrypt and make readable again with his Secret 
key. In addition, thanks to the public key of the sender it can be verified whether 
the message actually really came from the sender. PGP offers a very high level of 
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security but is not integrated into the classical e-mail programs. Beginners might 
experience occasional problems with the different versions and security levels. 
The competing processes S/MIME is very attractive because it’s very simple to use 
and already integrated in the most common clients. In Europe however it officially 
only offers a short key of 40-bit.

The greatest danger however comes from e-mail viruses. In the past a large 
number of viruses has been distributed via e -mail over the net. E-mails warning 
for an allegedly dangerous virus, which in reality does not exist, are annoying but 
completely harmless. In contrast to these “hoax” messages there are actually 
dangerous viruses that can spread by e-mail over the entire network within a few 
hours. They often delete documents on the target computer and send themselves 
as a copy to everyone in the address book of the victim – including the name 
of the sender, but without his knowledge. Another weak point can be found in 
HTML-based e-mail programs containing a Java Script, which can allow hidden 
programs to run unnoticed and to cause harm. Popular e-mail attachments are 
short joke programs containing one single function, e.g. an animation, but in 
background these prepare the computer to accept unauthorized access from 
the Internet. As a defensive measure your host should be well configured, and 
programs of which the source is unknown should not be installed. In Germany 
information about safety is available at the Federal Office for Security in 
Information Technology [6].

Conventions and netiquette

One of the disadvantages of e-mail is the inability to add an intonation to a written 
message. Since e-mail is preferably used as a fast communication method, the 
messages are usually kept concise without much attention for nuance. To minimise 
the risk of misunderstandings, Internet users have devised various codes known 
as “smiley’s” or “emoticons” (emote-icons) [10, 20]. These codes are composed by 
characters or symbols that can all be find on any keyboard, and added to the text 
to clarify the meaning of a sentence (Table 1, 2). 

It is also advised as a good rule of thumb to rephrase the message if it’s likely 
to be misunderstood. Finally some „unwritten“ rules of conduct on the Internet 
(called „netiquette“) should be respected. According to these rules, one should 
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avoid writing in capital letters, which is equal to shouting. Signatures should not 
be longer than three lines. When sending messages to a newsgroup or mailing list 
the content of the mail should be relevant or valuable [1, 10, 20]. 

Electronic discussion lists 

In addition to enabling communication with friends and colleagues, e-mail 
offers the possibility for radiologists to participate in mailing lists (discussion 
lists). Mailing lists are subject-specific discussion groups that work on basis of 
e-mail. Once a user has joined a list, every message that is subsequently sent to 
the mail address of that list is automatically distributed to the mailboxes of all 
subscribers. Computer programs known as list servers or mailing list management 
software packages (MLM’s) perform this task [6, 10, 13, 17, 20]. Popular packages 
are Listserv, Majordomo, ListProc and SmartList. This software automates the 
process of managing subscriptions, but also provides many other features such as 
moderation of the list, distribution of messages as digests, archiving list messages, 
provision of help to users etc. [13]. To participate in a mailing list, you first have 
to enroll, a process that is slightly different from one list to the other. Sending a 
“help” command to the list server will offer help for this procedure at any time. 

Some academic list servers offer a free service for creating discussion lists. 
Mailbase is an example of a list server located in the UK, which is hosting more 
than 1800 discussion lists (Table 1). 

Another type of mailing list services is completely web-based, and is currently 
being offered by many companies on the Internet. The system is similar to the 
web-based e-mail services, as described above. They allow anyone to make a 
mailing list for free, as long as a certain amount of subscribers is not surpassed, 
or as long as the traffic in the list doesn’t exceed a certain number of postings per 
day (Table 1). One has to accept however a small commercial phrase to be sent 
with every message posted to such a list. 

One of the possible problems with list servers in general is the so-called “bulk 
e-mailing”. If one joins a list (especially of a commercial organisation), sometimes 
the e-mail address is sold for commercial usage which results in receiving 
numerous e-mails containing advertisements [6]. These unsolicited mailings are 
called “SPAM”.
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Table 3 | Radiological mailing lists, n.k. not known

Name, address Subjects Operator(s) Number of 
members

Specifications 

EUFORA
http://eufora.listbot.com
http://conrad.med.unni-marburg.de

All fields of 
radiology

Radiologists >250 International editori-
al board (co-own-
ers), connected 
to CONRAD image 
database

RADIOLOGIA
http://www.rediris.es/list/info/radiologia.html

All fields of 
radiology

SERAM >200 Communications in 
Spanish language

RADCOM
http://radcom.org

All fields of 
radiology

Company 
Radiant

>370 Daily and weekly 
newsletter

ULTRASOUND
http://www.drgdiaz.com/ultrasound-l.shtml

Ultrasound Dr. G. Diaz n.k. Aiming at physicians, 
sonographers, 
engineers, 
manufacturers, 
scientists, and 
students

RADAHRA
majordomo@majordomo.microserve.net

Radiology 
manage-
ment

AHRA n.k.

NUCMED
listserv@largnet.uwo.ca

Nuclear 
medicine

Nuclear 
physicians

>900 Oldest mailing list in 
the field of diagnos-
tic imaging

Radiological discussion lists
Many groups in medicine use electronic discussion lists or forums, and they have 
been proven useful in professional training and development of medical doctors 
[1, 3, 11, 18]. They are an excellent way in which health professionals can seek 
opinions, air concerns and discuss topics of mutual interest. Radiologists are also 
finding their way to this new “collaborative” medium. Generally these lists are 
non-commercial and access is restricted to medical doctors in order to guarantee 
an appropriate level of quality [20]. The following radiological discussion lists were 
established in the past few years (Table 3). 
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EUFORA – European Forum for Radiologists

The EUFORA mailing list was founded in July 1998 and has over 280 subscribers. 
Its objective is to be a forum for discussion and exchange of information. Most 
messages are informative (congress announcements, quiz cases, and descriptions 
of Web sites), but requests for second opinions and questions about daily practice 
are also sent to the list on a regular basis (Figure 2). Subscribers that want to 
show images for second opinions can upload them from any PC directly into the 
CONRAD image database which is associated with EUFORA, buy using a user-
friendly web interface. The corresponding interface is the CONRAD-EUFORA-
Link (CEL) (Figure 4). A message is automatically sent to members when a new 
case has been posted, which allows them to write their comments. The list is 

Figure 4 | Example of a European mailing list
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Figure 5 | Example of a case discussion from the mailing list EUFORA (presented by Dr. M. 
Ursekar, Bombay, India). Besides Quiz cases as shown here, second opinions on actual clinical 
problems are increasingly sought.

not moderated, but an international editorial board, the so-called “co-owners”, 
observe the contents to ensure the clinical relevance and scientific quality of the 
communications. All messages are automatically archived and searchable by date, 
title, and author. The main language is English (Figure 5), but sometimes other 
European languages are used. EUFORA is a relatively active mailing list: members 
can expect an average of one message per day in their mailbox.

RADIOLOGIA 

This mailing list, promoted by the Spanish Society of Medical Radiology (SERAM), 
can be regarded as the Hispanic counterpart of EUFORA. Collaboration exists 
between both lists and interesting messages are cross-posted. Also founded 
in 1998, it has an active membership of 200. The main language is Spanish, 
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but exceptions are allowed if this is not the author’s native language. Access is 
restricted to medical doctors and, as with EUFORA, every subscription request is 
sent to the list manager for authentication.

RadCom 

RadCom is owned and operated by a small group of entrepreneurs called Radiant, 
with no financial ties to any company or society. The group develops software for 
diagnostic image management under contract for the US Army’s “Virtual Radiology 
Environment”. RadCom was conceived as a way to become more involved with 
various segments of the radiological community. It sends a daily and weekly 
newsletter to around 370 professionals around the globe. This is a not a discussion 
group, but a “one-to-many” type of distribution list aiming at representatives of 
the industry. The questions of the subscribers are not moderated; their activity is 
rather low.

ULTRASOUND

“Ultrasound” is a scientific discussion group in English run by Gonzalo Diaz M., 
M.D., from Diagnostic Ultrasound (www.drgdiaz.com). Physicians, sonographers, 
engineers, manufacturers, researchers, scientists, and students interested in 
ultrasound and telesonography are invited to become members. Subscribers can 
send questions, present cases, and submit ideas. We could not determine the 
total number of subscribers, nor the average activity on the list.

RADAHRA 

The mailing list of the American Healthcare Radiology Administrators (AHRA) 
is targeting professionals who have an interest in radiological management. 
Although they are not currently restricting access to the list server, the AHRA 
prefers to limit subscription privileges to its members. The language is English.

NUCMED

Nucmed was one of the first medical mailing lists on the Internet and has over 900 
users worldwide, mainly medical physicists and specialists in nuclear medicine. It 
is intended for exchanging ideas, meeting reports, and book reviews. The list is 
relatively active, with one or two postings each day.
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OTHER

Today most commercial websites with radiological content usually offer the 
possibility to open a discussion with colleagues, by using mailing lists of which the 
content is related to a specialty or specific area of radiology (www.radiology.com, 
www.auntminnie.com, www.ctisus.com). In general, the degree of activity of such 
lists is rather low.

Usenet and Newsgroups
Usenet newsgroups provide another way for groups to hold on-going discussion 
and to share information [13, 20]. Usenet (“the User’s Network”) is the network of 
all the news servers that give access to the newsgroups. In 1979 Usenet originated 
as network of UNIX-computers with a separate communication protocol, but 
nowadays another protocol (Network News Transport Protocol, NNTP) is also 
being used to exchange news over the Internet [20]. Usenet is still thriving today: 
recent estimations suggest that there are over 50.000 newsgroups (Table 1) [6]. 
The messages are stored on a newsgroup server and not sent to the members, in 
other words the messages are published in the form of an electronic billposting. 
In contrast to mailing lists there is no central control, no access restrictions and no 
overview of who reads the news. To read the messages from the NNTP servers, 
one needs a newsgroup client, which is normally integrated in any standard Web 
browser. From his newsgroup client the user can register for only the newsgroups 
he is interested in and can choose from the subject headings, which messages he 
wants to read. To navigate through the vast wealth of newsgroups, a hierarchical 
approach was developed. In practice access to a newsgroup is depending on the 
particular Internet Service Provider [20]. Although newsgroups can be interesting, 
informative and entertaining, they are also very time-consuming. A typical 
newsgroup will generate around 20 postings per day, and it doesn’t take long 
before information overload is experienced. The quality of the postings is highly 
variable and it’s almost impossible to correctly identify the author. 

Identifying relevant mailing lists and newsgroups can be a very time-consuming 
process. To solve this problem, several list server and Usenet databases can be 
consulted on the World Wide Web. The most popular search tools for mailing 
lists are the LISZT mailing list directory and ListNet (Table 1). One should remind 
that, although both directories claim to cover 30.000 newsgroups, none of them is 
able to cover Usenet completely. Therefore one should try to use both directories 
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when performing a search. It should be emphasised that, in order to avoid liability 
claims, newsgroup postings that request help in diagnosing or treating a particular 
medical condition should be answered with utmost caution.

When looking at most recent developments, it can be observed that there is a 
clear trend to implement these new technologies in the field of radiology. The 
principle of electronic mail (e -mail) in its various forms represents a fundamental 
technical development, which already is or in the near future will become an 
integral part of our everyday work.

The finding of relevant information in mailing lists and newsgroups is difficult 
and may time-consuming. The messages stored in message databases can be 
searched with a variety of tools. For mailing lists, the LISZT mailing list directory 
and the ListsNet are probably the best-known compilations (Table 1). The Usenet 
newsgroups can be searched very effectively with Deja.com (formerly Dejanews.
com) as well with some conventional search engines (Table 1). Although these 
directories have access to more than 30,000 newsgroups, they only reach part of 
the Usenet.
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Chapter 4.2 

EUFORA mailing list: 
a European forum for 
radiologists

This paper was published as a “Letter to the Editor” of the journal European 
Radiology. More information about the EUFORA mailing list can be found in 
section 4.1 and in Chapter 3, sections 3.2 and 3.3.

In most radiology practices, information needs are rarely met in full. Most 
hospital-based or private-practice radiologists do not have immediate access to 
a comprehensive medical library. The Internet, however, is available around the 
world at minimal cost and can easily be integrated into every radiology practice; it 
is a simple and fast medium for distributing information and images [1, 2].

Besides reading web pages, radiologists can use the Internet to correspond and 
even to collaborate with each other by joining a mailing list, simply by using a 
standard mail browser. A mailing list is an ongoing “electronic” conference 
or forum; individual messages or comments sent by e-mail to a single address 
are redistributed to all members on the list. In contrast to most paper-based 
information, which is distributed in a “one-to-many” format, messages on a 
mailing list are distributed in a “many-to-many” format, enabling the subscribers 
to discuss issues interactively as they arise. Many groups in medicine use electronic 
discussion lists or forums, which have proven useful in professional training and 
development [3-5].
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EUFORA (European Forum for Radiologists) is a radiological mailing list that was set 
up by the present author in July 1998. It has attracted more than 110 subscribers 
in 8 months. Due to the worldwide nature of the Internet, radiologists from other 
continents have also become subscribers to the list.

An international team of “owners” both from the academic and non-academic 
radiological communities manage the mailing list. These owners form the 
“backbone” of EUFORA and continuously evaluate its progress and the quality of 
the information. The barriers to participation in list discussions are deliberately 
kept as low as possible, at least from a linguistic point of view. English is the 
preferred language, but other major European languages are also supported; 
a complementary web-site offering hyperlinks to translation tools has been 
developed [6] and can be found at: http://www.devolder.be/eufora. This suppor-
ting web site also contains information about subscribing to the list. Visitors can 
view an archive of list messages and discussions. The mailing list is kept private to 
subscribers. If the amount of messages becomes too overwhelming for regular 
readers, the list may then have to be broken down into specialist lists. 

The mailing list is used mainly for looking up, tracking, and sharing information, 
and in order to obtain a second opinion through the common expertise of the 
participants. It should be regarded as a collaborative medium in which the audience 
is composed of many contributors. Other topics covered include announcements 
of congresses, examination techniques, and medical informatics and the Internet, 
all with specific reference to radiology.

EUFORA requires human and financial resources. Up to now, all work has been 
done on a voluntary basis, with a modest contribution from a sponsor. As the 
spectrum of information offered broadens and deepens, additional resources will 
be required. Cooperation is therefore being sought from as many radiologists, 
radiological societies, associations, and institutions as possible. 
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This is the abstract of a poster presented at the Mednet Congress (4th World 
Congress of Internet in Medicine), Heidelberg, Germany, Sept. 18-21, 1999. 
More information about the EUFORA mailing list can be found in the previous 
sections of this chapter and in Chapter 3, sections 3.2 and 3.3.

Chapter 4.3 

An electronic mailing list 
for	radiologists:	first	year’s	
experience

Introduction

Radiologists can use the Internet to seek medical information, but also to distribute 
messages and images. The EUFORA mailing list was founded in July 1998 with 
the purpose to create an international electronic forum for radiologists. It was 
intended to be a list for discussion and collaboration as well as to be an information 
platform. An international team of ‘co-owners’ including several academics was 
established for continuous evaluation of the list, to ensure the quality of the 
postings. The Listbot list server has been used for running EUFORA. All messages 
were automatically archived and searchable per date, title and author.

Subscriptions were made via the supporting web site (http://www.devolder.be/
eufora). Every new candidate would get a voluntary sign-up form for registration. 
Access was restricted to medical doctors. The purpose of this study was to evaluate 
the activity on the mailing list, the types of subjects that are being discussed, and 
the participation degree of its members.

Methods

Eleven consecutive calendar months from July 1998 to May 1999 were chosen 
for the evaluation. All messages were counted and classified into four categories. 
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Messages concerning the handling of the list were put in the “administrative” 
category. The “case studies” group contained case quizzes and all mailings about 
radiology cases. Messages with an informative purpose, mainly announcements 
off congresses, were classified as “informative”. The “general radiology” group 
consisted of all messages related to various aspects of radiology, and that could 
not be categorised otherwise. The number of contributors and the total number 
of replies was recorded in every month. Information from the voluntary sign-up 
form was used to obtain information about nationality, gender and age.

Results

Over this eleven-month period the number of subscribers grew from 28 to 186, 
coming from 33 countries. A total of 260 messages has been sent to the list. Most 
of the messages could be categorised under “general radiology” (32 %). 22 % were 
case studies and 12 % were purely informative. In total 76 replies were counted, 
29 % of all the messages that have been sent. Only 7 % of all the subscribers made 
contributions to the list.

Discussion

The increasing number of subscribers to EUFORA suggests that there is a growing 
interest for mailing lists, although one cannot exclude the increasing availability 
of the Internet as a cause for this expansion. The high percentage of replies 
shows that there is a good interaction, although the majority of participants is 
not contributing actively. It was impossible however to count the replies that 
had only been sent to the original authors, making it difficult to evaluate the 
real participation degree of all the subscribers. In conclusion we think that all the 
members experience this forum positively.
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These pictures were taken at the 
forest stream La Hoëgne in the 
Belgian Ardennes, near Hockai. A 
combination of autumn leaves and 
dynamically flowing water is shown 
from two different perspectives, one 
from outside and one from inside the 
stream. 

These astonishing pictures represent 
the speed and easiness by which 
health data should flow in the modern 
e-Health landscape.

By David Pattyn | www.dpwildlife.com
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Chapter 5.1 

Teleradiology:  
evolution and concepts

Abstract
Teleradiology has become a reality for several years now, but its existence 
still hasn’t been freed from all controversies. From the beginning the military 
has been the driving force for teleradiology. Today teleradiology has many 
purposes worldwide ranging from services for expert or second opinions 
to international commercial diagnostic reading services. Ten years ago 
image quality, transmission speed and image compression were important 
issues of debate. Today the focus is on clinical governance, medico-legal 
issues and quality assessment. The increasing use of teleradiology reflects 
the changing world of clinical practice, service delivery and technology.

Keywords
Teleradiology - clinical governance - medico-legal - quality assessment

Introduction

Teleradiology is often defined as the electronic transmission of radiographic 
images from one geographical location to another for the purposes of 
interpretation and consultation. The increased development and deployment of 
digital imaging systems and the quickly increasing availability of high bandwidths 
allowing transmission of large data volumes at high speed have dramatically 
widened the scope of this medium. Teleradiology has been subject of a number of 
health technology assessments in different countries with regard to the context 
of use [1-4]. Advantages and disadvantages have been described extensively. 
Nevertheless other important aspects of teleradiology such as clinical governance, 
medico-legal issues and quality assessment, have not yet been studied in great 
depth. Looking in the future the distinction between PACS and teleradiology will 
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be blurred and virtual organisations with distributed capabilities can become 
reality. In this article we will describe the ongoing debate about teleradiology.

The beginning
Teleradiology was first developed for military purposes. Field units could sent 
radiology images to hospitals at the home country for diagnosis and further 
patient management. The first commercial teleradiology systems in the 
eighties worked with camera systems or video-grabbed selected hardcopies for 
subsequent digitized image transfer. An improvement was the introduction of the 
laser digitizer, which also had the disadvantage of being able to handle only one 
image at a time. 

In the mid-eighties the first generations of PACS were installed in the medical 
environment for clinical evaluation. It soon became clear that the change from 
analogue to digital processing of medical images could change the workflow 
dramatically [5].  Teleradiology had become a reality, but it took another ten years 
before the relatively low performance and high costs of the computer systems 
available at that time would develop into feasible applications. Besides the lack 
of affordable image handling systems the high cost of data transmission was also 
a serious hurdle hindering a more widespread implementation of teleradiology. 
However during the last decennium most technical limitations have resolved 
thanks to the widespread introduction of digitization processes in radiology 
practices and the low cost of Internet communication [6]. In the early days, when 
the analogue-digital conversion of video signals was being used for capture of 
cross sectional images, the preservation of image quality was an important issue. 
To improve transmission speed several data compression techniques were used 
and analysed. These remained controversial until the arrival of more advanced 
techniques such as wavelet-compression, allowing the transmission of good 
quality images at reasonable speed. Until some years ago those issues like image 
quality, transmission speed and compression techniques were subject of intensive 
debate. Nowadays attention is more directed towards issues such as clinical 
governance, medico-legal and quality assessment.

Clinical environment
There is a wide variety of settings in which teleradiology can be used [6, 7]:
• A well-known example of the use of teleradiology is obtaining expert or 
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second opinions. In Tirol in Austria a teleneuroradiology-network was created 
between three rural hospitals and a university hospital for triage of acute 
neuropatients.  Between October 2007 and March 2008 there were 744 
teleradiology patients. The observed teleneuroradiology-network guarantees 
Tyrolean healthcare-providers to diagnose and treat patients with acute 
neurological symptoms in a time period off less than 60 min [8].

• From the beginning the military has been a great promoter and driving 
force of teleradiology. During the Balkan war in the mid-nineties a 
deployable teleradiology system was installed. From 1995 to 1997 more than 
20.000 digital diagnostic examinations were acquired, transferred and archived 
using this system [9].

• Teleradiology can also play a significant role in humanitarian and disaster-
relief operations, e.g. during the 212th MASH medical treatment of casualties 
following a large earthquake in the Kashmir region of Pakistan in 2005 [10].

Likewise, as there is a wide variety in applications for teleradiology, many different 
service and business models exist, for example: after hours 24/7 coverage, 
radiology services in remote areas, and subspecialty readings or expert readings, 
e.g. cardiac imaging and virtual colonoscopy.

Reasons to make use of teleradiology services can be a growing or changing 
workload, a structural or temporary shortage of radiologists, and a shortage of 
expertise. In some situations teleradiology is also used for educational purposes.

Teleradiology in its ‘purest’ form is simply transmitting images from one location 
to another. This can be limited to intra-mural applications in a given situation:
• teleradiology ‘integrated’ in a hospital with or without different locations,
• point-to-point (hospital to radiologist’s home), 
• regional hospital networks (e.g. Scandinavia and Spain) [11].
When used for extra-mural applications, images are transmitted to:
• an accredited (international) teleradiology reading centre [12], possibly even in 

a different time zone, e.g. ‘Nighthawk services’, 
• to radiological experts for specialised reading services, not available in the 

hospital (e.g. virtual colonoscopy),
• another hospital, academic (tertiary) centre or diagnostic centre (for second 

opinion),
• an expert centre for training purposes, giving support during the start up phase 

of a new technique (e.g. virtual colonoscopy).
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In the United States almost 70 % of all radiology practices reported using 
teleradiology [13]. In 2003 primarily academic practices were less likely to use 
teleradiology than private radiology practices. According this study, the most 
common purpose of teleradiology is to transmit images to radiologists at home; 
about a quarter of the users sent images to outside radiologists (Figure 1). 

Figure 1 | Prevalence of teleradiology use in the United States in 2003 and the purposes for 
which telradiologic transmission was used. Data are from Ebbert et al. (13).
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A significant increase of teleradiology was seen in the prevalence of PACS. 
Although no published data are available, it is likely that in Europe the increasing 
availability of PACS in hospitals has similarly led to the possibility to transmit 
images to the radiologists’ homes, to easy the burden of being on-call. In the 
Netherlands a number of academic centres are also using teleradiology because 
of staff shortages. Several commercial teleradiology companies are currently 
active within the EU, but the presence of different health-care and legal systems 
in the EU member-states make the situation much more complex than in the US.

These extra-mural applications can be very complex, because often integration 
of different information systems is required. Not only the PACS systems of 
different locations have to communicate, but also the information coming from 
the different RIS and HIS systems has to be integrated [14]. Also aspects such as 
confidentiality and data integrity have to be taken into account.
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Commercial international teleradiology
In the future there will be no distinction between PACS and teleradiology. Virtual 
imaging organizations (or expert reading centres) will become reality [15]. The 
following question arises: Will teleradiology profoundly change the way we 
practice our profession?

Can radiology services almost completely be outsourced when we keep in 
mind that less than 10 % of the total radiology production, namely vascular and 
interventional radiology, is exempt from outsourcing? Theoretically yes, but more 
likely no. Radiologists have many other tasks besides reporting images such as: 
justification of request, ad-hoc problem solving, optimising and tailoring individual 
examination techniques, conferencing in multidisciplinary teams, organising 
workflow and quality control. On the other hand in many institutions there is a 
growing tendency towards overflow of workload, which can be explained by the 
increasing demand for imaging procedures throughout Europe. This overflow 
could be addressed by teleradiology [16]. Teleradiology should be regarded 
as a valuable option for solving this type of overflow problems. Introducing 
teleradiology however is not plug-and-play. Before starting to send images using 
teleradiology the stakeholders need to formulate a clear agreement about the 
following aspects [17]:
• How the clinical information is transmitted and integrated?
• How the previous images/procedures and the reports are made available?
• How quality assurance is organised? (See next chapter)
• Is single or double reading requested?
• What turn around time is needed?
• What language is used in the situation of cross-border teleradiology? 
• What legislation is involved in the country of the patient?
• What about privacy and integrity of data?
• How the communication between referring physicians and radiologists is 

assured?
• How are all these processes validated?
• What medico-legal aspects are to be dealt with?

All these issues are part of the so-called clinical governance code as will be discussed 
more in depth in the next chapter. In the last decade several commercial cross-
border teleradiology centres became active in Europe. These centres can develop 
an unmatched concentration of expertise and industry-level quality controls (e.g. 
by using double readings in every cross sectional examination) [18]. Also in the 
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field of mass-screening programmes these centres can play an important role. At 
the moment in several European countries mass-screening programmes are put 
out to tender. 

It is expected that the role of teleradiology will increase and that teleradiology 
centres will take up their role in the delivery of imaging services.

Clinical governance

In the economic and business world we have seen the widespread introduction 
of terms like “corporate governance” or “governance codes” (e.g. code Buysse in 
Belgium or code Tabaksblat in the Netherlands). Also in healthcare a comparable 
term can be seen: “clinical governance” [19]. The term was introduced at the end 
of the nineties in the UK [20]. Since then the profile and prominence of clinical 
governance has grown rapidly.  Clinical governance has originated out of the need 
for real accountability for the safe delivery of health services.

Teleradiology companies as well as healthcare organisations are accountable for 
continuously improving their quality of services and maintaining high standards 
of care by creating an appropriate working environment. Such a definition has 
led to numerous interpretations as to what clinical governance actually is. Is it 
continuous quality management or is it all about clinical audits? It is easier if 
clinical governance is seen as an umbrella term. Many components and themes 
can be found underneath. All these elements, when effective, combine to lead to 
good clinical governance. Clinical governance covers areas of:
• Patient, carer and public involvement and engagement.
• Planning, communication and governance arrangements, and cultural behaviour 

aspects
• Risk management (incident reporting, prevention, and control of risk).
• Staff management and performance.
• Education, training and continuous professional development.
• Information management (patient records, confidentiality, security).
• Communication with all stakeholders.
• Clinical effectiveness (clinical audit management, learning through research 

and audit)

Clinical governance is a mixture of topics that are of importance in the management 
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of each enterprise in which medical or clinical services are delivered, in order to 
assure the overall quality of these services. There is no doubt that good clinical 
governance in teleradiology is of utmost importance. As described before, every 
teleradiology environment will be unique. The same counts for the specific 
clinical governance.  Every teleradiology environment will need a unique clinical 
governance code to which the involved partners agreed.

Total Quality Management in a teleradiology environment

Total quality management regards quality at all levels: workflow management, 
the infrastructure (IT, communication) and the medical services. Quality of the 
process includes issues of security, privacy, liability, and data transmission. The 
most stringent norms and regulations should be followed. Rules published by 
the joint NEMA/COCIR/JIRA Security and Privacy Committee can be used as 
a guide at the transmission of patient data and images [21]. Regarding security 
there are several policies: information security policy, data security policy, 
physical security policy, network security policy and e-mail acceptable use policy. 
Also several guidelines can be used e.g.: encryption guidelines, laptop security 
guidelines, anti-virus guidelines and security incident guidelines. Security and 
confidentiality can be realized by using VPN and encrypted mail, data integrity by 
using DICOM and lossless compression, non-repudiation, individual accountability 
by authentication via individual access codes on RIS/PACS systems. During the 
process several validation checks have to be performed to be sure that there is no 
loss of images, loss of electronic requests or inconsistencies between images and 
request. When using a business intelligence software for automated validation 
there is a proactive approach with faster detection and retrieval of incomplete 
studies.

A good technical infrastructure, including an integrated RIS/PACS and state-of-
the-art diagnostic workstations, is a prerequisite. 

Radiologists (and the teleradiology company) must have liability insurance to 
cover their work in each client’s home nation. Additional licences or specialist 
registrations are still needed in some European countries, even within the EU. 
Good communication between the teleradiologist and the referring clinician 
or local radiologist is essential. Teleradiology cannot replace the role of the 
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radiologist as a consultant or the direct interaction with the referring physician. 
One solution to cover this disadvantage is the mentioning of the mobile phone 
number of the reporting radiologist on every report to ensure that the referring 
clinician can easily contact the reporting radiologist. There should be a possibility 
to view images simultaneously for discussions from different locations at any time. 

High quality reports in terms of content and language are essential in the field 
of teleradiology. As mentioned before a clinical governance policy needs to be 
agreed upon between the teleradiology centre and the referring institution. 
Preferably there should be regular clinical audits not only to ensure that reports 
are comprehensible and correct, but also to verify the accuracy of the reading 
skills of the radiologists. In an effort toward more transparency full details 
of the clinical audit can be passed on to the clients as part of for example a 
monthly performance report. This report could also include figures on the actual 
turnaround times compared to those as agreed upon in the SLA (Service Level 
Agreement), response times to telephone calls, feedback from patients and/or 
referring clinicians, etc.

Legal framework

On the regulatory side the proper registration of the radiologist must be recognized 
by the regulatory body of the EU-member state in which the hospital outsourcing 
the radiology reporting service is located, and medico-legal responsibilities 
of both the referring hospital and the reporting teleradiology entity should be 
properly documented in a contract. It has to be very clear whether the patient has 
a legal relationship with the referring hospital only or whether a legal relationship 
with the teleradiologists is established as well. Implicit or explicit patient consent 
is a topic for further academic discussion. Fortunately, insurance companies have 
already understood these requirements and have made proper medical liability 
policies available. 

In order to stimulate international e-health services the EU has developed a 
robust set of directives such as the e-Commerce Directive, which certainly 
addresses some of the issues relevant to e-health services, the Transparency 
Directive, the Personal Data Protection Directive, the e-Privacy Directive and the 
Directive of Recognition of Personal Qualifications. Off course member states 
have to transpose and implement these directives in the respective national 
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legislations [22]. Last but not least there is the e-Health Action plan, launched 
by the European Commission in 2004, in which all Member States committed 
themselves to adopt national roadmaps for e-Health. For the provision of 
teleradiology services the Personal Data Protection Directive remains of utmost 
importance. Directive 95/46/EC of the European Parliament and of the Council of 
24 October of 1995 on the protection of individuals with regard to the processing 
of personal data and on the free movement of such data was published in the 
Official Journal of the European Communities [23]. The Directive supports the 
general principles established by the United Kingdom Data Protection Act of 
1984 which was followed by its logical successor, the Data Protection Act 1998. 
The EU Directive on Personal Data Protection requires that transfer of personal 
data is supported by a stable IT infrastructure and stresses the need for patient 
data safety. The responsibility for compliance is put under the responsibility of 
the “data controller” i.e. the sender of the personal data, responsible for meeting 
the criteria of transparency, legitimate purpose and proportionality. The personal 
data may be processed insofar as it is adequate, relevant and not excessive in 
relation to the purposes for which they are collected and further processed. 

Under the scope of current legislation the referring hospital and the teleradiology 
service provider are responsible to ensure that patient confidentiality is secured 
in both the transmitting and receiving country. Therefore transfer of patient data 
needs to be secured by VPN or HL7 connections. Access to patient data should 
be limited to a “need to know” basis and patient records should not be stored 
longer than necessary for interpretation of the images and a possible discussion of 
the radiology reports between the relevant physicians during a reasonable period 
thereafter. 

ESR

Also the European Society of Radiology (ESR) is engaged with the teleradiology 
environment and published a White Paper on teleradiology [24] as well as a 
position paper on teleradiology [25].

The ESR is convinced that teleradiology is a reality that is here to stay, and will 
even expand. However, the ESR also has legal and medical concerns as described 
in this paper. In a response of the ESR on the document “Communication on 
Telemedicine” issued by the European Commission the ESR stated that teleradiology 
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is not equivalent to “telereporting radiological images” but is a medical act at 
its own right, consisting of different phases: evaluation of examination requests, 
selection of the most appropriate imaging strategy, optimisation of examination 
performance, customisation of imaging protocols and integration of clinical and 
imaging information into the radiological report [26]. Teleradiology is therefore 
not the provision of a healthcare service, but medicine through the use of ICT.

The ESR is convinced that the success of teleradiology will ultimately depend on 
the quality of care provided to the patients, and therefore stresses the importance 
of establishing accreditation for teleradiology providers that are homogeneous 
throughout EU and also mandatory for providers from outside Europe.

The ESR and the European Commission both support the statement that the most 
important challenge for teleradiology is to ensure that it develops in a manner 
that benefits patient care and ensures overall patient safety, and does not in any 
way reduce the quality of radiology provided to the citizen.

The Future

The use of teleradiology reflects the changing world of clinical practice, service 
delivery and technology. The delivery of health is changing and teleradiology is 
part of that change, which also includes the globalization of radiology [27, 28]. 
The challenge today is to overcome the general inability to seamlessly integrate 
teleradiology systems with other (locally existing) health care information systems 
when data need to be transmitted between different institutions or to an outside 
provider [29].

Market analysts of Frost & Sullivan have estimated that the 91 million digital 
radiography examinations that took place in 2006 are expected to grow to 198 
million by 2010, with most of the increase coming from MRI and CT/PET. They 
also estimated the annual growth of the teleradiology market during that period 
to be around 30 %. Based on national estimates they expect that by the year 2011 
somewhere between 4 and 20 % of the total amount of imaging procedures will 
be reported remotely. Norway and the USA are specifically mentioned as the two 
countries leading the pact. According to Ebbert et al. 22 % of all imaging studies 
were sent to outside radiologists in 2003 [13]. A briefing paper prepared for the 
European Health Telematics Association (EHTEL) in 2008 identified teleradiology 
as one of the most rapidly adopted forms of telemedicine service [30]. 
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This change has advantages but also has potential threats to the quality of 
care provided to patients and to the radiologist’s interaction with their clinical 
colleagues. It is important that the quality of radiological services provided for 
the patient is of a high standard. It is also important that those providing the 
service are properly trained, are registered with the appropriate authorities and 
undergo continuing update through Continuing Medical Education (CME). The 
services provided must be open to audit and the ability to discuss cases with those 
reporting the studies must be available. 

Conclusion

The future teleradiology portfolio, which delivers imaging related services in a new 
unprecedented way, will consist of e-Consultation and second opinion, e-Image 
processing, analysis and supporting services (e-Archiving and e-Training) [16]. 
The full potential of teleradiology to change paradigms of care is not yet known. 
Substantial experience is required to understand the possibilities [28]. Off course 
the future of radiology cannot be predicted, but keeping in mind the trends and 
developments, one does not need a crystal ball to predict an increasing role for 
teleradiology as part of PACS in the delivery of imaging services.
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Abstract 

Objectives

To obtain an overview of teleradiology usage within Europe, to evaluate 
the current opinion and future vision about this technique. 

Methods

A web-based survey targeted at active radiologists throughout Europe. 

Results

A total of 368 radiology professionals participated in the survey. Among 
them 65 % currently use teleradiology. The main usages are in-house 
image distribution (71 %) and on-call readings from home (44 %). The major 
advantages are improved collaboration with other radiologists (46 %) and 
efficient distribution of workload (38 %). Outsourcing is performed by 35 % 
of the participants, among them 68 % use commercial services. The major 
advantages of outsourcing are availability of second opinions (82 %) and 
additional capacity for on-call services (71 %). The major disadvantages 
are insufficient integration of patient history and priors (69 %), and limited 
communication with clinicians (68 %). The majority expressed a positive 
opinion regarding the future of teleradiology (80 %) predicting a growing 
importance (46 %). Opportunities ought to be found in emergency reading 
services, flexible support of small practices and in collaborative platforms. 

Chapter 5.2 

European teleradiology now 
and in the future: results of an 
online survey
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Conclusions

A wide usage of teleradiology throughout Europe is perceived; however 
usage of commercial services is relatively limited. Regarding cross-border 
services, there is a great demand for a focused pan-European legislation, 
an adapted price regulation and a quality assurance framework.

Main messages

• A wide variety of teleradiology applications exist in Europe.

• Implementation mainly occurs in countries with a high concentration 
of networked PACS.

• Usage of commercial teleradiology services in Europe is relatively 
limited.

• Language is an unsolved issue and limiting factor for further 
deployment of services.

• There is a demand for a Pan-European legislation, price regulation 
and quality assurance framework.
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Introduction
Teleradiology is defined as the electronic transmission of radiographic images 
between two geographical locations for the purposes of interpretation and 
consultation [1-3]. For several years picture archiving and communication systems 
(PACS) have been widely implemented in Europe. PACS systems combined with 
the overall presence of high-bandwidth Internet connections has facilitated 
the transmission of medical images between different locations for diagnostic 
purposes. However, the availability of PACS systems in hospitals throughout 
Europe is still unevenly distributed, with the majority being used in the Nordic 
countries, UK, Netherlands and Belgium [4]. Currently, technical problems 
regarding the electronic transmission of large image data sets have essentially 
been solved. However the main challenge is seamless integration of teleradiology 
with PACS, in order to enable flexible exchange of patient related information i.e. 
electronic patient records (EPR) and radiological images including priors [2, 5, 6]. 

In several European countries, teleradiology has become part of the regular 
workflow for purposes of workload balancing. This is usually the case within a 
hospital comprised of several facilities, separated geographically. In countries 
with PACS integrated in a regional or national network, image distribution can be 
organised in a cross-enterprise fashion [3]. In other institutions, teleradiology is 
used for providing remote, off-hour radiological coverage; for emergency readings 
and to a lesser extent for subspecialty readings [5]. In the past decade, several 
national and international commercial teleradiology providers have emerged in 
Europe, facilitating the outsourcing of diagnostic readings [3, 7, 8]. 

Different models for the usage of teleradiology can be defined accordingly: 
(i) a single facility (hospital or imaging centre) using teleradiology for on-call 
purposes (home based radiologists); for obtaining expert/second opinions; or for 
outsourcing the readings to an outside teleradiology company or hospital, (ii) an 
enterprise with multiple facilities, using teleradiology for in-house distribution 
of workload, for obtaining second/expert opinions or for outsourcing the work 
to a commercial teleradiology provider, (iii) a radiology group or teleradiology 
company providing professional services to several related or unrelated facilities 
(in terms of ownership) [2, 6]. 

The objective of this study was to obtain an overview of the current usage of 
teleradiology in its various forms, throughout Europe, and to evaluate the current 
opinion and future vision about this technique. Analysis of the results is aimed at 
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providing information that can be used in future discussions about the further 
usage and deployment of teleradiology services in Europe.

Materials and methods

An online electronic survey was created using the SurveyMonkey web-based 
survey tool [9]. The survey consisted of 32 multiple-choice questions and 3 open 
questions. Data collected from the multiple-choice questions included information 
on demographics, types of services used, security of data transmission, 
communication of reports, quality assurance and legal regulations (Table 1). 

Question categories
1. Demographical data
2. Types of teleradiology
3. Types of examinations
4. Technical issues
5. Security issues (patient data, additional information)
6. Communication of results
7. Advantages/disadvantages
8. Threats and opportunities
9. Quality assurance

10. Future of teleradiology 

Table 1 | Subject categories of the questions in the survey

Additional data were obtained regarding the advantages, disadvantages, threats 
and opportunities of teleradiology services. The open questions offered the 
participants an opportunity to express their opinions regarding the current and 
future role of teleradiology. The target subjects for the survey were radiologists, 
radiology residents and radiology managers, professionally active in a European 
country. The survey was created using the advanced logic features provided by 
SurveyMonkey, for directing participants to the relevant questions while excluding 
participants outside of the target group. The survey was published online with 
collaboration of the European Society of Radiologist (ESR). All ESR members were 
encouraged to participate in the survey, through announcements and personal 
email invitations via online social media platforms such as: the ESR Internet site, 
the ESR Facebook page, and also via Twitter and LinkedIn [10-13]. A brief article 
was published in the ESR Science Report and electronically distributed to all ESR 
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members. Finally some publicity was made during the Management in Radiology 
(MIR) 2011 Scientific Meeting (Sept. 29-30, Nice, France) and the Dutch Radiology 
Days (Sept. 29-30, Maastricht, the Netherlands). The survey remained online 
between September 14th and October 10th. For analysis of the quantitative data 
the SurveyMonkey statistical tools and SPSS statistical software (SPSS Statistics 
20, IBM Corporation, NY, USA) were used. In the open question all participants 
were able to freely enter ideas with regard to their future vision of Teleradiology. 
These suggestions were isolated from the quantitative results. Subjects and 
themes were identified, examined, ordered, counted, compared and analysed 
following the thematic coding technique as described by Uwe Flick [14]. 

Results
Demographics

A total of 368 radiology professionals participated in the survey: radiologists (71 %), 
residents (14 %) and radiology managers (6 %). The participants represented 35 
European countries, the largest groups were from Austria (22 %) and Belgium 
(22 %) followed by the UK (7 %), Netherlands (6 %), Germany (5 %), Italy (4 %), 
Estonia (4 %), Spain (4 %), France (3 %), Greece (3 %) and Sweden (3 %). 

The locations of the main professional activities of the respondents are: public 
or private hospitals (55 %), university hospitals (36 %) or a private practice or 
private medical centre (24 %) (Table 2). All the respondents work within a group of 
radiologists: the majority in a small group of 2-10 (41 %); others in larger groups 
between 10-20 (22 %) or over 20 (30 %).

Location of main professional activity 
% Number

Public hospital 38 % 122
University hospital 36 % 115
Private hospital 17 % 56
Private practice 13 % 41
Private medical or diagnostic centre 11 % 34
Teleradiology company 5 % 16
Research institute 3 % 8
Other 1 % 3

Table 2 | Location of main professional activity of the respondents
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Types of Teleradiology

A large majority of respondents (65 %) is currently using teleradiology. As for those 
not using teleradiology yet, 36 % plan on using it in the near future and 46 % are 
still in doubt. A minority (18 %) do not use this technique nor plan to do so in the 
future; the main reasons being the absence of a necessity for this type of service 
(42 %) or a lack of financial means (23 %). The current usage forms of teleradiology 
are summarized in Tables 3 and 4. It appears that distribution of images within the 
same institution is the most frequently used form of teleradiology (71 %) followed 
by night-time and weekend readings from home (44 %). When asking specifically 
if the participants use teleradiology to outsource images, 35 % confirm to do so. 
The most frequent reason chosen is to obtain second/expert opinions (41 %) or 
for night coverage (40 %). In 19 % of the cases teleradiology outsourcing is used 
in order to solve temporary capacity problems (i.e. staff shortages, holidays and 
illness). Images are then preferably sent to a teleradiology company or private 
practice (52 %), academic centre (32 %) or other networked hospital (8 %). A 

Why do you outsource radiological examinations?
% Number

As part of regular workflow. 49 % 33
For a second or expert opinion. 41 % 28
When on call (nights). 40 % 27
On a temporary basis (i.e. capacity problems). 19 % 13
Other. 6 % 4
answered question 68
skipped question 302

Table 4 | Reasons for outsourcing radiological examinations

How do you use teleradiology?
% Number

Within hospital (cross-enterprise work list sharing) 71 % 144
At home when on call. 44 % 90
Other. 20 % 40
answered question 203
skipped question 167

Table 3 | The current usage of teleradiology
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commercial provider in another country is consulted in 15 % of the cases, only 
2 % of which is located outside Europe. Some less frequent applications of 
teleradiology are: research purposes, off-site (home) reporting during the daytime 
and transmission of images to a tertiary centre (each 0.5 %). When outsourcing 
is used, routine cross-sectional examinations are sent most frequently (57 %), 
followed by CR studies (32 %) and emergency readings (31 %). 

Several respondents are providers of teleradiology services, whether on a non-
commercial (32 %) or commercial (26 %) basis. These services consist mostly 
of primary (77 %) and subspecialty readings (51 %). The examinations are sent 
from other hospitals within the same country (87 %), most often associated 
hospitals or hospitals within the same region. Image analysis for pharmaceutical 
trials (research) and medico-legal expertise cases are performed by 10 % of the 
radiologists who provide reading services. 

Technical issues

Following analysis of the technically oriented questions, it appears that DICOM is 
by far the preferred image format (92 %). The majority of respondents use a VPN-
type of Internet connection (42 %), in most other cases a hospital-wide or regional 
network connection is used for image transmission (37 %). Worthy of mentioning, 
in Germany the accepted standard for teleradiology is DICOM e-mail [15]. Clinical 
records and other relevant patient information are usually obtained through 
direct connection with the PACS/RIS (54 %), while this information is also obtained 
via telephone (30 %) and fax 24 %. Only a minority of respondents (16 %) use a 
dedicated teleradiology platform. An Electronic Patient Record (EPR) is accessible 
in 26 % of the cases. In many situations additional information is obtained directly 
from the Hospital Information System (HIS) (51 %). The most frequent method 
for communicating the results or reports is via telephone (79 %). In 43 % of the 
cases reports are automatically incorporated in the RIS and 37 % uses e-mail for 
transmitting the results. 

The main reasons for non-usage of teleradiology are lack of financial means 
(23 %) and technical difficulties related to implementation on an organisational 
level (21 %), or absence of PACS (9 %). Other factors affecting the non-usage 
of teleradiology regard personal issues among: radiologists (18 %), hospital 
managers (13 %) and clinicians (6 %).



122

Impact of information technology on radiology services

 E
ur

op
ea

n 
Te

le
ra

di
ol

og
y 

no
w 

an
d 

in
 th

e 
fu

tu
re

: r
es

ul
ts

 o
f a

n 
on

lin
e 

su
rv

ey

Advantages and disadvantages

Table 5 summarizes the opinions regarding the advantages of teleradiology in 
general. The majority agrees / strongly agrees that the possibility for collaboration 
is the most valuable aspect (74 %), followed by the ability to more efficiently 
distribute the workload (70 %). The main advantages of outsourcing with 
teleradiology are the possibility to receive second opinion/subspecialty advice 
(82 %) and a greater availability of radiologists for on-call services (72 %). The 
main disadvantage of outsourcing by teleradiology is the insufficient integration 
of patient history and/or previous studies (69 %), while limited communication 
with clinicians seems to be the second greatest drawback (68 %). Additional 
disadvantages are outlined in Table 6.

Threats and dangers

The main threats and dangers perceived due to teleradiology outsourcing, as 
summarized in Table 7, are: the fear of losing control over the business (61 %), 
the fear of reducing the quality of reports (54 %), creation of instability in the job 
market and in radiologists’ income (49 %). 48 % Perceive teleradiology outsourcing 
as a threat to providing good patient care. 

Quality assurance

According to a large majority, the quality of teleradiology services could be 
improved by developing an obligatory quality assurance system (78 %). Quality 
could be improved by various solutions, among them the implementation of a 
specific teleradiology training programme (70 %), or an obligatory double reading 
system (57 %). 

Cross-border teleradiology

Regarding cross-border teleradiology, 65 % agree that pan-European image 
distribution and sharing should be allowed under specific regulations, however 
a small majority of participants who addressed this topic in the open question 
expressed the opinion that cross-border teleradiology has no future (3.26 % no vs. 
2.17 % yes). An adapted reimbursement regulation for cross border teleradiology 
activities should be agreed upon within European countries or among health 
insurance companies, according to 60 % of the respondents. 
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Answer Options Strongly 
disagree Disagree Neutral Agree Strongly 

agree
No opin-
ion

Rating 
Average

Radiologists could lose control of  
their business 4 % 13 % 18 % 37 % 24 % 5 % 3,66

Instability of jobs and/or income  
for radiologists 5 % 11 % 31 % 29 % 20 % 4 % 3,50

Loss of quality radiological reports 4 % 20 % 19 % 40 % 14 % 3 % 3,42
Danger of missing urgent pathology 4 % 22 % 21 % 38 % 13 % 2 % 3,36
Loss of quality medical care for patient 5 % 23 % 22 % 31 % 17 % 2 % 3,34
Negative effect on training of residents 4 % 25 % 20 % 35 % 13 % 4 % 3,28
Loss of radiological skills. 7 % 29 % 28 % 25 % 9 % 2 % 3,02

Table 7 | Possible threats and dangers of teleradiology outsourcing (the highest percentages are printed 
in bold)

Answer Options Strongly 
disagree Disagree Neutral Agree Strongly 

agree
No  
opinion

Rating 
Average

Insufficient integration of patient history/
previous studies 0,4 % 16 % 11 % 40 % 29 % 4 % 3,84

Insufficient communication with  
referring clinicians 2 % 13 % 13 % 37 % 31 % 4 % 3,84

Too impersonal, no contact with radiologist 2 % 19 % 22 % 30 % 25 % 2 % 3,58
Insufficient quality assessment 6 % 19 % 28 % 28 % 16 % 4 % 3,32
Involves complex logistics 4 % 24 % 30 % 29 % 9 % 4 % 3,16
Technology is too unstable/insecure 10 % 38 % 27 % 12 % 7 % 7 % 2,66

Table 6 | Disadvantages of teleradiology outsourcing (the highest percentages are printed in bold)

Answer options Strongly 
disagree Disagree Neutral Agree Strongly 

agree
No  
opinion

Rating 
Average

Possibility to discuss cases in  
a collaborative network 4 % 7 % 12 % 46 % 28 % 2 % 3,90

Greater efficiency and improved  
radiological services 3 % 10 % 16 % 38 % 32 % 1 % 3,86

Better distribution of the workload  
throughout the organisation 4 % 6 % 24 % 38 % 27 % 2 % 3,80

Ability to sub-specialise 3 % 10 % 19 % 37 % 27 % 4 % 3,78
Improved communication with  
referring clinicians 11 % 19 % 22 % 28 % 18 % 2 % 3,23

Profession is now more attractive  
for newcomers 10 % 16 % 32 % 25 % 13 % 5 % 3,15

Table 5 | Advantages of teleradiology in general (the highest percentages are printed in bold)
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Future of teleradiology (open question)

In an open question the participants were asked if they could describe how they 
see the future of teleradiology, and if they thought that its importance would 
grow or rather decline. A large majority expressed a positive to strongly positive 
vision regarding the future of teleradiology (80 %). Almost half of the total of 235 
participants replying to this question foresees a growth in the importance of 
teleradiology (46 %). The need for further standardisation and better regulation of 
the financial and legal aspects, were issues expressed by 20 % of the respondents. 
According to the participants the shortage of radiologists and the need for sub-
specialisation are the principal reasons for the continued need for teleradiology in 
the future; economic reasons are regarded as having less importance. The fear for 
a possible reduction of work value is regarded as the most negative consequence 
of teleradiology. This feeling is well expressed by the following statement by one 
of the participants: “Radiologists will become battery hens merely reporting in 
isolation for money instead of giving added value as doctors giving a medical 
opinion on cases to their clinical colleagues”. From the qualitative analysis it also 
appears that there is a great demand for second/expert opinions and this feature 
is regarded as one of the most attractive and promising aspects of teleradiology. 
Further implementation of platforms/facilities facilitating collaboration between 
radiologists was repeatedly mentioned as having great potential. Moreover, 
provision of emergency reading services and flexible support to small practices 
is mentioned as one of the most promising opportunities for increasing 
teleradiology importance in the future. Only a small majority predicts that cross-
border teleradiology has no future.

Discussion

Current situation

According to our survey result analysis it is clearly apparent that teleradiology 
is currently being used for a wide spectrum of purposes in Europe. The most 
common usage is in-house (intra-organisational or intra-institutional) distribution 
of imaging studies, as a tool for efficient workload sharing between the different 
locations of the same organisation (71 %). The second most popular application 
is on-call (preliminary) emergency readings from home (44 %). A relatively small 
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portion (10 %) of the total number of participants is outsourcing images externally 
(transmission of images outside the organisation) to obtain second/expert 
opinions and to cover readings beyond office-time. In this subgroup of external 
outsourcing, a small number of studies are sent to commercial providers (15 %), 
one fifth of which is even located in a different country (not defined in which 
continent). Similar findings were reported in the results of a Swiss teleradiology 
survey organised in 2004 [16]. In the Swiss survey the participants were requested 
to predict the future purposes for teleradiology. The Swiss radiologists rated 
the most important purposes for future teleradiology would be the (intra-
organisational) distribution of imaging studies and the emergency readings 
followed by expert consultations and education. Whereas in Europe most of the 
teleradiology activity is in-house, in the United States more than half of radiology 
practices are outsourcing their night and/or weekend coverage to teleradiology 
companies. This means that the real boost of teleradiology has not yet taken place 
in Europe [17, 18].

In Europe the deployment of teleradiology activities is closely associated to the 
distribution of PACS systems: PACS can be considered as the basis of teleradiology 
[2, 16]. Unfortunately there is still an uneven distribution of PACS throughout 
Europe, which leads to significant differences between countries regarding 
the usage of teleradiology. According to the e-Health Benchmarking III report 
of the European Commission, PACS availability is highest in Northern Europe, 
particularly in the Nordic countries and Baltic States (almost 100 %), closely 
followed by countries such as the Netherlands (97 %), Belgium (96 %) and the UK 
(95 %). High availability rates can also be found in Austria, Portugal and Spain. In 
France and Greece however, only a quarter of the hospitals have a PACS on site. 
On the average approximately three-quarters of all hospitals have stand-alone 
PACS, but in the UK and Nordic countries, PACS is part of regional or national 
networks in most cases [4]. The availability of regional and national networks 
greatly facilitates the usage of teleradiology allowing a more efficient working 
process. These networks can be used for simple linear distribution of image 
data as well as for more sophisticated dynamic sharing of workflow, both within 
the organisation and across organisations (between other networked hospitals 
in the region and even across country borders). So-called “many-to-many” 
connections can be established, in which the connected centres can interact with 
each other through a common platform. Several online “market-place” models 
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have been developed, using this many-to-many type of platform, both in the EU 
and in the US. Some of the newer platforms even allow online procurement and 
contracting between different parties linked to the network [3, 19-22]. In Canada 
a collaborative network platform is being deployed using a platform allowing 
dynamic context-aware workflow management and quality assessment [23]. 
One of the main advantages of these many-to-many platforms is the possibility 
to setup online multidisciplinary meetings between the networked institutions, 
which is facilitating the communication of results with the referring clinicians, 
and offers a possibility to add value to the radiological report [21]. The validity of 
these advanced teleradiology platforms and tools still needs to be established on 
a larger scale.

The advantages of using teleradiology are apparent to most participants of the 
survey; the majority perceive teleradiology’s main advantage as being a tool to 
enhance collaboration between peers. The ability to electronically distribute 
imaging studies in order to organise the radiologists’ work more efficiently is 
also highly appreciated. The scarce availability of radiologists and subspecialty 
radiology knowledge (mainly in smaller hospitals) in some countries is the main 
reason for outsourcing images to external parties. This is also believed to be one 
of the main reasons for the consolidation of teleradiology as a health service, with 
a distinct potential for increased importance in the future. Other advantages for 
using teleradiology include improved patient outcomes based on timely access to 
skilled services, increased efficiency and productivity of radiology team members, 
reduced costs and improved access to care in rural and underserved areas. 
Teleradiology can also be used to supplement coverage on evenings and weekends 
and to fill in for unexpected absences [24]. The demand for teleradiology services is 
currently the greatest in the UK and Germany, corresponding well with the relative 
shortage of radiologists in those countries (Figure 1). This is presumably one of the 
principal reasons for the extensive usage of teleradiology services in both these 
countries. In the UK both national and international providers are able to provide 
teleradiology services [7]. In Germany these services are still limited to nights, 
weekends, and vacations, although the German regulations allow an expansion 
under certain circumstances [25]. However, Germany prohibits interpretation of 
images outside of the country [26]. In 2010 the market size of teleradiology was 
estimated at 184 million USD with more than half of the revenues coming from 
the UK and Germany [27]. 
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The growing cost of healthcare throughout Europe has put e-Health high on the 
political agenda: the “Europe 2020 vision” is opening the way for e-Health services 
as e-Health is believed to have the potential to reduce public expenditure on 
healthcare [28]. Since teleradiology may also contribute to a more cost-effective 
health care system, it is likely to become an integral part of healthcare delivery 
across Europe [16, 25]. Our survey captured some fears relating to the pricing issue 
which might become a predominant decision factor causing insurance companies 
and hospital directors to outsource images in order to make advantage of price 
and wage fluctuations nationally and internationally (in lower-wage countries). 
This fear is also reflected in the survey results, showing a majority of respondents 
consider teleradiology outsourcing as a potential threat for the radiologists’ 
businesses and incomes (Table 7). It is also feared that this situation, in which 
radiology is reduced to a tradable “commodity”, might lead to an additional risk 
of reduced quality of radiological services and patient care: in our survey almost 
half of all participants perceive this to be closely associated with a reduced quality 
of patient care. [29].

	 Figure 1 | The numbers in this table represent the number of inhabitants per 
radiologist for each corresponding EU member state (figures include residents in 
training). (“Teleradiology - An Integral Part of e-Health Agenda in Europe”, Som 
Sainathan Kamalasekar, Frost & Sullivan, July 2011)
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Many perceive that teleradiology outsourcing is associated with potential poor-
quality reporting and with insufficient quality assurance [8, 17]. Several reasons 
contributing to this vision are mentioned in the literature, among them the 
statement that radiologists conducting teleradiology services have little or no 
contact with referring physicians and thus have little or no access to other relevant 
patient-related information [17]. It has been stated that PACS and teleradiology 
have diminished the immediate contact between radiologists and patients, by 
creating the alleged “invisible radiologist” [21, 30]. Results from this survey concur 
with these statements (Table 6). Insufficient access to relevant clinical information 
and/or priors (previous imaging studies) is considered to be the most important 
disadvantage of teleradiology outsourcing, followed by the lack of communication 
with the tele-radiologist (so-called clinico-radiological communication). More 
than half of the participants fear a lower quality of reports, in addition to the 
significant potential danger that lies in the inability to communicate urgent 
findings in a timely manner (Table 7). 

Obviously, in order to guarantee quality of care, all basic components that 
need to be addressed in an inter-organisational setting (i.e. quality and trust, 
interoperability, identification, security, legal issues) also apply for cross-border 
teleradiology services. Semantic interoperability (problems related to differences 
in language) is certainly one of the factors limiting the implementation of 
cross-border services. Structured reporting is often mentioned as one of the 
possible solutions to overcome linguistic problems [3, 31]. There is a need for 
reinforcement at a European level to provide uniform regulations for registration, 
accreditation and revalidation. In addition some legal issues, mainly regarding 
liability, and issues related to patient privacy and patient safety, as yet remain 
unsolved [21]. This legal uncertainty is undoubtedly one of the main reasons for 
the rather modest implementation of telemedicine and teleradiology solutions 
in Europe. For example it should be clear for patients if the radiologist providing 
the services is properly licensed and accredited, and also in which country the 
liability of the radiologist is to be addressed (country where patient is examined or 
country of residence of the radiologist). Another example is the fact that in some 
EU countries teleradiology is not defined as a medical act leading to the possibility 
that some providers would offer diagnostic readings performed by non-medically 
trained individuals [21]. There is also a demand for further harmonisation of 
legislation regarding the processing of health data in cross-border healthcare 
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services: a European directive is required to further guarantee the safety of 
patients. The ESR has published several documents in which they have expressed 
their vision and concerns about teleradiology and have also provided guidelines 
and recommendations for the development and use of teleradiology services 
within the EU [1, 32-34]. 

From this survey it also becomes clear that European radiologists are supporting 
the development of a European quality assurance system. In the ESR White Paper 
about Teleradiology (2006) it is stipulated that clinical auditing of teleradiology 
service is essential [1]. However additional efforts should be made in order to 
implement an international quality framework, safeguarding the delivery of 
high quality teleradiology services on a pan-European level. The ESR has already 
recognised the need for creating standardised European training curricula, 
emphasizing that it is essential that (international) teleradiology services should 
primarily be developed in the best interest of patient care and not as a cost-cutting 
measure which may jeopardise patient safety and the standards of health care. A 
new European Commission staff working paper offering clarifications regarding 
these issues is expected to be published in December 2012 (J. Schillebeeckx, 
personal communication, October 2012). 

From a technical point of view the survey confirms that DICOM is the most widely 
used format for transmission of teleradiology data. This correlates with the findings 
of the Swiss teleradiology study [16]. The various teleradiology applications that 
are used within Europe have many different technical characteristics. In Germany 
a large teleradiology network has been created based upon DICOM e-mail as 
the accepted standard [15, 35]. Other more recently developed teleradiology 
platforms are conceived as web-based management systems. Their development 
is focused on transferring images from PACS to PACS and they are relatively simple 
to implement [16]. However there is still a considerable amount of hesitancy 
in implementing teleradiology in daily practice throughout the radiology and 
healthcare community for technical or IT-related reasons, as also appears from 
this survey (more than 20 %) [21].

Finally, a number of financial issues related to teleradiology are mentioned 
in the survey, such as the need to create a specific reimbursement system for 
teleradiology services, both for patients and for radiologists. The member states 
of the EU have responsibility for organizing, providing and funding healthcare 
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(so-called subsidiarity principle). The existing differences between the health 
care systems in the European countries are a major factor inhibiting a more rapid 
deployment of cross-border teleradiology services and are also responsible for 
the current differences in usage of teleradiology services [21]. In order to promote 
nationwide collaboration between radiologists, it would be desirable to make 
use of a uniform platform facilitating automated invoicing between all involved 
parties, as also reflected in the Swiss survey [16]. The financing of second opinions 
among peers (in a business-to-business concept) is still not regulated in most 
countries. In some countries where specific reimbursement of these services is 
lacking, a financial agreement needs to be made between the parties involved, 
the so-called “feeder” (radiologist requesting a second opinion) and “reader” (the 
radiologist providing one) [6]. Currently, in most situations the “readers” are more 
or less obliged to deliver these additional services on a voluntary basis. On the 
other hand, the “feeders” may show a “reluctance” to (structurally) outsource 
images to an “expert” charging for his/her reading services, without certainty of 
additional coverage from the patient’s insurance company. According to the Swiss 
survey, the majority of radiologists claimed that insurance companies should pay 
for the cost of teleradiology [16]. An emerging model is based upon the usage 
of a commercial teleradiology network offering a win-win model in which both 
“feeders” and “readers” receive part of the remuneration that is generated for 
each study. In conclusion it would be highly desirable if a viable financial model 
could be put in place supporting the remuneration of expert opinion services 
among peers. It is highly likely that this would be an incentive to intensify 
collaboration between peers, improving the overall quality of radiology services 
in the context of an increasing need for subspecialty advise, as is also reflected in 
our survey.

Future

European radiologists have an overwhelmingly positive opinion regarding the 
future of teleradiology, while also expressing a need for further standardisation 
(in training and quality assessment), providing both legal regulations and an 
adequate reimbursement system. In our opinion the latter is rather unlikely to 
occur on a pan-European scale, since the organisation of healthcare remains the 
sovereign responsibility of the EU-member states (subsidiarity principle). Both the 
shortage in radiologists in several member states and the growing need for sub-
specialisation are the principal reasons for the continued usage of teleradiology. 
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The ability to discuss cases with experts or to obtain second/expert opinions is 
one of the most attractive features of teleradiology. According to our findings we 
foresee an interesting future in which collaborative networks will be increasingly 
used for diagnostic purposes, workflow management, quality assurance and even 
training purposes. In the long-term the presence of teleradiology networks will 
fundamentally change radiology. Smaller radiology units will concentrate on daily 
business and fast reporting. Larger units also providing academic teaching can 
use these networks to offer specialized reading services [25]. We predict that due 
to the “online” presence of knowledge and expertise a self-organisation of these 
networks might result in new types of “virtual” radiology groups (expert groups) 
or in very large radiology groups providing services for a number of hospitals. This 
phenomenon of so-called consolidation is already taking place in the USA [38]. 

Limitations of the Survey

Regarding the demographics of the participants, it is surprising that, in the 
absence of a selection bias, we did not obtain a well-balanced demographic 
set. The largest group of participants came from Austria and Belgium, together 
representing 44 % of the total number of respondents. One explanation is to take 
into account some predetermined bias inherent to the response and collaboration 
of the representatives of the national radiological societies whom we contacted, 
since they were responsible for promoting participation to this survey among 
their members. An additional bias is possibly caused by the lack of recent updates 
of the contact list of ESR-affiliated radiological societies [10], used for contacting 
the national society representatives. A third bias is likely to be caused by the 
disparity of PACS distribution in Europe and by the existing differences between 
health care systems, creating a situation in which the usage of teleradiology is 
“encouraged” in one country and “discouraged” in another. It is not unlikely that 
these differences have influenced the participation degree of some countries. 
Additional large-scale studies including a more geographically diverse sample 
should be performed to further analyse this. 

In addition the survey has not included questions about the international IHE-
standards and profiles to support sharing of medical examinations, such as XDS-I 
(Cross-Enterprise Document Sharing for Imaging). Further implementation of 
standards will facilitate the sharing and integration of patient related information 
and images between different hospitals. In future studies and surveys analysis the 
usage of these new developments should be included.
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We conclude that the wide adoption of PACS has paved the way for teleradiology 
in Europe. The ease of transmitting radiology images has led to the adoption of 
teleradiology as a viable and sustainable form of telemedicine in several European 
countries. Despite these developments, which mainly occur in countries with a 
high concentration of networked PACS, the growth in usage of teleradiology 
outsourcing in Europe in general is at a much slower pace in comparison to the 
United States. Currently the legal complexity regarding delivery of cross-border 
services on a European level is an important factor contributing to this delay; 
more clarity is expected in the near future. Several issues related to processing 
of health data, language (semantic interoperability), reimbursement and 
standardisation of training remain to be solved. For a European collaborative 
teleradiology model to succeed the most crucial challenges are: implementation 
of a solid quality assurance system, seamless integration with electronic patient 
records, solutions to assure the quality and increase the value of radiology reports 
and solutions to improve communication with (locally) referring clinicians. It 
needs to be emphasized that acceptance and approval of teleradiology is not only 
required from the radiology community but also from referring physicians and 
their patients who are ultimately the consumers of the radiology community’s 
productivity [36]. The most crucial question that needs to be asked is: “what will 
the patient think about this”?
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Chapter 5.3 

ESR White Paper on 
teleradiology: an update from 
the Teleradiology subgroup 

This paper is a project of the European Society of Radiology’s eHealth 
and Informatics subcommittee, which comes under the Quality, Safety 
and Standards Committee. With the purpose of preparing this paper, the 
Teleradiology subgroup was founded, which was chaired by the author 
of this thesis. The chairman’s function was to design the concept of the 
paper, to write part of the paper, to collect and edit the contributions of 
the co-authors and to complete the submission procedure for publication. 
For all White Papers a strict ESR policy is followed. These papers have to 
be approved by the Executive Council before publication. In addition, they 
are all published under the authorship of the ESR, mainly with the aim of 
increasing their impact factor.
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Main messages

• Teleradiology describes the provision of radiology services remote 
from the site where the images are obtained.

• Teleradiology should form part of and be integrated with the 
wide spectrum of radiology services, and not a separate tradable 
commodity.

• The quality of radiological reports and services delivered by 
teleradiology should not be less than those of local radiologists.

• International quality standards for teleradiology need to be 
established

• Patients need to be fully informed when teleradiology is used.

Abstract
Background 
Teleradiology services are increasingly integrated into the workflow of 
radiological departments in EU-member states. 

Methods
The current technological possibilities and European political agenda are 
both opening the way for cross-border telemedicine services including 
teleradiology. 

Results
This is bringing new opportunities for both users and providers of 
teleradiology services, which has led to the idea of producing an updated 
version of earlier ESR statements and communications on teleradiology. 
For this purpose the e-Health and Informatics subcommittee established a 
Teleradiology subgroup. 

Conclusion
This White Paper proposes comprehensive best-practice guidelines for 
teleradiology usage, focussing on services within the European Union, as 
prepared by the members of the ESR Teleradiology subgroup. 
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Introduction 
This White Paper is intended as an update of the document “Teleradiology in 
the European Union-White Paper”, issued by the European Society of Radiology 
(ESR) in 2006 [1]. The process of digitisation is progressing quickly within health 
care and the European political agenda is firmly embracing this digital revolution 
[2]. Telemedicine and e-Health services are being promoted on a pan-European 
level, causing major changes in European legislation. These evolutions impelled 
the e-Health and Informatics subcommittee of the ESR to create a Teleradiology 
subgroup tasked with writing a teleradiology White Paper. A table of contents 
was first developed to help guide this effort; consecutively leading authors 
were assigned for each chapter. Teleradiology subgroup members were able to 
share and discuss their individual contributions using Google Drive (http:// drive. 
google. com). Editing of the individual contributions of the Teleradiology subgroup 
members finally resulted into this more concise version.

Teleradiology can be of great value, specifically in areas deprived of highly 
specialised medical care and diagnostic services, but it also has a number of 
inherent limitations. Its limitations and role need to be set into the context of 
radiologists’ wider responsibilities. These include the need to oversee the 
delivery of high-quality and efficient local imaging, the justification, development 
and optimisation of imaging protocols to protect patients from unnecessary 
investigations or inappropriate and unjustified radiation exposure. Direct 
discussion of cases individually with clinical colleagues and contribution to 
multidisciplinary meetings are important aspects of radiologists’ work, which 
have increased significantly in recent years. These meetings are often the most 
effective way to develop an understanding of the relevance of imaging findings 
to patient management, leading to continuous improvement in the quality and 
clinical usefulness of reports. Face-to-face teaching of trainees and junior doctors 
is also important, as is the vital provision of interventional radiology, particularly 
for emergency cases. In the commissioning of teleradiology services, the need to 
maintain a ‘critical mass’ of radiologists who can provide these services locally 
must be addressed and should not be compromised. 
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Definitions
Teleradiology is the exchange of radiological images and patient-related 
data between geographically different locations for purposes of primary 
interpretation, expert consultation and/or clinical review by digital transmission. 
This process also involves the digital sharing of patient-identifiable information, 
within and among different organisations and, in some situations, across national 
boundaries. Typically the interpreting teleradiologist works from a location other 
than that where the patient is being examined. A teleradiologist can be defined as 
the physician providing the reading services, and a teleradiology company is the 
entity contracting one or more teleradiologists and engaging in the management 
of workflow and image distribution [3]. The site where the images have been 
acquired is referred to as the transmitting site, and the site at which a reading is 
provided is the receiving site.

Teleradiology services can be divided into intra-mural teleradiology (intra-
organisational, in-sourced) and extra-mural teleradiology (extra-organisational, 
out-sourced). The distinction between both types of services is hereby based 
upon the organisation-patient and doctor-organisational relationship. If the 
teleradiologist is employed by or working for the organisation that has a direct 
relationship with the patient, services delivered are considered as intra-mural, 
even if readings are performed from a different location or country. All medical 
and imaging activities fall under the same governance and leadership, and the 
teleradiologists are subject to the same policies and procedures as radiologists 
working on site. In this model the teleradiologist should have full access to the EPR 
(Electronic Patient Record) as if he/she were working in the radiology department 
of that same institution. Extra-mural teleradiology is taking place when the 
interpreting teleradiologist is working for a teleradiology company, usually not 
affiliated to the hospital or institution that is providing care for the patient. 
Access to the EPR might not automatically be available in this model. For imaging 
studies being transmitted cross-border (EU, world), the terminology international 
teleradiology or cross-border teleradiology seems appropriate. Distinction should 
be made between international teleradiology within vs. outside EU-borders since 
for the latter no specific regulatory framework is available.
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On the service level a distinction can be made between different types of 
teleradiology depending on the goals of the services provided. We propose the 
following categorisation:

Preliminary reads

Radiological image interpretation usually performed in on-call emergency 
situations where there is no local radiologist available. The on-site radiologist 
composes the final authenticated report, usually the next day during daytime 
office hours.

Primary reads

Image interpretation is performed with the purpose of making a radiological 
diagnosis, in both emergency and non-emergency situations. A final radiological 
report is delivered by the teleradiologist and not by the radiologist on-site.

Second opinion and expert opinion

Image interpretation should be requested by the local radiologist or clinician 
(peer-to-peer consultation) when there is doubt about a specific diagnosis. This 
usually occurs when specific in-house knowledge about a radiological subspecialty 
is insufficient or unavailable. When a radiologist with a specific expertise is 
consulted this should be called an expert opinion. When a clinician asks a (local) 
radiologist for a full report of a particular examination performed elsewhere, this 
should be called a second opinion.

Prior ESR statements and comments on teleradiology

Several ESR documents have already addressed the topic of teleradiology. A first 
position paper was released in 2004 by the European Association of Radiology 
(EAR) in conjunction with the Radiological Section of the Union of European 
Medical Specialists (UEMS), re-issued as the ESR position paper on teleradiology 
in 2006 [4]. In this paper potentially problematic teleradiology-related issues were 
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highlighted in the field of communication, access to priors, quality control and 
legal ambiguities. Guidelines were provided for teleradiology usage, stressing that 
it should only be used for the benefit of the patient and not diminish the quality 
of services.

In November 2006 the ESR-UEMS White Paper “Teleradiology in the European 
Union” was published [1]. The principal reasons for the publication of this 
document were the recent teleradiology developments in Europe, the advertising 
of teleradiology services from the Far East and a report issued by the American 
College of Radiologists (ACR) Task Force on Teleradiology Practice, in which 
legitimate questions were posed concerning the use of cross-border teleradiology 
with regard to the quality of patient care [5]. Some of the original key ESR/UEMS 
recommendations were re-emphasised stating that:
• Clinical teleradiology is an integrated medical service.
• The “source radiologist” (on site radiologist) has to be involved in the decision-

making process of “outsourcing”.
• A quality of standard regarding teleradiology equipment is required.
• A quality control system, such as clinical auditing, is needed.
• A more uniform EU legislation is needed safeguarding the patients’ rights.

In 2009 the ESR published its Response to the EC communication on telemedicine 
COM(2008)689, in which the ESR recognises the usage of teleradiology as a reality 
that is likely to expand, but for which legal and medical concerns still exist [6–8]. 
According to the ESR, politicians should make a distinction between telemonitoring 
and teleradiology, the first being a simple health care service and the latter 
being a well-established expansion of an already existing medical practice, i.e. 
radiology, requiring a radiologist. Furthermore the ESR stresses the importance of 
developing an EU-wide legal framework, of fully integrating teleradiology services 
in clinical practise and of making broadband ICT infrastructures available for safe 
distribution of patient data.

In May 2011 an ESR response to public consultation on the e-Health Action Plan 
(eHAP) 2012-2020 was released, in which the ESR repeated that “Teleradiology 
should be explicitly defined as a medical act in order to ensure quality of care 
and patient safety…” and that “…the same level of guarantee, in terms of quality 
and safety, must be applied to these services as compared to standard medical 
acts” [7].
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In summary, the ESR wants a future EU legislation to provide the following:
• Definition of teleradiology as a medical act in its own right.
• Establishment of EU-wide accreditation criteria for teleradiology providers.
• Emphasis on the importance of delivery of high-quality health care.
• Application of international quality standards including monitoring of service 

providers.
• Regulation of teleradiology as a responsibility of the member state where the 

patient undergoes the imaging procedure.
• Full information of patients and informed consent about usage of teleradiology.

European legislation is complex; for this reason a comprehensive analysis of 
the different legal aspects was released in December 2012 in the Telemedicine 
Commission Staff Working Paper on the applicability of the existing EU legal 
framework to telemedicine services [9]. Based upon this publication, the ESR has 
recently published the “ESR statement on the legal aspects of Telemedicine” [10].

Teleradiology in Europe: current status

Recent developments in telemedicine and e-Health services are causing a major 
shift in the traditional methods of providing medical care. The growing cost of 
health care has put e-Health high on the political agenda: the “Europe 2020 
vision” is opening the way for e-Health services since they are believed to have 
the potential to both reduce costs and improve the quality of health care. Due 
to the predominant digital character of medical imaging, radiology is on the 
forefront in this new e-Health scene. For radiologists, telemedicine is equivalent 
to teleradiology.

It has become commonplace to exchange large data sets with radiological images 
and related patient information between display stations both within and outside 
imaging facilities and hospitals using the Internet and other high-speed data links. 
In several European countries, networks have been established between hospitals 
within or between regions to facilitate this type of information exchange. Several 
commercial teleradiology service providers are active in the European market, 
some of them on a cross-border basis. This evolution is gradually changing the 
European radiology scene, creating more competition on an international scale 
[11]. Compared to the US, the usage of commercial teleradiology services in the 



142

Impact of information technology on radiology services
 E

SR
 W

hi
te

 P
ap

er
 o

n 
te

le
ra

di
ol

og
y:

 a
n 

up
da

te
 fr

om
 th

e 
Te

le
ra

di
ol

og
y 

su
bg

ro
up

European Union has remained relatively limited. Some member states however 
are being confronted with a shortage of radiologists and several market analysts 
are expecting a growing demand for non-invasive diagnostic imaging with an 
increasing demand for highly specialised radiological expertise. Therefore it is 
expected that usage of teleradiology will increase in the coming years. One of the 
causes for the relatively slow deployment of commercial teleradiology in Europe 
is most likely the fear that reliance on teleradiology companies might drive down 
reimbursements for radiology through price competition. Proof of such a fear 
is the publication in 2011 of a Teleradiology Charter by the French radiologists, 
as a reaction to commercial telemedicine companies undercutting the national 
tariffs [12]. Another reason might be the fear that further commoditisation 
will automatically result in a reduced quality of health care and thus threaten 
radiology as a medical specialty. It is therefore essential to define standards of 
good practice in order to maintain high-quality diagnostic imaging services [11]. 
Implementation of such standards will help decision makers to find a good balance 
between quality and pricing of teleradiology services [3, 11]. 

EU legal framework

Besides the ESR Standards, other standards have been established (IRQN, ACR), 
none of which are supported by a legal requirement for implementation [13].

Following the so-called “subsidiarity principle”, teleradiology is the responsibility 
of national governments when undertaken within the borders of an individual 
country and is subject to the legal constraints within that country [14]. Most 
Member States (MSs) do not have legal instruments dealing specifically with 
teleradiology and only a few have regulations or guidelines. In Germany a legal 
standard for teleradiology was created (Röntgenverordnung, RöV), and the 
German Radiology Standards Committee NAR published a DIN-standard for 
quality assurance in teleradiology. European legal involvement is only relevant 
when cross border teleradiology is utilised, which increases the complexity of 
the delivery of the service. In fact, the EU citizens’ Report 2010 revealed that 
fragmented legal rules on essential aspects of health care across MSs, hamper 
patients’ rights to receive health care in other MSs and caused concern for health 
care professionals [15]. In May 2013 the “ESR statement on the legal aspects of 
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Telemedicine” was released [10]. We will assess the most essential parts of this 
statement; the full text can be downloaded from the myESR website.

Licensing and registration

The European directive requires that teleradiology is provided in accordance 
with the legislation of the teleradiologist’s Member State (MS) of establishment 
and not with the legislation of the MS where the citizen (patient) underwent the 
imaging. As a result, the teleradiologist has responsibility to the professional 
registration authorities of the MS where he/she performs the interpretation and 
is not required to register with the patient’s MS authorities.

Teleradiology as a medical act

Telemedicine is not a new medical act, and it is not intended to replace 
traditional methods of care delivery, such as face-to-face consultations. Rather, 
it represents an innovative way of providing health care services, which can 
complement and potentially increase the quality and efficiency of traditional 
health care delivery. All MSs that do not make teleradiology a medical act 
should be pressured to do so.

Patients’ rights

Patients have the possibility to receive treatment (i.e. radiological interpretation 
and diagnosis in teleradiology) in another MS and can be reimbursed under certain 
conditions. They are entitled to receive a report, which the teleradiology service 
should send directly to both the patient and the referring doctor. This report 
should include the details of the investigation and the name of the individual who 
interpreted and reported on the examination. Upon request relevant information 
on the standards and guidelines on quality and safety in the MS of the teleradiology 
company (MS of treatment) should be made available from the national contact 
point of that MS. The MS of treatment must ensure that teleradiology providers 
provide relevant information, including the availability, quality and safety of the 
service that is used, and that they also provide the interpretation and clinical 
advice in teleradiology (health care) as well as information on their authorisation 
or registration status. It is clear that if a patient suffers harm he/she may take legal 
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action in his or her own MS of domicile. Systems of professional liability insurance 
or a guarantee of similar arrangement need to be in place.

Informed Consent 

It is the view of the ESR that informed consent can only be obtained if the patient 
is informed at the site of imaging that their images may be interpreted through 
a teleradiology service. In addition, the patient should be informed of all the 
above provisions, including the reporting radiologist’s qualifications, prior to their 
agreement to accept the service.

Liability 

The legislation of the Member State in which the teleradiological provider is 
established should apply as a rule to the provision of cross-border teleradiology 
services to patients. Where a contract exists, either between professionals in 
one country and the teleradiologists in another MS or between imaging centres 
or hospitals and the teleradiology service in another MS, the general rule is the 
applicable law to the contract will be the one expressly chosen by the parties. In 
the absence of choice of applicable law in the contract, the contract of provision 
of services shall be governed by the law of the MS where the service provider has 
his legal residence.

European Diploma

The ESR recommends teleradiologists to take the European Diploma in Radiology 
(EDiR, http:// myebr. org) organised by the European Board of Radiology. It 
provides an objective test of knowledge and skills for radiologists at the end of 
training as laid out in the European Training Curriculum for Radiology [16]. In the 
context of increased professional mobility and increased use of teleradiology, the 
EDiR will ensure harmonised knowledge, skills and competences and be a valuable 
proof of knowledge for the teleradiologist towards authorities, contractors and 
patients, in particular given the current legal uncertainties in Europe regarding the 
registration and accreditation requirements.
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Technology-related issues 

Once digital radiology images are acquired they are stored in local servers within 
an organisational or enterprise PACS (Picture Archiving and Communication 
System). More recently, there has been use of off-site archiving of images, often 
referred to as “cloud”-based storage and Vendor Neutral Archiving (VNA). Secure 
storage of images and data remains the responsibility of the organisation and is 
subject to the legislation of each EU member state. Technical implementations 
for teleradiology applications must provide robust solutions reliably protecting 
patient data and offering sufficient network bandwidth to work efficiently and 
meet contractual agreements. For teleradiology purposes there are additional 
requirements regarding workflow support and availability of relevant medical 
information. Ideally the teleradiologist should have access to 
a. Radiological images without loss in quality during transmission or display
b. Clinical referral information: referring letter or request card
c. All relevant prior images
d. Access to clinical information such as blood results, pathology reports and 

clinical correspondence

Several technical solutions are available, all of which have their advantages and 
disadvantages. An overview of the most common teleradiology settings is given 
below, including some recommendations regarding the teleradiology working 
environment. 

Common methods of secure transmission 

Virtual Private Network (VPN)

Teleradiologists may access the RIS-PACS System of the transmitting site via a 
VPN, which ensures secure transmission of data outside the institution-secured 
network and protection of patient privacy from unpermitted external access. 
This type of teleradiology is often used for on-call situations, allowing radiologists 
to interpret the images from home. The main advantage is that there is no risk 
of patient data duplication in multiple IT Systems within the network, and the 
radiologist has access to relevant patient-related information. The organisation 
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must comply with legal requirements of patient confidentiality, related to 
commercial teleradiologists having access to entire enterprise PACS-RIS databases, 
if they are not employed by the organisation.

Data push technology

Several techniques exist for pushing data (images and relevant information) 
between the host RIS-PACS systems at the transmitting site and the receiving 
teleradiology system. When using Direct DICOM Push the images are directly 
pushed from the PACS of the transmitting site to the receiving site’s PACS. Referral 
letter or electronic order & scheduling information may be pushed from the 
transmitting site’s RIS to the receiving site’s RIS using HL7 order messaging (ORM). 
Once a report has been generated it can be pushed to the transmitter’s RIS and 
PACS via HL7-ORU messaging. Direct DICOM push is dependent on a PACS system 
to be present at both the transmitting and receiving site, with possible inherently 
related problems such as data redundancy and limited patient data security on 
the receiving PACS’ site.

DICOM images can also be sent or pushed via other secure transport systems. 
DICOM e-mail and secure web services allow for DICOM images to be transported 
without the need for a PACS system being present. DICOM e-mail transmission is 
currently the standard system for teleradiology in Germany, which is accepted by 
the regulatory authorities [17].

Other transmission techniques

Setting up a DICOM push communication including HL7 connections can be 
very time consuming and cumbersome, mainly because of differences in the 
interpretation of the standard by vendors. Other transfer protocols such as XDS 
and XDR use minimal metadata and support different document formats for point-
to-point transport of images and reports. It is hoped that with adoption these IHE-
supported protocols will help easier exchange of documents and images between 
health care institutions.
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Teleradiology work environment and ergonomics
The teleradiology service provider is responsible for providing an appropriate 
working environment, including state-of-the-art computers, monitors and 
viewing software certified for diagnostic purposes. An excellent online reference 
document for practicing radiologists about technical standards is the ACR-IT 
Manual [18].

The quality of the images should be preserved by all means. There should be no 
loss of data in the transfer of images from the transmitting site to the receiving site. 
Monitor and graphics cards used by radiologists on their reporting workstations 
must have regular quality assessment and must be fit for the purpose of diagnostic 
display. In order to preserve maximum image quality specific attention should 
be given to room lighting. Adequate ambient light preventing glare and potential 
interference with the optimal image quality of diagnostic monitors should be 
used, preferably with an intensity approximating the monitor brightness. Ambient 
lighting conditions become even more important with 5-megapixel monitors, 
which are accepted as a standard for mammography readings and in general have 
a lower brightness [19]. Teleradiologists should ensure that they have control over 
the ambient light in the reporting room [20, 21]. LCD displays in a three-monitor 
configuration are most acceptable. The brightness of the monitor is as important 
as image resolution, and DICOM grey-scale calibration should be used to decrease 
the need to perform windowing/levelling [22].

One of the principal goals of ergonomics in teleradiology is the prevention of 
repetitive stress injuries, visual and even mental disturbances [3, 19–23]. It is 
therefore essential that adequate measures be taken to maximise comfort and 
safety for the teleradiologist [21]. Emphasis should be placed on training users 
to make the best use of equipment [22]. In teleradiology, specific attention 
should be paid to specific privacy and security protocols of the “digital” working 
environment [3, 23]. Teleradiologists should be provided with the time, facilities 
and environment so that reporting can be carried out under ideal conditions in 
the interests of both accuracy and efficiency. Frequent breaks are required to 
prevent fatigue, particularly when reporting complex examinations [23, 24]. 
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Communication in teleradiology

General principles

Effective two-way communication between the referring doctor and the 
interpreting teleradiologist is as essential in teleradiology as it is in an in-house 
setting. Reporting must be considered a dynamic process. If the referring clinician is 
unsure about the report or has doubts about the findings, this should be discussed 
with the teleradiologist who should have tools available to add an addendum 
based upon information from the clinical discussion. Moreover, all radiological 
opinions given verbally must be documented. Efficient communication with 
radiographers is necessary to guarantee the best applicable imaging strategy. 
Protocols regarding communication of urgent findings need to be established. 
Ideally, reports containing urgent information should also contain return receipts 
of asynchronous communications. Communication lines should be robust, easily 
accessible and the subject of a mutual contractual agreement.

Clinical information and priors

The availability of adequate clinical information and a clear clinical question in 
the request form is essential in any radiological setting. The teleradiologist must 
be able to consult the patient’s previous imaging history and associated reports 
before providing a report [24]. In addition, the teleradiologist must have access to 
the patient’s demographics (gender, age), name and contact information of the 
referring physician and an emergency number to be contacted out of office hours.

When confronted with an examination request, the teleradiologist should first 
evaluate whether the quality of the information provided (images, priors if required, 
and clinical information) is sufficient to adequately answer the clinical question. 
If the teleradiologist feels the quality of images and information is insufficient 
and if it is impossible to obtain additional information, this should be stated in 
the report [24]. Recommendations or advice on further management, including 
new investigations or referral to a different specialty, must be appropriate for 
the clinical setup in which the patient is being treated; the teleradiologist should 
therefore be familiar with local clinical practice [3]. 
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Language and structure of the report

In a cross-border setting the report must fulfil the local legal language requirements 
of the country of the patient. Experience has shown that even reports in English by 
non-native English speakers can be confusing because of non-standard wording. 
Ideally, the obligation only to hire the services of teleradiologists entitled to 
practice in the country of the referring clinician (or within the European Union, 
where applicable) should be completed by generic training and certification of 
the teleradiologist’s ability to deliver unequivocal reports in the language of the 
patient.

In the future, structured reporting may help to overcome the language problem 
in international teleradiology. Efforts made by scientific societies to develop 
structured reporting systems, e.g. the RSNA/ESR Structured Reporting Initiative, 
should therefore be encouraged.

Contracting and financing 

In this paragraph recommendations that can be used for contracting teleradiology 
services within the European Union are given. However, the organisation and 
delivery of health care are the responsibility of each individual EU Member State; 
therefore it is possible that national legislations require additional or specific 
demands regarding the usage of teleradiology services, including reimbursement 
and terms and conditions of contracts [25–27]. As stated previously, teleradiology 
is part of the medical specialty radiology and should not be considered as separate 
service, technology or specialty. Therefore the teleradiology provision contract 
should adhere to the same principles as for the provision of in-house radiology 
services. It should be transparent for the patient who is responsible for each 
particular step of the examination and diagnostic pathway [28].

In the vast majority of European national health insurance systems there is no 
specific reimbursement fee or tariff available for teleradiology services. Usually 
the cost price for teleradiology is based upon a mutual agreement between 
the transmitting site and the teleradiology service provider (receiving site, 
teleradiology company), and in most cases it is financed as part of the integral 
radiology budget. Several business models exist in teleradiology, varying from a 
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simple bilateral connection to a complex many-to-many type of connection using 
a teleradiology brokering service. In the contract the purpose of the service, 
responsibilities, liability and other relevant issues should be addressed [3, 27]. 
Teleradiology services should not be regarded as a tradable commodity but as a 
strategic part of the entire imaging process. The local radiologists should always 
be involved in the decision-making process of outsourcing with teleradiology. The 
financial and/or reimbursement issues should be discussed transparently with 
all parties involved, including radiologists, and the pricing should never be the 
principal basis upon which a decision to outsource is made. Therefore the contract 
with a teleradiology provider should also include clear and understandable 
incentives for the local radiologists and local medical staff [29].

From the clinical perspective the essential elements that should be addressed in 
the contract are the availability of the referral letter, access to prior images and 
EPR, imaging quality assessment and communication procedures. In the service 
level agreement (SLA), which is part of a service contract, the details of the service 
should be clearly defined. This includes but is not limited to topics such as the type 
of the report (preliminary report or emergency reading, second opinion, final 
report, usage of structured reporting), hours and times of teleradiology coverage, 
turnaround times (TATs), volumes and types or complexity of examination.

From the technical point of view the contract should address network security 
issues, for which local legislation concerning transmission of patient-sensitive 
data needs to be taken into account. Confidentiality and privacy issues are to be 
covered sufficiently. Licensing and accreditation of the teleradiologist need to be 
an integral part of the contract.

In summary it needs to be stressed that teleradiology outsourcing should only 
be used in case there is a clear need and benefit for the patient and that local 
radiology professionals have to participate actively in the decision process 
[3, 27, 29]. Equally the health care professionals have to make sure that they are 
working within the proper regulatory framework and meet all legal and regulatory 
requirements, independent from the level or type of teleradiology services. 
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ESR initiatives in teleradiology training
Given the rapid advances in the field of digitisation and related changes to 
radiology practice as well as potential legal implications, teleradiology and 
telemedicine should be considered as an integral part of residency training. The 
European Training Curriculum for Radiology (former European Training Charter 
for Clinical Radiology) of the ESR is designed to provide a valuable template for 
training radiologists and to enhance the quality of care for patients throughout 
Europe [16]. In response to the increased use and fast developments in the 
fields of telemedicine and e-Health, the revised curriculum includes knowledge 
and skills in teleradiology as part of the Level I Training Programme (years 1-3). 
Teleradiology is covered both within the topic of Imaging Informatics as well as 
in the area of Communication and Management in order to convey the principles 
of teleradiology and its potential role and legal implications. In addition the ESR 
envisages providing a training platform for teleradiology, e.g. by developing 
courses and workshops on good practices in teleradiology as well as European 
regulatory initiatives at the ESR Learning Centre in Barcelona (http:// www. 
esrlearningcentr e. com). The training platform will allow teleradiologists to 
keep abreast of IT developments, learn about European legislative and project 
initiatives as well as to share experiences.
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Abstract 

The ACR and European Society of Radiology white papers on teleradiology 
propose best practice guidelines for teleradiology, with each body 
focusing on its respective local situation, market, and legal regulations. 
The organizations have common viewpoints, the most important being 
patient primacy, maintenance of quality, and the “supplementary” 
position of teleradiology to local services. The major differences between 
the white papers are related mainly to the market situation, the use of 
teleradiology, teleradiologist credentialing and certification, the principles 
of “international” teleradiology, and the need to obtain “informed consent” 
from patients. The authors describe these similarities and differences by 
highlighting the background and context of teleradiology in Europe and 
the United States.

Key Words
Teleradiology, teleradiologic services, regulatory issues, legal issues, 
patient primacy, Europe, United States, White Paper

Chapter 5.4 

Comparison of European 
(ESR) and American (ACR) 
White Papers on teleradiology: 
patient primacy is paramount 
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Table 1 | Explanatory table

What is the ESR? The European Society of Radiology (ESR) is an apolitical 
non-profit organization dedicated to promoting and coordi-
nating radiology activities in all European countries.

What is the ECR? The European Congress of Radiology (ECR) is the yearly 
organized scientific congress of the ESR (Vienna)

What is the difference between a 
European Directive and Regulation?

A European Regulation is a legal act of the EU that becomes 
immediately enforceable as law in all member states simul-
taneously. They do not need to be transposed into national 
law, as is the case with Directives.

What is the Subsidiarity principle? Following this principle the EU only has jurisdiction if and 
insofar as the objectives of the proposed action cannot be 
sufficiently achieved by the Member States.

What does informed consent 
mean?

When cross-border teleradiology is being used, patients 
need to approve that their health data are being transferred 
to another country and that their images are being reported 
or consulted by individuals who have had no direct contact 
with them.

What is an interstate compact? An agreement between two or more states of the USA with 
consent of the Congress.

Note: EU = European Union
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Table 2 | Common viewpoints and main differences of teleradiology White Papers

Common viewpoints Main differences

Patient primacy is primary goal. Teleradiology concept: US mainly outsourcing, EU 
combination of insourcing and outsourcing.

Maintenance of quality and safety is essential. Teleradiology market, national politics regarding 
usage of teleradiology.

Teleradiology services need to be fully com-
pliant with local policies and procedures and 
should be used as a “supplement” to on-site 
services.

Focus on domestic teleradiology in US, in EU atten-
tion for cross-border / international teleradiology

Fear for further commoditization by outsourcing. Patients’ rights: informed consent principle in EU.

On-site (local) radiology services are prefera-
ble to outsourced radiology services.

Information and training of members: strengthen-
ing of position of local radiologists in US vs. homo-
geneous European quality training with EDiR.

Access to prior imaging studies and addition-
al patient information is important for high 
quality final interpretations.

Language: local language requirements in EU vs. no 
language issues in US.

Communication of critical findings: highly regulated 
in the US vs. simply a recommendation to have 
established protocols in EU.

Note: EDiR = European Diploma in Radiology; EU = European Union
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Introduction 

The European Society of Radiology (ESR) published its White Paper update [1] 
on teleradiology within Europe in January 2014, approximately 6 months 
after publication of the guidelines set forth in the ACR White Paper for the 
United States, published in August 2013 [2]. Both position papers propose best 
practice guidelines for teleradiology, with each body focusing on its respective 
local situation and market: the European Union (EU) and the United States, 
respectively. The rapid evolution of teleradiology business models in the United 
States, combined with the relative lack of a recent official ACR statement on 
acceptable teleradiology practices and quality standards, was the main incentive 
for publication of the American White Paper, written by the Task Force on 
Teleradiology Practice, which was established 1 year before publication of the 
paper. During the 2013 European Society of Radiology’s annual meeting European 
Congress of Radiology (ECR), the ESR’s e-Health and Informatics Subcommittee 
assembled the European Teleradiology subgroup, specifically to form a task force 
to write a European White Paper (see Table 1 for further explanation regarding 
the ESR and the ECR). The subgroup’s goal was to create an update of preceding 
ESR publications on teleradiology, with a particular focus on optimizing the full 
integration of teleradiologic services with local radiologic services and stressing 
the need to maintain quality. The goal of this article is to highlight the similarities 
and controversies of both organizations’ White Papers and to place them in the 
context of the political, economic, and legal evolutions that are taking place in 
Europe and the United States. Some differences between US and EU terminology 
are explained in Table 3. 

Table 3 | Differences in US and EU terminology

EU US

International Across borders of European countries, 
within or beyond the EU

Outside of US borders

Congress vs. meeting (Annual) Congress (Annual) meeting, convention

Domestic - Within US borders

EPR vs. EHR Electronic Patient Record Electronic Health Record

Establishment vs. residency Country of establishment Country of residency

Registration vs. Licensing Registration Licensing

(Re)validation vs. (Re)accreditation (Re)validation (Re)accreditation

State vs. Member State A Member State is a European country 
that is member of the European Union

State that is part of the United 
States of America
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Common viewpoints between the ESR and ACR 
teleradiology White Papers 

Both White Papers agree on many common important principles—that patients 
should come first (patient primacy), that attention to quality and safety is 
essential—as well as a number of issues relating to the financial and professional 
impact of teleradiology. A schematic overview of the common viewpoints of both 
White Papers is presented in the Table 2. Both White Papers stress patient primacy 
as the principal objective, meaning that patients and all teleradiology relationships 
should be patient centered. The ACR stresses that “secondary incentives, financial 
or other, should never supersede the patient primacy.” Similarly, the ESR paper 
opines that pricing should never be the principal basis on which decisions to 
outsource using teleradiology are made. Furthermore, both organizations state 
that teleradiological services, ideally, should be regarded as “supplemental” to 
on-site radiology practice, but if implemented, teleradiologists should meet the 
professional standards and quality and safety procedures of the “local” hospital or 
radiology practice, in addition to undergoing the usual medical staff credentialing 
and privileging process. Both organizations also favor the maintenance of high 
professional quality standards that are similar for both teleradiology providers 
and on-site radiologists. For the ESR, international quality standards should be 
established according to the appropriate legislation at both the European and 
national (member state) levels. The ESR states that the “implementation of such 
standards will help decision makers to find a good balance between quality 
and pricing of teleradiology” [1]. Some (private) teleradiology providers focus 
primarily on expedited report delivery, potentially reducing the importance of 
the radiologist as a fully engaged member of the consulting team. The delivery 
of such “limited” services is a major determinant of the further commoditization 
of radiology. Both the ACR and ESR express major concerns that the profession 
of radiology risks being commoditized, threatening the specialty of radiology 
as we know it. Thus, both the ESR and ACR White Papers promote the concept 
of full integration of teleradiology within local radiology services. The ESR 
White Paper refers to this by stating that “teleradiology should be part of and 
be integrated with the wide spectrum of local (radiology) services, and not a 
tradable commodity” [1-5].

The ACR is more explicit than the ESR in preferring onsite coverage but equally 
advocates that teleradiology, when used, should be supplemental to an on-site 
presence and integrated accordingly [5]. The ACR warns local providers that 
if they do not provide sufficient services, they are more susceptible to being 
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displaced by teleradiology providers, whose business model may be to remove 
local radiology groups and secure hospital radiology contracts for themselves. As 
such, the ACR states that groups “create opportunities for the competitors when 
they fail to satisfy the legitimate demands and expectations of their hospitals” 
[2]. Furthermore, the commoditization process of the past decade in the United 
States and the consequent price reductions for teleradiology services have applied 
downward pressure on reimbursements from third-party payers in general. 
Some local practices are therefore now beginning to minimize their outsourcing, 
with some consequent reductions in teleradiology market opportunities [6]. In 
some European countries, competitive pricing is also becoming more prevalent, 
secondary to an increase in the outsourcing business, although it is not as 
problematic, as yet, as in the United States [7]. The reasons for this difference are 
explained in more detail in the section “The Market.”

Another common viewpoint of both White Papers relates to the importance 
of relevant prior imaging and collateral patient information (electronic medical 
records). Both the ESR and ACR believe that seamless access to this information 
should be available to facilitate high-quality imaging interpretations. Otherwise, 
the ability to provide an actionable report is hindered, the ESR states. The ACR 
advocates that referring physicians and patients should be informed about the 
potential disparity between on-site and teleradiology interpretations when such 
information is not accessible and suggests that services under such circumstance 
should be limited to preliminary reports.

Differences between the ESR and ACR teleradiology 
White Papers 

Both White Papers address important differences in the practice of teleradiology 
between Europe and the United States, including the market for and utilization 
of teleradiology, teleradiologist credentialing and certification, the definition of 
“international,” and the need to obtain “informed consent” from patients. In 
Table 2, a schematic overview of these differences is presented.

Teleradiology Concept

The ACR White Paper focuses on teleradiology used for outsourcing purposes and 
discusses its consequential impact on local radiology practices, whereas the ESR 
document approaches teleradiology from a broader concept, in which images can 
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be transmitted either within a network belonging to a hospital group or geographic 
region or outsourced to private teleradiology providers. The focus of discussion 
in the ACR document is therefore not on teleradiology for interenterprise image 
sharing or insourcing purposes. In the United States, the concept of teleradiology 
is most frequently associated with off-hour preliminary readings (socalled 
nighthawk services), and more recently on daytime outsourcing, whereas in 
Europe, teleradiology involves a spectrum of services, including overflow and 
backlog reporting. When the daily workload is too heavy for the local radiology 
team, teleradiology can be used for “overflow” interpretation purposes. “Backlog 
reporting,” in contrast, is the use of teleradiology for residual work lists (mostly 
containing nonemergency routine radiologic examinations). In contrast with the 
United States, most teleradiology readings in Europe are final interpretations, 
even when performed off-hours.

The Market
According to a new market report, North America contained the largest 
teleradiology market in 2012, followed by the European region [8]. Europe has not 
witnessed the phenomenal growth of teleradiology that took place in the United 
States in the past decade. This difference may be changing, however, because of 
a shift from preliminary to final interpretations, as some hospitals are cutting the 
subsidies provided to radiology groups that outsourced off-hour work [9].

The United States 
Currently, approximately 70 % of US hospitals use teleradiology for off-hour 
emergency readings, delivering mainly preliminary reports [3, 10]. In the early 
2000s, the concept of nighthawk services was developed because of the existing 
accreditation standards of hospitals, requiring the availability of radiologists 
around the clock for emergency image readings. Although some radiologists 
managed to negotiate with their hospitals to pay any out-ofpocket expenses, 
many radiology groups were willing to trade cash for improved quality of life 
[6]. Teleradiology use was also considered an economic opportunity because it 
created a framework to read images in higher volumes at centralized locations. 
Easy access to subspecialty interpretations, additional reading capacity, shorter 
turnaround times, and improved lifestyle were other reasons for the rapid 
deployment of teleradiologic services [5, 11]. The growing market for outsourcing 
also encouraged an auctioning environment, with contracts being awarded to the 
lowest bidder [12].
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Currently, however, the teleradiology market is undergoing major changes. Data 
from the 2010 and 2011 Economics of Diagnostic Imaging National Symposia 
indicate that the total teleradiology market is shrinking, especially in the 
outsourced-call business [6]. According to research conducted for Radiology 
Business Journal’s first annual report on the 20 largest US teleradiology companies, 
there is an ongoing shift from preliminary to final interpretation [9]. Downward 
pressure on pricing and new regulatory changes, such as the Patient Protection 
and Affordable Care Act (“Obamacare”) and new CMS place-of-service regulations, 
are being mentioned as important factors influencing this trend [9]. It is still rather 
unclear how these measures and other factors will influence the future use of 
teleradiology, but hospitals, radiology private practices, independent diagnostic 
testing facilities, and other customer groups are now reassessing how they can 
make use of professional teleradiologic services [9, 13, 14]. Hospital executives are 
becoming reluctant to pay the subsidies that radiology practices have earned to 
cover preliminary night interpretations by teleradiology companies, which leaves 
them the options of bringing the off-hour interpretations in house or having the 
teleradiology groups do final interpretations. The market’s move to 100 % final 
interpretations currently remains limited, however, by some factors, such as 
the inability of many IT solutions to seamlessly integrate and to accommodate 
bidirectional information exchange. In addition the disappearance of high volumes 
of overreads in the morning could also result in overstaffing of many practices, 
which makes them hesitate to follow this trend [9].

Europe 
Compared with the United States, fewer European hospitals are outsourcing. A 
2012 survey demonstrated that 65 % of European hospitals are using teleradiology, 
but only 35 % of them use it for outsourcing purposes, the rest being used 
mainly for insourcing (71 %) [7]. In other words, most teleradiology is currently 
being performed internally among different locations of the same hospital or 
hospital group, not by private companies. In the same survey, a large majority of 
radiologists (80 %) were positive about the future potential of teleradiology. This 
rather positive perception is different from the US market trend described in the 
preceding section. The reasons for this are explained in the following discussion.

Growing Importance of Telemedicine 
Because teleradiology is a central component of telemedicine, it is very likely 
to become an integral part of health care delivery across Europe. The European 
Commission (EC) has promoted freedom of movement, products, and services 
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among EU member states, which is now creating cross-border movement of 
clinical services, patients, and medical doctors [15]. With the European Health 
Insurance Card, European citizens can obtain health care in any member state and 
claim reimbursement for the costs on the same terms as nationals of the country 
where the care is provided [16]. The Europe 2020 Vision, which is promoting 
health innovation and increased digital connectivity among all member states, 
also extensively supports the expansion of telemedicine services in its Digital 
Agenda for Europe [7, 17, 18]. The applicable cross-border European regulations for 
telemedicine also became more transparent regarding issues such as registration 
(licensing) and liability [19]. All these changes suggest that the European market 
may be approaching the US environment, where teleradiology already has greater 
market penetration. However, the situation is more complicated than it would 
seem at first glance. The application of new European directives and regulations 
is heavily affected by local politics and legislation (for an explanation of directives 
and regulations, see Table 1). Because of the so-called subsidiarity principle, it 
may be quite some time before European legislation is applied in some member 
states (see Table 1). Cross-border (international) collaboration remains a particular 
challenge because of the existence of different reimbursement systems and 
various local requirements regarding medical registration (licensing) within each 
member state. This situation is more or less comparable with the licensing and 
payer contracting obstacles witnessed among states in the United States. In 
previous documents, the ESR repeatedly announced that the society did not fully 
support the EU legislation on the cross-border provision of clinical services. In 
its 2009 response to the EC Commission on telemedicine, the ESR stated, “The 
regulation of telemedicine and teleradiology should be the responsibility of the 
member state where the patient undergoes the imaging procedure or telemedical 
referral” [20]. In a 2011 consultation response to the European Commission, 
the ESR stated, “It should be the responsibility of the member states to extend 
their national medical regulation to telemedicine and teleradiology (national 
registration, medical language skills, CPD [continuous professional development] 
achievements)” [21]. These statements inevitably give the impression that the 
ESR is supporting the subsidiarity principle because it encourages the individual 
member states to organize their own regulations for teleradiologic services 
according to local requirements. Therefore, implementation of those ESR 
statements counters the free implementation of the European Professional 
Qualifications Directive (2005/36/EC), which allows a teleradiologist to work in 
any member state without registration in the country where the examination 
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is performed [22]. This is further explained in the section “Cross-Border and 
International Teleradiology.”

Language

One of the larger barriers impeding the rapid deployment of cross-border 
teleradiologic services in the EU is the language barriers that naturally exist 
among member states [23]. The ESR addresses this topic in its White Paper by 
stating that the radiology report must fulfill the local legal language requirements 
and advocating for language training and certification of teleradiologists [1]. The 
teleradiologist should deliver unequivocal reports in the local language where 
the patient resides, which should also be part of the contractual agreement 
between the involved parties. In the future, the use of an international lexicon, 
standardization of terminology, structured reporting, and the use of translation 
software may help overcome the language barriers witnessed in international 
teleradiology in Europe.

Digital infrastructure

Currently the digital infrastructure across Europe is inhomogeneous [7]. In some 
member states, PACS are still relatively scarce, whereas in other countries, most 
hospitals have PACS. In the United Kingdom, the Nordic countries, and Germany, 
many of these PACS are now connected to regional or even national networks, 
and therefore teleradiology is prevalent in these countries for both insourcing and 
outsourcing purposes.

Differences Among European Countries

The incentives for the implementation of several types of teleradiology are still 
quite variable among EU member states. A 2012 survey showed that more than 
50 % of the teleradiology activity generated within the EU arises from the United 
Kingdom and Germany [7]. We describe the situation in both countries in more 
detail in order to explain the existing differences between the European and 
US teleradiology environments. The Nordic countries are also described briefly 
because teleradiology is used quite intensively in that region too.

For British radiologists, the workload is high compared with other EU benchmarks, 
and the country is currently struggling with a shortage of radiologists [7]. The 
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National Health Service (NHS), Britain’s single-payer, publicly funded health 
service, employs consultants (staff physicians) under fixed-salary contracts, which 
serves to promote outsourcing when the workload becomes too onerous. Most 
NHS Trusts (divisions within the NHS generally serving either geographic areas 
or specialized functions) therefore outsource some of their radiology reporting 
to private companies, a situation that is leading to further commoditization of 
radiology. British radiologists fear that this could lead to a “race to the bottom” 
on price, resulting in reduced job security [24]. At first sight, this UK “price battle” 
story might seem similar to the US pricing scenario, but the dynamic has heretofore 
been different because in the United States, the reasons for outsourcing are 
centered more on improvement of lifestyle by reduction of night and weekend 
coverage. One of the arguments used by the opponents against the use of 
teleradiology is that teleradiologists do not participate in value-added services 
such as multidisciplinary team meetings, which is an increasingly important 
aspect of the clinical service of radiologists. Such services require full access to the 
electronic health record and seamless exchange of patient information between 
hospitals and private companies, still a technical challenge for most teleradiology 
companies. Teleradiology in the United Kingdom has now extended to the 
cross-border provision of services. From a legal point of view, teleradiologists 
from other European member states are not required to be on the specialist 
register of the General Medical Council or to be licensed to practice in the United 
Kingdom (a requirement, naturally, for doctors physically practicing in the United 
Kingdom). The EU legislation on the recognition of professional qualifications 
(Directive 2005/36/EC) is applicable only to situations in which a service provider 
(medical specialist) physically moves to another member state, which requires 
local registration (licensing) [19]. The Royal College of Radiologists (RCR) recently 
published a teleradiology position statement in which it refers to transmission 
of images “across international boundaries where the reporting radiologist will 
fall outside the usual regulatory mechanisms that exist to safeguard UK patients 
and public” [25]. In this position statement, no distinction is made between 
crossborder teleradiology between member states and teleradiology beyond EU 
borders, and no referral is made to the existing European legal framework. The 
fact that the RCR states that it “does not agree with the European directive that 
requires teleradiology to be provided in accordance with the legislation of the 
teleradiologist’s Member State (country) of residence and not with the legislation 
of the member state where the patient underwent the imaging” underlines the 
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complexity and sensitivity of cross-border teleradiology in Europe. In practice, 
most EU radiologists engaged by British teleradiology providers remain registered 
with the General Medical Council, at the request of both their clients and the RCR.

German teleradiology practices, on the other hand, are actively facilitated 
because of the separation of ambulant and inpatient budgeting dynamics. 
Whereas inpatient services are covered mainly by the diagnosis-related group 
budget, hospitals have very limited access to reimbursement for ambulatory 
services. Therefore, the majority of smaller and midsized German hospitals are 
fully outsourcing radiologic services to private radiology groups that provide 
both ambulatory (outpatient) and inpatient services. This means that some of 
these hospitals have no hospital-based radiologists at all. Off-hour readings are 
still problematic, however, because private groups have, in general, avoided 
capturing this part of the market, a dynamic opposite to the scenario in the United 
States. The necessity to reduce the number of off-hour emergency readings by 
nonradiologists (ie, trauma and intensive care unit physicians) also gave impetus 
to the establishment of some regional networks providing radiologic services, 
mainly for trauma-related or emergency readings [26].

In the 3 Scandinavian countries, several hospitals are now outsourcing to 
private companies too. In Finland, a regional PACS has been established among 
21 hospitals and related primary health care centers, with the goal of ensuring 
seamless radiologic services in secondary and primary health care facilities in the 
hospital district of Helsinki and Uusimaa. Two hundred radiologists are able to 
share the same work list, which can be adapted to their individual preferences.

All imaging departments are part of the same organization, so issues of capacity 
can be mitigated by insourcing [27].

Cross-Border and International Teleradiology

The ACR White Paper distinguishes international from domestic teleradiology. 
Domestic teleradiology concerns the transmission of images to any location within 
the United States for purposes of interpretation, meaning that the transmission 
of images from one state to another is regarded as “domestic.” This is a major 
difference from the situation in Europe, where all teleradiologic services crossing 
member state borders are deemed “international.” Furthermore, international 
teleradiology among member states also must be distinguished from international 
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teleradiology going beyond EU borders. The ACR White Paper clearly focuses 
on guidelines for domestic teleradiology, whereas the ESR White Paper also 
addresses the issue of international teleradiology within EU borders, which is 
more or less comparable because in both situations, it concerns teleradiology 
among (member) states. As mentioned earlier, in some member states, such as in 
the United Kingdom, an active discussion is ongoing concerning the registration 
of teleradiologists. Local registration (licensing) is applicable only to situations in 
which the service provider (eg, radiologist) physically moves to another member 
state [28]. In several earlier official statements, the ESR expressed a preference for 
registration of radiologists in patients’ countries. In the most recent ESR statement 
on the legal aspects of telemedicine (2013), however, it is clearly explained that 
teleradiologists must comply with the authorization and registration requirements 
of their member states of establishment (their countries of residence), not with 
the registration requirements of the member states of patients [29]. In this 
document, the ESR states,

The Directive 2005/36/EC on the recognition of professional qualifications does not 
apply to healthcare professionals providing cross border teleradiology as it is only 
applicable to situations where the service provider moves to another host state 
(member state, EU country). As a result, the teleradiologist is responsible to the 
professional registration authorities of the Member State where he/she performs 
the interpretation and they are not required to register with the patient’s Member 
State authorities.

The principle of informed consent, which gives patients the opportunity to seek 
their imaging elsewhere if they prefer image interpretation from local radiologists, 
should therefore be regarded as a compromise of the ESR to accept this legal 
situation (informed consent is explained in Table 1). In the ESR’s 2013 statement 
on telemedicine [1,29], this is formulated as follows:

It is assumed that the teleradiologist complies with the authorization and 
registration requirements of the Member State of establishment. They do not have 
to comply with the registration requirements of the Member State of the patient. 
Therefore unless the patient is informed prior to the imaging procedure the name, 
qualifications and experience of the interpreting radiologist they will have no idea 
of the standard of the interpretation.

This is the opposite of the US situation, in which licensing of teleradiologists is 
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almost always necessary in the state where the examination is performed. The 
ACR task force endorses the ACR’s 2012 Technical Standard for Electronic Practice 
of Medical Imaging requirement [30]. In practice, this means that the law requires 
licensing of teleradiologists in transmitting states, not necessarily in receiving 
states. Recently, however, the Federation of State Medical Boards launched an 
initiative to create a one-stop pathway for rapid multistate licensing of board-
certified physicians through an interstate compact (see Table 1), which could 
open more doors to interstate teleradiology. This offers a streamlined alternative 
pathway for state-based licensure, would create a new process for faster licensing 
for physicians interested in practicing in multiple states, including those who 
practice telemedicine, and reaffirms the location of a patient as the jurisdiction 
for oversight and patient protections. The interstate compact still needs to be 
endorsed by all involved states, but it is gaining momentum and may become 
reality in some states by 2015 [33].

Patients’ Rights

As stated earlier, in several previous publications, including its recent statement 
on the legal aspects of telemedicine, the ESR has stressed the necessity to fully 
inform patients concerning procedures and the qualifications of teleradiologists 
when their images are being sent elsewhere for interpretation, especially when 
cross-border teleradiology is being used. The fact that within the EU, cross-border 
teleradiology providers need not legally comply with the registration requirements 
(licensing) of the member states of patients is an important reason for adherence 
to this principle, as explained earlier [29]. In addition, the ESR recommends in its 
White Paper that contractual language be present as to whose responsibility it is 
for each step of the examination and diagnostic pathway, mainly for reasons of 
patient safety [1]. Patients are further protected in the EU by providing a forum 
for complaints if they believe they have been harmed [29]. A major reform on EU 
data protection rules (the Data Protection Compact) is expected to be approved 
by mid-2015, which will allow patients to decide how their data are being used, 
requiring their explicit approval [31]. The ACR White Paper does not address 
informed consent in the context of teleradiology. Besides a medical license in the 
state where patients are examined, teleradiologists “must possess and maintain 
appropriate professional qualifications. These qualifications relate to licensure, 
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medical staff membership and privileges, board certification, and malpractice 
insurance coverage” [2]. This means that patients are protected to the same 
degree as for local radiologic services at a particular site.

Information and training of members

The ACR teleradiology task force advised the ACR to inform and educate its 
members as how to increase their provision of noninterpretive services within 
their hospitals, such that hospital-based radiologists could consolidate their 
position and become more resistant to predatory teleradiology business 
practices. The task force clearly states, “Cost may be a reason as well, but 
it is harder for a hospital to displace a high-quality group that provides top-
level service to the medical staff and community over disagreement on price 
alone”  [2]. The European approach to counseling ESR members on teleradiology 
is somewhat different. The ESR also desires to inform its members concerning 
the dangers of the increasing commoditization of radiology and is therefore 
promoting teleradiology as a wellintegrated add-on or supplement to local 
services, not as a replacement. The organization will also develop educational 
courses on best practices in teleradiology. In addition, the ESR recommends that 
its members obtain the European Diploma in Radiology after having followed 
the European Training Curriculum for Radiology, which includes courses about 
telemedicine and teleradiology [32]. The ESR sees this as a means to harmonize 
knowledge and competencies throughout Europe, to promote good practice 
and quality in teleradiology among the young generation of radiologists, and to 
raise their awareness of the fact that radiology is a medical act rather than a pure 
commodity. Obtaining such a certificate will enhance international collaboration 
among radiologists in the EU member states [1]. It is stated in the goals of the 
European Board of Radiology that “the European Diploma in Radiology will be 
an internationally recognized certificate of radiological competence. It will 
become an accepted additional qualification helping health institutions around 
Europe recognize the skills and competence of medical professionals from other 
jurisdictions” [32]. This stands in contrast to the ACR White Paper , in which the 
issue of international teleradiology and training to obtain a nationwide diploma 
and license for (tele)radiology is not addressed.
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Take home points 

• For both ACR and ESR, patient primacy, the pres- ervation of quality, 
and optimal integration with on- site services are the main objectives 
when using teleradiology.

• Although there is currently a driving force in Europe to encourage 
the use of telemedicine, including tele- radiology, and although 
efforts are being made to homogenize the quality of training in 
radiology, the smooth integration of cross-border collaboration is 
still hampered by differences in national and local policies.

• In the United States, the use of teleradiology is already widespread, 
but the types of services being offered are facing changes. New 
ideas, such as the “interstate licensure compact,” approved by US 
lawmakers, could potentially enhance collaboration among states.

Communication of Critical Findings
In the ACR White Paper , it is stressed that communication of critical test results, 
which is a Joint Commission National Patient Safety Goal, is important because 
failures in this process can lead to patient morbidity and mortality, aside from 
being one of the major contributors to malpractice claims in radiology. For the 
ACR, the existence of an audit trail is considered an important component of 
critical test result communication, which means that all communications need 
to be well documented in the finalized radiology report and, if possible, with 
critical test result management software. The ESR states in its White Paper that 
“protocols regarding communication of urgent findings need to be established,” 
which is relatively vague compared with the American regulation. The ESR, 
however, does have guidelines for the communication of urgent and unexpected 
findings, in which teleradiology as such is not explicitly mentioned [34]. 
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Abstract
Social media, which can be defined as dynamic and interactive online 
communication forums, are becoming increasingly popular, not only for 
the general public but also for radiologists. Besides assisting radiologists 
in finding useful profession-related information and interactive 
educational material in all kinds of formats, they can also contribute 
towards improving communication with peers, clinicians and patients. 
The growing usage of social networking in healthcare also has an impact 
on the visibility and engagement of radiologists in the online virtual 
community. Although many radiologists are already using social media, a 
large number of our colleagues are still unaware of the wide spectrum of 
useful information and interaction available via social media and of the 
added value these platforms can bring to daily practice. For many, the risk 
of mixing professional and private data by using social media creates a 
feeling of insecurity, which still holds radiologists back from using them. 
In this overview we aim to provide information on the potential benefits, 
challenges and inherent risks of social media for radiologists. We will 
provide a summary of the different types of social media that can be of 
value for radiologists, including useful tips on how to use them safely and 
efficiently. 

Chapter 6.1 

Social media for radiologists, 
an introduction



176

Impact of information technology on radiology services

 S
oc

ia
l m

ed
ia

 fo
r r

ad
io

lo
gi

st
s:

 a
n 

in
tro

du
ct

io
n

Introduction

The term Social Media (SoMe) generally refers to Internet-based tools that 
allow individuals and organisations to communicate, to share information, 
ideas, personal messages, images and other content. They can also be defined 
as “a group of Internet-based applications that are built on the ideological and 
technological foundations of Web 2.0, and that allow the creation and exchange of 
user-generated content”[1]. The transition in 2006 from the “read-only” Internet 
1.0 to the more “wildly read-write” Internet 2.0 is a definite milestone in the 
history of the Internet. Its original premise was to create a network to facilitate 
communication and the exchange of large datasets and images, but the effect 
and scale of these modifications was greater than expected [2]. The rise of social 
networking and SoMe is one of the three major technological revolutions that 
took place in the new century; the other two revolutions being the availability 
of Internet and broadband connections, and the increasing integration of mobile 
devices and mobile connectivity into our daily lives [3]. The availability of a wide 
diversity of SoMe applications (apps) for mobile devices has greatly contributed 
to the success of SoMe since it renders them usable for communication at any 
time. The on-going two-way interactive dialogue can be live and real time, and 
often people with whom we may not have had the ability to interact in real life 
can participate in the discussions [4]. The continuously growing popularity of 
SoMe among all age groups is well documented by the results of the PewResearch 
Internet Project (Figure 1) [5]. As of January 2014, 74 % of all online adults are 

Main messages

• Online social networking enhances communication and collaboration 
between peers

• Social media facilitate access to educational and scientific 
information

• Recommendations and guidelines from policy makers and 
professional organisations are needed

• Applications are wanted for efficient and secure exchange of medical 
images in social media
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using social networking sites. The most popular platforms appear to be Facebook, 
LinkedIn, Pinterest, Twitter and Instagram (Figure 2). Due to these changes SoMe 
are even gradually displacing the more traditional communication methods such 
as fax, e-mail and even phone calls, a trend that is accelerated by the widespread 
use of mobile devices equipped with SoMe applications. This not only affects 
the way people communicate with friends and other individuals, but also with 
organizations, communities, hospitals and medical professionals. All these 
changes together with the increasing mobility of data will have a major impact 
on healthcare and will influence the evolution of our professional activities as 
medical doctors and radiologists. Training and education of physicians and staff 
on how to deal with these new technologies is therefore essential [6]. The purpose 
of this article is to discuss the opportunities and challenges that SoMe provide for 
medicine and radiology.
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Figure 1 | The percentage of people using social media is rising steadily. As of January 2014, 
74 % of all online adults use social networking sites. For adults ages 18-29, 89 % of them use 
social networking sites. For adults ages 30-49, 82 % of them do; of adults ages 50-64, 65 % do. 
For adults ages 65+, 49 % of them use social networking sites. Source: PewResearch Internet 
Project, PewResearch Center, 2015 - http://pewrsr.ch/Vhqb6S. Accessed May 2015
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Online Social Networking of Patients
An increasing number of patients are using the Internet to look for health 
information. Many patients are turning to social networking in their search for 
information, social support, and advice. Results from a 2014 European survey 
show that a majority of European citizens (59 %) are using the Internet to search 
for health-related information [7]. In the Eurobarometer 411 on Patient Safety 
and Quality of Care, it is reported that SoMe and Internet platforms are the third 
main source of information on healthcare quality for European patients (26 %) 
[8]. Patients now want their healthcare providers to use SoMe for a variety 
functions, including appointment reminders, diagnostic test result reporting and 
health information sharing. They see it as a chance to strengthen their personal 
ownership of their health [4, 9]. Physicians have also begun to develop an interest 
in interacting with patients through social media such as Twitter and Facebook. 
Several studies have shown however that there is still considerable resistance to 
using this type of communication for either personal or professional reasons [10]. 
Though still in its infancy, this new form of communication does have the potential 
to revolutionize the way physicians interact, both with their fellow healthcare 
workers and with patients.

Twitter 23 %

0 % 10 % 20 % 30 % 40 % 50 % 60 % 70 % 80 %

26 %

28 %

28 %

71 %

Instagram

Pinterest

LinkedIn

Facebook

Figure 2 | The most popular social media sites and percentage of online adults who use these 
websites in 2014. Source: PewResearch Internet Project, PewResearch Center, 2015 http://
pewrsr.ch/Vhqb6S. Accessed May 2015
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Online Social Networking of Physicians and Radiologists
The interaction of healthcare professionals with SoMe can be personal, 
professional, or both.  According to a 2012 study, the majority (61 %) of doctors 
passively scan SoMe for medical information, whereas 46 % actively contribute to 
that information on a weekly basis [11]. A more recent study from the MedData 
Group confirmed that more than half of all physicians (56 %) use SoMe for 
professional purposes.  The most popular platform among physicians is Facebook, 
which is used by 61 % of all doctors for private reasons and by only 15 % for 
professional purposes [12]. A 2014 Australian survey but showed that most 
doctors (78.6 %) only use SoMe during non-working hours, which could possibly 
be due to the lack of time during office hours, or to the fact that they mostly 
use them for private purposes [13]. Other reasons for physicians to use SoMe are 
the opportunity to market their practice and to establish themselves as thought 
leaders with a high impact factor (so-called “influencers”) [14]. 

A relatively new phenomenon is the usage of social media during scientific 
(radiological) meetings. Since 2012 the European Society of Radiology (ESR) has 
provided a “social media wall” during its annual meeting, the ECR. This medium 
brings together ECR-related posts and comments from various social media 
sources in one convenient “stream”. The messages are displayed on screens 
throughout the venue and can also be viewed online. In a recent article in the 
Journal of the American College of Radiologists (JACR) the authors concluded 
that the 30 % increase in the use of Twitter during the 2011 and 2012 RSNA 
annual meetings presents an opportunity to leverage this technology to engage 
meeting attendees, improve scientific sessions, and increase collaboration at 
national radiology meetings (see Twitter and microblogging section for more 
information on Twitter)  [7]. Nowadays, so-called TweetChats are organized at 
the annual scientific meetings of the American College of Radiologists (ACR), 
the Radiological Society of North America (RSNA) and the American Society of 
Neuroradiology (ASNR). A “TweetChat” is a pre-arranged chat or discussion on 
Twitter that happens by including a predefined hashtag referring to the meeting in 
every tweet (e.g. #ACR). In this way all meeting-related tweets are linked in a live 
Twitter-conversation between attending and non-attending radiologists. Several 
well-known radiologists such as Bruce Hillman, editor-in-chief of the Journal 
of the American College of Radiology (JACR) and Ruth Carlos, deputy editor of 
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Table 1 | Effects and consequences of presence of social media in health care
• Has an impact on communication between medical professionals and patients.

• Provides possibilities to share and store medical information, including medical 
images.

• Offers great potential, pending further research and policymaking.

• Creates a need to train doctors for the digital era.

Table 2 | Potential benefits and opportunities of social media for radiologists
• Improvement of radiologists’ visibility among clinicians and patients.

• Increased interaction with clinicians regionally, nationally and globally.

• Exchange and availability of relevant information and knowledge.

• Distribution and discussion of information and cases for education and research.

• Sharing and discussion of radiological images with peers and clinicians.

• Increased impact and influence in the radiological community

• More active engagement during scientific meetings (Tweet-ups, Tweet-chats).

• Augmentation of the reach of scientific publications by promotion on SoMe

the JACR, hold regular tweet-chats, which they consider a great way to make 
connections both with colleagues within the radiology community, as well as with 
the greater healthcare community and patients [15]. In the ASNR 2015 tweet-chat 
on the role of social media in scientific it was concluded that the main advantage 
of tweet-chats is the fact that they “...allow attendees to post comments about 
sessions, engage in dialogue about content and interact with non-attendees”. The 
participants also found that SoMe offer a powerful way to network with colleagues 
and to follow multiple sessions at the same time. They also had the opinion that 
the role of SoMe would continue to increase, and that they could possibly even 
turn into real-time peer reviewers of the sessions [16] [17]. In Tables 1, 2 and 3 we 
provide a schematic overview of the most important effects and consequences 
of the availability of SoMe for both patients and medical professionals (Table 1), 
of the potential benefits of SoMe for radiologists (Table 2) and of the reasons for 
radiologists to engage in online social networking are provided (Table 3).
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Privacy matters, legal issues and guidelines

One of the major challenges of using SoMe is to ensure that, if any patient 
information is exchanged, it is anonymised and transmitted securely in order not 
to breach confidentiality. On the other hand, the benefits afforded by an open and 
accessible online platform can also threaten the privacy of the users themselves. 
Clinical practitioners and radiologists willing to participate in SoMe should have 
valid concerns about the protection of both the patient’s and their own personal 
information when posting information or personal opinions on social networks. 
The main reason for this concern is the fact that it is not unusual for social media 
users to be connected to overlapping networks of friends, family, and colleagues. 

Table 3 | Reasons for radiologists to engage in social networking
1. To build, develop and maintain a network of professional contacts

• Communicate with colleagues from local or personal network

• Meet colleagues from around the globe

• Collaborate with colleagues /people with common interests and 
experience

2. To discover new career, research or business opportunities

• Find new (unpublished) opportunities 

• Establish research collaborations (virtual teams)

• Develop business relationships, new ventures

3. To remove barriers for improved collaboration

• Share media in all kinds of formats

• Discuss the latest radiology news, articles, conferences

• Seek help or consultation from a community of experts

• Learn from colleagues with common clinical interests/expertise

4. To increase the visibility and profile of radiologists among patients 

• Inform the public about radiology examinations

• Discuss imaging-related topics with patients

• Convey the importance of our specialty directly to patients 

5. To access education and research

• Subscribe to pages of radiological societies

• Follow and participate in online discussion of cases

• Participate in online research networks

• Promote and discuss scientific publications
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To avoid this risk of breaching confidentiality it could be an option for users to 
separate personal and professional accounts, but a more practical solution is 
to customize the privacy settings of the platform through which individuals can 
protect their profile content and decide who can view it [10]. Privacy and legal 
concerns are driving medical doctors’ reluctance to participate more fully in 
SoMe. In a recent survey among Australian doctors, the participants expressed 
their concerns about legal issues when communicating with patients online [13]. 
Similar concerns have been expressed in other countries, despite the publication 
of guidelines by professional organizations and societies on how to avoid the 
pitfalls and uphold professional values when using social media. European legal 
rules have been established to ensure that personal data enjoy a high standard 
of protection; however, the current EU Data Protection Directive 95/46/
EC does not adequately account for important aspects such as globalization 
and technological developments such as social networks and cloud computing. 
The European Commission plans to unify data protection within the European 
Union (EU) with a single law, the General Data Protection Regulation (GDPR). The 
EU’s European Council aims for adoption of a reform on the EU Data Protection 
Directive in 2015 and the regulation is planned to take effect after a transition 
period of two years* [18]. More information on this topic can be found on the 
websites displayed in Table 4.

Table 4 | Information on the European legislation regarding data protection

Topic Hyperlink

Reform of data protection legislation http://bit.ly/1nN50Ah

Progress on EU data protection reform http://bit.ly/1cSL4YF

General Data Protection Regulation http://bit.ly/1IQ1qFC

Currently the ultimate responsibility remains with the individual professional 
user. According to the ACR Reference Guide in Information Technology for the 
Practicing Radiologist it is “… the responsibility of the radiologist to securely 
and effectively utilize mobile technology in the best interests of patient care” 
[19]. Many physicians are also using open cloud storage services (e.g. Dropbox 
and GoogleDrive) and social media platforms (e.g. iMessenger, Instagram and 

* On 4 May 2016, the official texts of the Regulation and the Directive have been published 
in the EU Official Journal in all the official languages. While the Regulation will enter into 
force on 24 May 2016, it shall apply from 25 May 2018.



183

Social media in radiology 

6.1

WhatsApp) to share medical and radiological images, the main reason being 
that these services are free and easy to use. When using use SoMe and open 
cloud services for such purposes two major concerns are relevant, particularly 
for healthcare professionals: reliability and security [20]. Such methods of sharing 
of medical images and sensitive data constitute a potential risk to the patient’s 
privacy since they are not designed for distributing nor storing protected patient-
related information. Information that could identify a patient, such as birth date, 
address, social security number, images of patient’s faces and/or recognizable 
body marks (e.g. scars, tattoos) are sensitive data, which theoretically can be 
used for fraudulent purposes. Health care providers using public platforms for 
professional reasons cannot guarantee that no one else is able to access this 
information. In addition, most patients are not aware of the fact that such media 
containing their personal information are being used. Several organizations and 
hospitals have set forth policies to address these issues, e.g. by forbidding visitors 
and personnel to take pictures with mobile devices that have immediate access 
to social media. Patients should also be informed of the privacy protections put 
in place by their physician or physician’s practice and should be able to provide 
consent to participate. The emergence of mobile technology and communication 
for radiologists should be embraced, under the condition that clear guidelines and 
proper security mechanisms are adopted to control their use in the hospital and 
medical working place [21]. According to Eric Topol, during the next half of this 
decade we will need to pay as much attention to deep medical learning to pre-
empt illness as to data security to protect the privacy of individuals [22]. In Table 5 
the most important pitfalls of SoMe for radiologists are summarized.

Table 5 | Pitfalls and dangers of social media for radiologists

• Insufficient or inappropriate legislation and policies in hospitals/practices

• Insufficient separation of personal and professional data 

• Insufficient privacy settings (who can see/read what I post)?

• Insufficient protection of patient privacy/identity

• Lack of obvious guidelines as to what is appropriate or inappropriate to say

• Questionable reliability of information on resources

• Lack of review of published material 
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Practical information
SoMe platforms are mainly used for sharing information, pictures, audio and text 
among a group of people who are linked by a common characteristic, such as 
friends, family, profession, hobbies, etc. The purposes for which SoMe can be 
used by radiologists are numerous:

• Accessing news and information on radiology
• Social and professional networking (e.g. Facebook, LinkedIn)
• Scientific networking (e.g. ResearchGate, Mendeley)
• Blogging (e.g. WordPress, Blogger, Tumblr)
• Micro-blogging (e.g. Twitter)
• Accessing radiology podcasts, interviews, and videos (e.g. YouTube, iTunes)
• Social bookmarking (marking and sharing interesting documents, e.g. Pinterest)
• Finding clinical cases and images (e.g. Facebook quizzes)
• Sharing or viewing slideshows containing relevant information or educational 

material  (e.g. SlideShare)
Radiological professional organisations and scientific societies are increasingly 
maintaining profiles on SoMe, mainly Facebook and Twitter (Table 6) [23] [24] 

[25]. The ESR uses SoMe to communicate with its members and people interested 
in the organisation; to facilitate members’ communication with each other; 
to promote both the ESR and ECR (including their services and projects); and 
to provide an additional service channel. The purpose of the ESR social media 
channels is to connect with radiologists and members on a global scale. The ESR 
monitors and evaluates when, where and how the current channels are being 
used, in order to further optimize its services. Table 7 gives an overview of the 
main ESR channels.

Popular social media for radiology

In this section we aim to provide an overview of some of the more common 
and popular SoMe, which can be used in radiology to exchange information and 
interact with the online community, professionally or privately. We provide more 
detailed information on those social media platforms that provide relevant and 
interesting information for radiologists [26].
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LinkedIn

LinkedIn is a professional peer-to-peer network that enables its users to search for 
expertise across the social network. A user can invite other LinkedIn users to join 
his/her network. In contrast with Facebook, LinkedIn relies more on professional 
relationships instead of direct “friendships”. LinkedIn can be considered an online 
networking service focusing on connecting users for professional reasons and 
for purposes of soliciting and recruitment. Although it provides access to several 
“groups” that are related to radiology, the degree of social interaction among its 
users and its educational value remains rather limited compared to other SoMe.

Facebook

Facebook (www.facebook.com) is currently the most popular platform among the 
general public, including physicians. On Facebook anyone who has been added to 
a list of “friends” in general is able to view all the material published by their friends 

Table 7 |  The main ESR social media channels

Social Network Name Number of fans

Facebook myESR page 157,000 
 ESR Rising Stars page 3,030 
 European Radiology page 7,900
 Insights into Imaging page 2,500
 ESOR (European School of Radiology) page 2,100
 European Diploma in Radiology (EDiR) page 4,100 
 International Day of Radiology page 12,700 
Google myESR Google page 73 
YouTube myESR YouTube channel subscribers 615 
Twitter myESR Twitter followers 4,830
Blog myESR Blog monthly visits 7,700
Pinterest myESR Pinterest followers 207

Table 6 | Radiological societies and social media

 myESR RSNA 

Number of Facebook fans 157,000 50,000

Number of Twitter followers 4,830 15,000
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and even the posts made by people outside their own network but associated with 
friends. Currently the Facebook privacy settings allow each user to define more 
precisely who is able to see or read the messages posted by that user. Educational 
opportunities of SoMe and networking are progressively migrating to sites such as 
Facebook. On the myESR Facebook page (http://www.facebookm/myesr) a wide 
array of topics are addressed: news related to radiology and medical science, 
news regarding the European Society of Radiology’s annual meeting (ECR), news 
about the society itself, and referrals to other ESR channels. The easiest way to 
find radiology-related information on Facebook is by typing “radiology” in the 
search bar on top of the Facebook page. Besides several radiological organisations 
and scientific journals, many educational pages can be found on Facebook, such 
as Radiopaedia (https://www.facebook.com/Radiopaedia.org), Radiology Signs 
(https://www.facebook.com/RadiologySigns) and CTisus (https://www.facebook.
com/ctisus). Often on Facebook cases are presented in contest format, such as 
the Society of Abdominal Radiology’s ‘Gettable case of the week’ (https://www.
facebook.com/SocietyOfAbdominalRadiology), Radiopaedia.org’s daily cases, 
and the weekly cases of the BIDMC Division of body MRI (https://www.facebook.
com/pages/Division-of-Body-MRI-at-BIDMC/1533647120214439). The top 3 of 
most popular educational Facebook pages based upon the number of “likes” in 
May 2015 is Radiology Signs (more than 753,000), Learning Radiology (more than 
728,000) and Radiopaedia (more than 339,000). Facebook users can collect their 
favourite radiology pages together by creating an “interest list” on their own 
Facebook page. In such a interest list (e.g. “Radiology Education”) all posts from 
the pages they have added to it are automatically displayed, giving the user a 
structured overview of all relevant radiology information.

Twitter and microblogging

Microblogs are SoMe platforms with limits on the amount of content that 
can be included in a single post, meaning users have to be more creative in 
choosing what information they share and how they share it [4]. Twitter (http://
www.twitter.com) is the most prominent example of micro-blogging.  Its users 
can send and read messages up to 140 characters, which are direct and short 
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communications that may contain links to pictures, documents, websites or 
videos. In tweets (Twitter-messages) the hash character (or number sign) is often 
used in front of a word, which makes it easier for users to find messages with a 
specific theme or content. For example writing #ECR2015 allows users to find all 
messages that have been tagged with the label ECR2015. The “hash tag” refers 
to the combination of the hash character and a tag or label. Twitter is a rather 
asymmetrical medium: users who subscribe to someone’s “feeds” (postings) are 
not automatically considered a peer of the tweeter (sender). The subscriber is 
shown what the sender posts, in a news-feed style format, but the relationship is 
not reciprocal, meaning that the subscriber’s tweets will not automatically appear 
in the sender’s Twitter list. Twitter currently has more than 302 million monthly 
active users; about 500 million Tweets are sent per day. Radiologists using this 
medium can follow radiological journals, organizations, and other “tweeting” 
colleagues. By choosing a good mix of these sources, especially those that 
tweet links to high-yield content, radiologists are able to create an individually 
tailored and constantly updated curated source of medical information. Some 
radiologists and nuclear physicians are currently using Twitter to post interesting 
cases by using anonymised medical images. Enthusiast followers like to browse 
through these short cases and to comment on them. Some examples of these 
are the Radiopaedia.org account (founded by Frank Gaillard) (https://twitter.
com/radiopaedia), CTisus.com from Elliot K. Fishman (https://twitter.com/ctisus), 
Learning Radiology from William Herring (https://twitter.com/radsigns) and 
SwissNuclearDoctors from Gaël Amzalag (https://twitter.com/NuclearDoctors). 
Besides Twitter, some other micro-blogging platforms are available such as 
Friendfeed (http://blog.friendfeed.com) or Tumblr (https://www.tumblr.com). All 
these platforms feature medical pages, but most users focusing on medicine and 
healthcare prefer to use Twitter [1]. The myESR Twitter account (https://twitter.
com/myesr) has approximately 4,800 followers, who are automatically informed 
about the latest news and information from the ESR. The account is busiest 
and sees its peak of interaction during the annual ECR meeting. Compared with 
Facebook, the topics addressed on Twitter during the meeting are similar, but the 
communications are quicker and have a higher interaction rate. We consider it 
useful to distribute a digital Twitter-manual among attendees during a scientific 
meeting, in order to make the most of the online social platform. Such a guide 
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was provided at the 2015 ASNR meeting in Chicago. Besides tips for using Twitter 
during the event, the anatomy of a Tweet is explained, as shown in Figure 3. At the 
tweet-chat session of the ASNR meeting, some valuable advice was provided for 
social media novices, such as not to forget to use the “meeting hashtag” in each 
tweet (e.g. #ASNR15), which helps other users to find the messages relating to 
this meeting. It was also suggested that when quoting another Twitter user, the 
tweet should include their “twitter handle”, which is the Twitter username of the 
quoted person preceded by the @-sign (e.g. @johndoe). Including a picture from 
the event in a tweet is mostly valued by those followers who can’t attend the 
meeting [17, 27]. 

The “Healthcare Hashtag Project” (http://bit.ly/1ds8Iiy) is a website where all 
health-related topics that are discussed on Twitter can be found, including the 
top “trending” subjects, diseases and conferences. By typing “radiology” in the 
search field, the hashtags and topics related to radiology that are most used on 
Twitter are displayed, including all information related to radiological meetings 
discussed on Twitter. On the right side of the page, the top radiology influencers 
are displayed. Influencers are usually ranked based upon the number of tweets, 
number of mentions received and number of impressions created. By clicking on 
the “Conferences” tab, all healthcare conferences for each year are displayed. By 
clicking on the name of each conference, or its corresponding hashtag, you can 
see an overview of Twitter activity related to that meeting. For example, when 
searching for or choosing #ECR2015 an overview of the meeting is displayed, along 
with analysis of the twitter activity during the event, a list of the most influential 
tweeters by activity and following, and the latest tweets using hashtags related to 
ECR 2015 (http://bit.ly/1JbgIF4). The “Radiology Hashtag Ontology” project is an 
effort to organise radiology-related content from social media more efficiently, 
with the goal of enabling as many users as possible to meaningfully contribute 
to conversations on imaging-related healthcare (http://bit.ly/1I9wD75). Therefore 
a standard lexicon for radiology tweets is proposed, in order to make tweets 
more traceable and usable for radiologists. Users are also invited to propose 
new hashtags themselves. On the same website all Twitter activity related to 
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Figure 3 | Flyer with tips for using social media during the ASNR 2015 meeting - From: per-
sonal communication with Amy Kotsenas during ASNR 2015 meeting, courtesy of Tim France 
and his team at Inis Communications.

tips for using Twitter during the event, the anatomy of a tweet is
explained, as shown in Fig. 3. At the Tweet Chat session of the
ASNR meeting, valuable advice was provided for social media
novices, such as remembering to use the Bmeeting hashtag^ in
each tweet (e.g. #ASNR15), which helps other users find
messages relating to this meeting. It was also suggested that
when quoting another Twitter user, the tweet should include
their BTwitter handle^, which is the Twitter username of the
quoted person preceded by the @ sign (e.g. @johndoe).
Including a picture from the event in a tweet is most valued by
followers unable to attend the meeting [17, 27].

The BHealthcare Hashtag Project^ (http://bit.ly/1ds8Iiy) is
a website where all health-related topics discussed on Twitter
can be found, including the "top-trending^ subjects, diseases,
and conferences. By typing Bradiology^ in the search field, the
hashtags and topics related to radiology most often used on
Twitter are displayed, including all information related to ra-
diology meetings discussed on Twitter. On the right side of the
page, the top radiology influencers are displayed. Influencers
are usually ranked based upon the number of tweets, number
of mentions received, and number of impressions created. By

clicking on the BConferences^ tab, all healthcare conferences
for each year are displayed. Clicking on the name of each
conference or its corresponding hashtag will display an over-
view of Twitter activity related to that meeting. For example,
when searching for or choosing #ECR2015, an overview of
the meeting is displayed, along with analysis of the Twitter
activity during the event, a list of the most influential tweeters
by activity and following, and the latest tweets using hashtags
related to ECR 2015 (http://bit.ly/1JbgIF4). The BRadiology
Hashtag Ontology^ project is an effort to more efficiently
organise radiology-related content from social media, with
the goal of enabling as many users as possible to meaningfully
contribute to conversations on imaging-related healthcare
(http://bit.ly/1I9wD75). A standard lexicon for radiology
tweets has thus been proposed in order to make tweets more
traceable and usable for radiologists. Users are also invited to
propose new hashtags themselves. On the same website, all
Twitter activity related to radiology is monitored, including
the total number of participants. In Fig. 4, the Twitter
activity is displayed for each hashtag related to radiology. In
Table 8, some advantages and reasons for radiologists to use
Twitter are summarised.

Instagram

Instagram (https://www.instagram.com) is a social
networking service designed for online mobile sharing of
pictures and videos. The service was launched in 2010 and
acquired by Facebook in 2012. In March 2015, the company
had a total of more than 300million active accounts. The well-
known radiological teaching site Radiopaedia can also be
found on Instagram, with a collection of interesting cases
and videos, including their online discussions (https://
instagram.com/radiopaedia). With 13,000 followers, it is by
far the most popular radiology source on Instagram. The
American College of Radiology (ACR), which posts
pictures of ACR-related events or entertaining pictures
(https://instagram.com/radiologyacr/), has more than 1,400
Instagram fans. Radiology_whisperer (https://instagram.com/
radiology_whisperer/) is a Chicago-based radiologist posting
interesting radiology cases on Instagram, with 1,681
followers.

BFigure1^

The Figure1 mobile app has been touted as BInstagram for
doctors^ (https://figure1.com) [28, 29]. This crowd-sourced
medical library enables physicians and medical residents to
post and discuss clinical images from their mobile devices
and to digitally archive interesting cases. The main goal is to
facilitate and support social networking among young
doctors-in-training when they are confronted with complex
or interesting cases. The concept is based upon the idea that

Fig. 3 Flyer with tips for using social media during the ASNR 2015
meeting. From: personal communication with Amy Kotsenas during
ASNR 2015 meeting, courtesy of Tim France and his team at Inis
Communication [26]

Insights Imaging
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radiology is monitored, including the total number of participants. In Figure 4, the 
Twitter activity is displayed for each hashtag related to radiology. In Table 8 some 
advantages and reasons for radiologists to use Twitter are summarised.

Table 8 |  Reasons for radiologists to use Twitter

• To get a quick overview of news and literature by following people with similar 
interests, educational leaders (“radiology influencers”), scientific journals and 
professional (radiology) organizations.

• To engage in discussions and chats with peers, without hierarchy.

• To gather radiology-related information and newsTo participate in Tweet-chats 
during radiological meetings.

• To become a curator of information, to inform colleagues where you stand on 
topicsTo propagate expert opinions and research findings.

• To increase the visibility of radiology, both for patients and medical professionals.

• To engage as a medical imaging expert in dedicated professional SoMe platforms.

Figure 4 | Radiology Tag Ontology displaying the activity on Twitter related to radiology. Each hashtag 
is represented by a different colour, e.g. #abdrad (abdominal radiology) is dark blue. Source: http://bit.
ly/1I9wD75. Accessed May 2015.
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Instagram 

Instagram (https://www.instagram.com) is a social networking service designed 
for online mobile sharing of pictures and videos. The service was launched in 2010 
and acquired by Facebook in 2012. In March 2015, the company had a total of 
more than 300 million active accounts. The well-known radiological teaching site 
Radiopaedia can also be found on Instagram with a collection of interesting cases 
and videos including their online discussions (https://instagram.com/radiopaedia). 
With 13,000 followers it is by far the most popular radiology source on Instagram. 
The American College of Radiology (ACR), which posts pictures of ACR-related 
events or entertaining pictures (https://instagram.com/radiologyacr/) has 
more than 1,400 Instagram fans. Radiology_whisperer (https://instagram.com/
radiology_whisperer/) is a Chicago-based radiologist posting interesting radiology 
cases on Instagram for 1,681 followers.

“Figure1”

The Figure1 mobile app has been touted as “Instagram for doctors” (https://
figure1.com) [28] [29]. This crowd sourced medical library enables physicians 
and medical residents to post and discuss clinical images from their mobile 
devices, and to archive interesting cases digitally. The main goal is to facilitate 
and support social networking between young doctors-in-training when they 
are confronted with complex or interesting cases. The concept is based upon 
the idea that “images are a great way to teach and tell a story”. In contrast with 
Instagram, confidentiality and patient privacy are well protected. Several tools 
have been incorporated to automatically remove sensitive patient details. Faces 
are automatically obscured; body tattoos can be manually blocked and a human 
privacy moderation team reviews each photo or video before it is added to the 
database. Healthcare professionals willing to participate need to sign up and 
go through a validation procedure before they can actively contribute to the 
platform. The app has been launched in several English-speaking countries and 
has gained approval from the health authorities in several other countries, such 
as Germany, France and the Netherlands. The platform is unique in the sense 
that its users can get assistance in interpreting difficult cases by a “collective 
brain” of healthcare professionals. Furthermore, the extensive database is easily 
searchable for information on particular body areas and related diseases. In this 
platform radiologists are able to contribute actively by participating in discussions 
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in which radiological images are posted, or by posting interesting radiology cases 
for purposes of training and teaching. An example of a Figure1 discussion about a 
radiological examination is shown in Figure 5. In our opinion this medium is a good 
example of a professional social platform with the potential to increase cross-
border medical collaboration and teaching. However, the information posted on 
this medium is not systematically peer-reviewed, which is considered by some 
to be a limitation or potential risk for using this type of educational platform in 
comparison with the more traditional media that are currently being used for 
publication of scientific and educational material.

Figure 5 | Example of a radiological image posted on Figure1.com, which was discussed by 
several orthopaedic surgeons and a nurse. In this case no radiologists are involved. Source: 
http://bit.ly/1K27JFh, last accessed May 15, 2015
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Blogs
Blogs are the most traditional of social platforms [4]. On a blog website people 
can convey their thoughts, ideas and stories. The posts are typically displayed 
in reverse chronological order (most recent post comes first). Radiologists can 
use such platforms to express a personal opinion or commentary for which they 
would never use an official or scientific channel. Several websites can be used for 
creating personal websites and writing blogs, such as Blogger.com (https://www.
blogger.com), Wordpress (https://en.wordpress.com), About Me (https://about.
me) etc. In Table 9 several examples of radiology blogs can be found.

Table 9 | Examples of Radiology blogs

Name Author(s) Link

Sumer’s Radiology Blog Sumer Sethi http://sumerdoc.blogspot.com

Radiology Blog Radiopaedia Frank Gaillard and guest bloggers http://radiopaedia.org/blog

Diagnostic Imaging Blog Guest bloggers http://diagnosticimaging.com/blog

UCSF Radiology Blog UCSF Department of Radiology 
and Biomedical Imaging

http://blog.radiology.ucsf.edu

Radrounds blog posts radRounds Radiology Network 
team, guest bloggers

http://radrounds.com/profiles/blog/list

The ESR Blog Staff and members of ESR http://blog.myesr.org/posts/

Musculoskeletal Radiology Keshav Kulkarni http://musculoskeletal-radiology.blogspot.be/

medGagdet Editorial team http://medgadget.com/radiology

YouTube
YouTube is a platform created for publishing videos, which also contains numerous 
‘social’ features for sharing and viewing a variety of media such as lectures, case 
studies, presentations, trailers, teasers, video reports, interviews etc. Radiology 
organizations and radiologists also use YouTube for education and information. 
The myESR YouTube channel (http://bit.ly/1ACwRRi) had more than 122,000 
views in May 2015, counting 615 subscribers [30] . The Radiology Channel (http://
bit.ly/1FMeWpY), which is part of the Radiopaedia.org platform, provides videos 
with radiological cases and courses.
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Slideshare
Slideshare (http://www.slideshare.net) is a hosting service where users can 
upload presentations and other documents (infographics, documents, videos, 
PDFs, webinars), which can be viewed publicly or privately. It now consists of 
more than 15 million uploads from individuals and organizations on a variety of 
topics, including health and education. Presentations can be discussed online 
or distributed through other SoMe. In Q4 of 2013 the site averaged 60 million 
unique visitors a month. Currently it is ranked among the world’s top 10 tools 
for education & learning. A simple search for “radiology” results in more than 
330,000 relevant presentations. As mentioned earlier, the fact that none of the 
information available on this platform is peer-reviewed could be considered a 
potential risk concerning the quality and educational value of this medium.

Scientific networks

Researchers and scientists have several online social networks at their disposal, 
such as ResearchGate, Mendeley and Adacemia.edu. Every user of these 
platforms is able to create his/her own scientific profile and to share this 
information with others. ResearchGate.net (http://www.researchgate.net/) is 
the most popular platform and currently has more than five million members, 
of whom more than 600,000 work in a medical-related field [31]. This platform 
allows its users to generate a free Digital Object Identifier (DOI) for research they 
add to their profile, which makes their work, conference papers and posters 
more easily traceable and citable. For each user an “RG Score” is automatically 
published on his/her profile as a measure of the user’s scientific reputation. The 
calculation of the score is based upon all his/her publications, and the way that 
research is received by peers. In this respect, ResearchGate is approaching the 
more traditional peer review process, since the scientific quality of information 
provided is more or less guaranteed by the RG score of the author. This is in 
contrast with most other social media platforms, where the acceptance of 
published data is rather based upon an “open review” system. Mendeley (https://
www.mendeley.com/) is a free reference manager and academic social network, 
which enables its users to make their own fully searchable library and to share 
it with other researchers and students. Academia.edu (https://www.academia.
edu/) is a platform for academics to share research papers, which attracts more 
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than 36 million unique visitor a month. In Table 10 some advantages of online 
research networks are summarized.

Table 10 | Advantages of online scientific networks

• Opportunity to find collaborators from around the globe.

• Possibility of joining, creating, or participating in research-specific areas.

• Easy access to numerous scientific publications and abstracts.

• Facilitation of online scientific communication and peer-to-peer learning.

• Access to jobs in science, networking opportunities in the research arena.

Value of traditional scientific media vs. social media?

For the last 150 years the sharing of information in the medical community 
has mainly occurred through presentation of work in scientific meetings and 
publication in scientific journals. Submitted abstracts for presentations need to 
be accepted before they can be presented, after being scrutinised by reviewers. 
Similarly in scientific journals the submitted articles need to undergo a rigorous 
(blinded) reviewing process, thus ensuring as far as possible that the information is 
correct and reproducible. While far from perfect, this process does have a positive 
effect on the quality of the presented or published material. Medical journals are 
ranked according to the impact they have on the scientific community. Calculation 
of the “impact factor” of a journal is based upon the number of citations divided 
by the number of published articles in that particular journal, for any given year. 
In other words, when following the “traditional” publication method, a more 
hierarchical pathway needs to be followed before the information is distributed. 
Papers published in journals with a high impact factor do have more “weight” and 
influence in the medical community than those published in journals with no or low 
impact factor or none at all. Similarly, there are also high-profile and low-profile 
meetings. In SoMe, on the other hand, there are no barriers nor hierarchy, and 
there is no peer review process. Anyone can publish anything online, unhindered 
by a lack of in-depth knowledge on a specific topic. This could be perceived as a 
disadvantage or potential risk when using SoMe to obtain medical information. 
However, SoMe should not be regarded as a completely uncontrolled information 
resource. Since there are no hierarchical or editorial barriers, users of SoMe can 
freely post their comments and critique. Therefore in SoMe an “open review 
process” coming from the virtual community replaces the more traditional review 
procedure; in other words, the so-called “collective intelligence” is used to accept 
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or reject the posted information. This “open review process” or assessment by the 
online professional community might evolve into a new type of scoring system, 
which could result in another form of stratification of more and less relevant 
information, when implemented on a large scale in SoMe. Such a scoring system 
is already being applied in ResearchGate, as explained in the previous section. 
SoMe can also have a significant impact on the visibility and popularity of material 
published in scientific journals. Currently, several radiological organisations 
and journals are exploring how they can use SoMe to extend the reach of the 
traditional web-based or printed publications. A recent study provided evidence 
that dissemination and discussion of scientific information via a radiology blog 
and SoMe can significantly increase the number of readers in comparison with the 
more traditional publication venues [32]. In this study it was also concluded that 
there is a growing awareness among researchers and academic and professional 
society leadership that further integration of SoMe within their communication 
strategies needs to be considered seriously, since it might also lead to more 
extensive networking between people with common interests and priorities. 

Conclusion

Radiologists can use online social networking not only to enhance their 
communication and collaboration with peers, but also to retrieve relevant 
information that can help in decision making; to get quick access to educational 
sources and to facilitate communication and the exchange of information used 
in research. Physicians, including radiologists, should be aware of these new 
developments and their advantages, but also need to understand the potential 
disadvantages, pitfalls and limitations. Although SoMe offer great potential and 
have a bright future, recommendations and guidelines need to be provided by 
policy makers and professional organisations with the main intention of keeping 
the usage of social media in balance with professional values and ethics [23] 

[31]. In our opinion, the development of more SoMe applications for dedicated 
professional use would be desirable, with the aim of allowing the effective, 
efficient and secure exchange of medical imaging information within the social 
space and facilitating collaboration between radiologists and clinicians on a 
local, national and international level. We would like to encourage radiologists to 
explore the world of social networking with this background knowledge in mind 
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and to evaluate how they can integrate these tools optimally into their radiology 
practice. For this purpose we have included below a list of Dos and Don’ts that 
can be used by radiologists as an aid in exploring the virtual world of social media 
safely and securely (see Table 11).

Table 11 | Do’s and Don’ts for radiologists using social media

Do’s Don’ts

• Be selective in who you add to your list of 
friends, keep it restricted to people you 
know and respect

• Don’t make the mistake of assuming 
that social media can replace “serious” 
scientific publications, but consider 
social media as useful additional source 
of information

• Protect your reputation as a medical 
professional

• Don’t share confidential information 
about patients

• Promote your work towards 
professionals, colleagues and friends 

• Don’t send negative reactions

• Think positively in your reactions, do not 
insult people

• Don’t believe everything you read

• Read and check your messages before 
you share or re-tweet information (you 
are what you tweet and share)

• Avoid having multiple professional 
profiles and protect your credibility

• Be sure about any content you may want 
to share

• Don’t spread yourself too thin; start with 
one, or at most two, social networks, 
and go from there

• Be wary of spam, and don’t send spam 
yourself

• Don’t abuse hashtags

• Be focused and develop a direction for 
sharing information

• Don’t become obsessed about the 
number of followers

• Share without any ulterior motives • Don’t make the mistake of assuming 
that social media can replace “serious” 
scientific publications, but consider 
social media as useful additional source 
of information
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ABSTRACT
The growing use of social media is transforming the way health care 
professionals (HCP’s) are communicating. In this changing environment it 
could be useful to outline the usage of social media by radiologists in all 
its facets and on an international level. The main objective of the RANSOM 
survey was to investigate how radiologists are using social media and what 
is their attitude towards them. The second goal was to discern differences 
in tendencies among American and European radiologists. An international 
survey was launched on SurveyMonkey (https://www.surveymonkey.com) 
asking questions about the platforms they prefer, about the advantages, 
disadvantages and risks and about the main incentives and barriers to use 
social media. A total of 477 radiologists participated in the survey, of which 
277 from Europe and 127 from North America. The results show that 85 % 
of all survey participants are using social media, mostly for a mixture of 
private and professional reasons. Facebook is the most popular platform 
for general purposes, whereas LinkedIn and Twitter are more popular for 
professional usage. The most important reason for not using social media 
is an unwillingness to mix private and professional matters. 82 % of all 
participants are aware of the educational opportunities offered by social 
media. The survey results underline the need to increase radiologists’ skills 
in using social media efficiently and safely. There is also a need to create clear 
guidelines regarding the online and social media presence of radiologists to 
maximize the potential benefits of engaging with social media.

Chapter 6.2 

Radiologists’	usage	of	
social media: results of the 
RANSOM	survey 



202

Impact of information technology on radiology services

 R
ad
io
lo
gi
st
s’ 
us
ag
e 
of
 s
oc
ia
l m

ed
ia
: r
es
ul
ts
 o
f t
he
 R
AN

SO
M
 s
ur
ve
y

Introduction
Social media is a broad term for various Internet-based tools allowing their users 
to generate and share content, and to communicate online [1] [2]. They are also 
defined as “a group of Internet-based applications that are built on the ideological 
and technological foundations of Web 2.0, and that allow the creation and 
exchange of user-generated content” [3]. A surge of social networking tools has 
become available in the past few years and their popularity has grown significantly 
[4]. This evolution has transformed the traditional asynchronous conversation via 
e-mail and older online forums into an open, two-way interactive dialogue. The 
information exchanged in such dialogue may also include audio, photo or video 
files. [2] [5]. One of the effects of this new type of communication is the blurring of 
the traditional boundaries between private and public, between home and work 
and between being a consumer and producer of information [5]. In recent years, 
the use of social media by health care professionals (HCPs) and hospitals has 
grown significantly, which is also transforming the way HCPs are communicating 
[6] [7] [8]. In a professional context most HCPs prefer those platforms where 
they can follow the latest news in medicine, listen to experts, consult colleagues, 
and communicate with colleagues regarding their profession and medical cases. 
Only a minority uses social media to communicate directly with patients [7]. A 
recent large-scale survey showed however that more than 90 % of physicians uses 
social media for personal activities and that 65 % uses these sites for professional 
reasons [7]. Most surveys about the usage of social media by HCP’s however do 
not differentiate between physician time spent using social media for personal 
and for practice purposes [9]. No research has been published yet outlining the 
usage of social media by radiologists in all its facets and on an international 
level. In this article the results are presented of a survey that was created to find 
answers to questions regarding the number of radiologists using social media, the 
frequency and reasons for using them, the types of platforms they prefer, the 
main advantages, disadvantage and risks of using social media, and the future role 
of social media for radiologists. The second goal was to evaluate any differences 
in tendency regarding the usage of social media by US-based and European-based 
radiologists. 
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Materials and Methods 
Study design

The RANSOM survey (Radiologists ANd social Media) is an online survey conducted 
by a doctoral student of the University of Antwerp in collaboration with the 
European Society of Medical Imaging Informatics (EuSoMII). Data collection 
took place between March 29th and May 12th, 2015. The European Society of 
Radiology (ESR), the Society for Imaging Informatics in Medicine (SIIM) and the 
American College of Radiology (ACR) supported the survey for recruitment of 
participants. No patient health data were used in this survey and participation was 
on a voluntary basis. Participants were informed that their combined responses 
would be used for a scientific publication. No external funding was used. The 
survey was created using Surveymonkey (SM) (Surveymonkey, Portland, OR). 
The target subjects for the survey were radiologists and radiology residents, 
without geographic limitations for participation. Sex and age of the responders 
were not recorded. An 11-section survey was developed with 21 multiple-choice 
questions and 4 open questions. The open questions did not allow the selection 
of a predefined answer and needed input from the participant. In two questions 
users were asked to rank the answers by choosing a position number for each 
answer, number 1 being the answer with the highest importance or weight. From 
the answers an average ranking score (RS) was calculated, the highest score 
corresponding with the answer that was most preferred overall. 

Recruitment

Participants were recruited via e-mail invitations containing Web links to the 
survey. Most e-mail addresses came from the corresponding author’s professional 
contact list and all invitees were encouraged to forward invitations within their 
own network. In addition, newsletters and postings on Facebook and Twitter 
were used to invite radiologists to participate, including a hyperlink to the survey. 
SM statistical tools were used for analysis of the responses. For the open answers 
(qualitative data) both an automated and a manual text analysis were performed. 
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The automated analysis was based upon text processing and categorization 
of answers based on the names of the social media that were provided in the 
replies. In the manual part answers were identified, ordered, counted, compared 
and analyzed using the SM coding technique. Online filtering and segmentation 
techniques were used for selective analysis based on geographic data. 

Results
516 Responses were collected, of which 477 were submitted by radiologists and 
radiologists in training. Table 1 gives an overview of the demographic distribution 
and main activities of all participants. 277 participants came from Europe and 127 
from North America (USA: 121, Canada: 6). 

Table 1 | Participant demographics (n = 477). 

Country Type of practice
n (%) AH PH PRP

Europe  277 (58) 33 % 46 % 21 %
North-America  127 (27) 78 % 6 % 16 %
Asia  38 (8) 32 % 42 % 26 %
South-America  21 (4) 14 % 24 % 62 %
Africa  14 (3) 43 % 36 % 21 %

Total  477  (100) 44 % 34 % 22 %

AH = Academic Hospital
PH = Public Hospital
PRP = Private Radiology Practice 

or Private Hospital

85 % of all participants reported using social media, with the US-based radiologists 
surpassing their European colleagues (89 vs 80 %). Primary work environment 
does not significantly influence the usage of social media. Most participants 
(76 %) are using social media for both private and professional purposes, 15 % 
use them solely for private purposes and 10 % solely for professional purposes. 
76 % of all users have the opinion that social media are popular for private 
purposes, whereas only 34 % says they are popular for professional usage, which 
means that private usage of social media is preferred above professional usage. 
When comparing the popularity of social media between radiologists located in 
the USA and Europe, the results are similar for both private (USA 94 %, Europe 
91 %) and professional (USA 41 %, Europe 35 %) usage of social media. The main 
stated reason for not using social media professionally is an unwillingness to mix 
personal and professional matters (RS 5,4), followed by lack of time (RS 5,2) and 
reluctance to have direct contact with patients through social media (RS 4,5). Of 
the non-users 39 % stated that they do not plan to use social media in the future, 
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and an equal percentage is still in doubt about this. 

Almost half of all respondents use social media more than once a day (49 %), 
25 % uses them only once a day and 15 % a few times a week. Table 2 shows 
the ranking of social media channels for general purposes (i.e. not discerning 
between private and professional usage). The participants were asked to 
select the platform they would prefer to use if only 1 platform was available. 
Facebook is by far the most popular platform (51 %), followed by LinkedIn and 
Twitter. Among US-radiologists Twitter takes second place, whereas for most 
Europeans LinkedIn was chosen second. 

Table 2 | The most popular social 
media for general purposes for 
the total group of participants, 
for participants from Europe and 
for participants from the USA. The 
percentages are calculated for each 
group separately. The platforms 
most frequently mentioned in the 
“other” option were WhatsApp, 
Instagram and ResearchGate (in 
order of preference). Xing is a 
busines network that is mainly used 
in German speaking countries.

Platform Europe 
(n) %

USA  
(n) %

Total 
(n) %

Facebook  (127) 46  (62) 49  (243) 51

LinkedIn  (91) 33  (20) 16  (119) 25

Twitter  (44) 16  (34) 27  (86) 18

YouTube  (39) 14  (8) 6  (57) 12

Google+  (22) 8  (5) 4  (38) 8

Other  (17) 6  (5) 4  (29) 6

Xing  (3) 1  (0) 0  (3) 1

For GENERAL purposes
Choice Name Europe USA Total

1 Facebook 42 % 46 % 48 %
2 LinkedIn 26 % 30 % 25 %
3 Twitter 25 % 18 % 21 %

For PROFESSIONAL purposes
Choice Name Europe USA Total

1 LinkedIn 56 % 32 % 45 %
2 Facebook 32 % 15 % 21 %
3 Twitter 24 % 47 % 19 %

Table 3 | Favorite social media platforms. 

Table 3 displays the answers to the open questions about preferred platforms for 
general and professional purposes. The participants had to fill-in the names of 
their three most favorite platforms, choice number 1 being the most preferred 
one. The percentages are calculated by comparing the number of participants 
with the same preference to 
the total number of participants 
within each (geographic) group. 
For general purposes, Facebook 
was mentioned most frequently 
as first (48 %). Many participants 
(13 %) also referred to Youtube 
and Instagram, whereas Google+ 
was only mentioned by 5 % of 
participants. 
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In a professional context most participants opt for LinkedIn as their first choice 
and Facebook as their second choice. For the USA-based radiologists Twitter is 
the platform of choice for professional use with LinkedIn coming in second. For 
most Europeans however, LinkedIn is their first choice, followed by Facebook. 
US participants (19 %) also mention Doximity in their second and third choices; 
YouTube obtained a 12 % score in the list of third choice platforms for professional 
usage. 

Table 4 shows the reasons for radiologists to use social media professionally. The 
percentages displayed are calculated from the number of participants who chose 
each answer in each group. The main stated reason is the ability to stay informed 
about the latest news and developments in radiology and the second, the ability 
to communicate with other colleagues about radiology-related topics. For the 
US-based participants the possibility of increasing their influence and promoting 
ideas is the third most important stated reason for using social media, together 
with making radiology more visible to patients (50 %). European participants 
consider the possibility of being able to share and discuss interesting cases 
relatively more important. Also the ability to market radiology services and get 
better contact with both clinicians and patients are stronger incentives for USA-

Europe USA Total
1 To stay informed about the latest news & developments in radi-

ology 64 63 65
2 To communicate with colleagues about radiology-related topics 

(national and international) 35 66 49
3 To share and discuss interesting or difficult cases/images with 

colleagues 32 21 34
4 To increase my influence and promote my ideas/vision among 

radiologists 24 50 29
5 To make our profession more visible for patients 19 50 27
6 To make my expertise and knowledge available for teaching 

purposes 22 27 25
7 To market our team and services 16 31 19
8 To become more “social” with both patients and clinicians 16 29 18
9 To enable patients to communicate with radiologists 16 26 17

10 To inform patients about the examinations they will undergo 5 10 7
11 To get feedback from patients (both positive and negative) 6 6 6
12 To discuss radiological images with patients 3 3 4
13 To apply for a job or to be visible for recruiters 3 4 3

Table 4 | Reasons for Radiologists to use social media professionally  
(figures displayed are the % of participants). 
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based than for European participants. Informing patients about the examinations 
they will undergo or obtaining their feedback are overall relatively less important 
reasons to use social media. A relatively small group of participants is using social 
media for job applications. 

Table 5 shows what radiologists perceive to be the risks or disadvantages of 
social media. Most participants indicate that they are concerned about the 
lack of sufficient legislation, guidelines and policies about using social media in 
healthcare. In this context they are also concerned about breaching the privacy of 
both radiologists and patients. 

1 Insufficient legislation, guidelines and policies 75 %

2 Risk for privacy of the patients 39 %

3 Risk for privacy of radiologists 39 %

4 Insufficient knowledge about SoMe among radiologists 37 %

5 Distraction from clinical activities 28 %

6 Deprivation from real social contact with others 18 %

7 Danger of negative comments on our practice 13 %

Table 5 | Ranking of risks and disadvantages of using social media.

Eighty-two percent of participants are using social media for educational purposes. 
The most popular interactive platform is the Radiopaedia Facebook page. Most 
European participants mentioned the myESR Facebook page as their second 
choice and Twitter as their third choice. 10 % of US-based radiologists co-ranked 
Twitter, CTisUS on Facebook, Doximity and RadRounds as their second choice for 
education. ResearchGate is the most popular third choice (21 %). Respondents like 
to use social media for educational purposes mainly because it helps them to stay 
informed about new and interesting scientific papers or publications (64 %) and 
secondly because they are able to see and discuss interesting cases (48 %). Other 
reasons are the possibility to follow interesting opinion makers in radiology (41 %) 
and to distribute and discuss interesting papers with colleagues (35 %). 26 % of 
participants are familiar with “Figure 1”, which is a dedicated mobile platform for 
medical professionals. Few participants (40 %) like the platform mainly because 
of its educational value (20 %), international character (18 %) and easy and secure 
medical images haring features (11 %).



208

Impact of information technology on radiology services

 R
ad
io
lo
gi
st
s’ 
us
ag
e 
of
 s
oc
ia
l m

ed
ia
: r
es
ul
ts
 o
f t
he
 R
AN

SO
M
 s
ur
ve
y

Table 6 addresses the importance of social media during radiological meetings. 
More than half (56 %) of all respondents like using social media during such 
meetings, the main reason being the fact that they facilitate the interaction 
between attendees. USA-based radiologists apparently benefit more from 
this “socializing” effect than their European counterparts, whereas Europeans 
attach more value to the information provided through social media during such 
meetings. 

Do you like using social media during radiological meetings? Europe USA Total

n (%) n (%) n (%)

1 Yes because they facilitate interaction between attendees  29 (24)  26 (35)  61 (27)

2 Yes because they give me interesting information during  
the meeting  26 (22)  11 (15)  20 (45)

3 Yes because they help me to select the best lectures  10 (8)  3 (4)  20 (8)

4 No  54 (45)  33 (45)  99 (44)

Table 6 | Usage of social media during radiological meetings.

A large majority of participants sees a great future for social media in medicine 
and radiology (85 %). Most participants (73 %) believe that radiologists should 
engage more in social media because it enables them to find or provide relevant 
information (RS 3), because they are valuable for education and teaching (RS 2,7), 
because they are helpful in communication (RS 2,6) and because they can be 
used for marketing purposes (RS 1,7). There was no difference in ranking scores 
between the European and USA-based radiologists. 86 % of respondents support 
the idea that it should be possible to share radiological images safely via social 
media. 25 % of participants support the idea that patients should be able to share 
their medical information and radiological images through social networks and a 
similar percentage (26 %) opposes this notion.

Discussion

Principal results
The first aim of this study was to investigate how radiologists are using social 
media and how they are integrating it into their professional activities. The second 
aim was to detect any differences in tendencies between radiologists based in 
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Europe and North America regarding their usage of social media. The results show 
that a large majority of surveyed radiologists is using social media mostly for both 
private and professional reasons, with a clear preference for the private usage. For 
three quarters of all participating users, social media are popular for private usage 
and for less than half of them (34 %) social media are popular for professional 
purposes. A similar discrepancy is visible in Europe and the USA. These data in 
combination with fact that 39 % of the non-users are not planning to use social 
media in the future and that as many are still in doubt about doing this, suggests 
that there are still some barriers to the use of social media. One of the most 
important cited reasons for not using social media is the fear of mixing personal 
and professional information. These findings also fit with the so-called online 
identity crisis of physicians, as described by M. DeCamp [10]. This online crisis 
is caused by the practical difficulties associated with strictly separating online 
professional and personal identities. DeCamp however states that, although 
most social media guidelines for medical professionals still recommend keeping 
personal and professional identities separated, it’s operationally impossible and 
even nonsensical to separate online personal and professional identities [10]. 
Furthermore many radiologists are reluctant to engage directly with patients 
using social media, which might be caused by an underlying anxiety about 
reputational damage and malpractice liability. Several lawsuits have already 
been conducted against physicians accused by patients of violating the privacy of 
medical information [6]. The second most important reason cited for radiologists’ 
avoidance of social media is a shortage of time. In the 2013 survey conducted by 
Antheunis et al. the main barrier reported was the inefficiency of social media in 
terms of the perceived extra burden of time and resources placed on physicians [6]. 
It does seem, however, that the perceived need for familiarity with and improved 
knowledge of social media will lower barriers to their use. Increased integration of 
social media in postgraduate educational programs could be a gateway to solve the 
existing online identity crisis [10,11]. The fact that 75 % of our survey participants 
think that currently there is insufficient legislation, guidelines and policies for 
social media also demonstrates the necessity of further consensus building within 
the profession about how to use social media efficiently as radiologist, without 
violating patient confidentiality, personal privacy and professional reputation. 
A discussion may be timely about how healthcare payment policy will need to 
recognize physicians’ professional use of social media [6]. 
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Facebook is by far the most popular platform among the survey participants for 
general social media activity, followed by LinkedIn and Twitter (see Table 3). Other 
recent studies also confirm Facebook’s preferred status for approximately 60 % of 
physicians [12,13]. The ranking of social media for professional purposes appears 
to be different, since for most participants LinkedIn is the first choice, followed by 
Facebook and Twitter. These findings are in accordance with a 2013 Dutch study 
in showed that 59 % of HCPs use one or more social media with a preference for 
Facebook. A quarter of HCP’s uses social media for professional reasons, preferring 
LinkedIn followed by Twitter. From our study it appears that among US-based 
radiologists Twitter outstrips LinkedIn for professional usage. Twitter does have 
the advantage of being a more flexible medium for sharing thoughts and actively 
engaging in discussions or so-called “tweet-chats” [14]. Analysis of Twitter traffic 
by the analytics platform Symplur (http://www.symplur.com), demonstrates 
that about 3.5 times as many US radiologists are using Twitter as their European 
counterparts (personal communication, June 24, 2015). From the study results it 
also appears that for US-based radiologists the second most important reason for 
using social media is the potential to promote ideas, increase influence and make 
radiologists more visible to patients. In a recent study it was shown that US-based 
AHs and PRPs are increasingly using Twitter to promote their activities and thus 
to increase their visibility [8]. The 2013 Dutch survey also showed that marketing 
and “presenting the hospital in the outer world” were among the most important 
drivers for HCPs to use Twitter professionally [6]. In the context of a changing 
healthcare environment and growing patient empowerment, use of social media 
is congruent with the ACR Imaging 3.0 initiative to maximize the perceived value 
and visibility of the radiologist. Connecting with patients through social media 
should enable radiologists to provide patients with general medical information 
and gain valuable insight in patients’ perceptions about radiological examinations 
and services. [8, 15, 16]. 

A large majority (82 %) of survey-participants is aware of the educational 
opportunities offered by social media. The Radiopaedia Facebook page is the most 
preferred platform among the educational social media for radiologists. 54 % 
of radiologists like to use social media during radiological meetings. Twitter has 
been reported to increase the engagement of participants at national radiology 
meetings [17]. During such meetings so-called “tweet-chats” are increasingly 
organized, which are pre-arranged chats or discussions on Twitter. By using the 
hashtag-meeting name (e.g. #JACR) in every tweet, all meeting-related tweets 
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are linked in a live Twitter-conversation between users following the meeting 
on site or from distance [18]. In the ASNR 2015 tweet-chat on the role of social 
media in scientific meetings it was concluded that the main advantage of social 
media during such meetings is the fact that they “...allow attendees to post 
comments about sessions, engage in dialogue about content and interact with 
non-attendees”. The tweet-chat participants also believed that the role of social 
media in radiology meetings would not only grow but that social media could even 
turn into a real-time peer review of the sessions [19]. The results of the RANSOM-
survey also indicate that using such platforms during meetings is appreciated 
by radiologists mainly because of the facilities it offers for “socializing” and for 
distributing relevant information.

Most of the radiologists surveyed are also in favor of sharing radiological images 
safely via social media among radiologists, whereas the idea that patients 
should be able to distribute their images through social networks garnered less 
support. From this survey it appears that the usage of social media applications 
primarily aimed at image sharing is low. This concurs with the findings of a 
recently published study from Glover et al., which states that radiologists have 
not yet found much value in utilizing these services despite the image-dependent 
nature of radiology [8]. For sharing images and medical information more safely 
protecting the patient confidentiality new platforms exclusively targeting medical 
professionals are emerging, such as Figure1 (http://www.figure1.com), which 
has been touted as “Instagram for doctors”. Despite being a good example of a 
dedicated professional social platform with the potential to improve international 
communication and collaboration in teaching, it appears from our survey that few 
respondents are familiar with it and that even less are using it.

From the results of this survey can be deduced that there is potential for more 
active engagement of radiologists in social media for professional purposes. 
Adoption and integration of social media into radiological practice is strongly 
dependent on the perceived usefulness and value of the technology offered 
[20]. Efforts should be made to make radiologists more aware of the potential 
advantages and usefulness of social networking for professional purposes and to 
improve their skills in using them. In addition radiological societies should create 
clear codes of conduct to help radiologists in using these platforms safely and 
efficiently. The investment of time which physicians make in social media is an 
area for future research as it pertains to workload benchmarks and financial 
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compensation. An important unanswered question is whether a change in the 
prevailing attitude of medical professionals to the use of social media will in fact 
have a positive impact on health outcomes.

Limitations

Although the survey has provided some interesting insights into the motives 
behind the use and non-use of social media by radiologists, the study has a 
number of limitations. First of all, participants were mainly recruited online, 
which may have caused some bias in favor of radiologists with easier access to 
online communication methods. 78 % (403) of all responses can be assigned to 
web-links that were distributed by a variety of digital media including e-mails, 
newsletters and social media posting. Although it is not possible to calculate 
and compare the ratio of the media used, it cannot be excluded that a bias was 
introduced by responses elicited through social media postings. The remaining 
22 % (113) of responses can be assigned to an invitation directly generated by the 
survey platform (SM), of which 103 were based upon e-mail and only 10 upon a 
Facebook posting. For this group the potential selection bias is less significant. The 
response rate on invitations distributed by newsletters and social media postings 
is estimated at 1-2 % whereas the response rate on the mail-based invitations 
distributed directly from the survey platform was 17 % (679), meaning that most 
responses were based upon e-mail invitations, which should also reduce potential 
bias caused by social media postings. In their replies on the open questions about 
the most popular social media many participants even mentioned conventional 
websites and e-books, indicating that not all participants were well experienced 
with “social media” and again reducing the chance of significant bias caused by 
the recruitment technique. 
A second limitation of the survey is the fact that no distinction was made between 
age groups, making it impossible to discern the participants’ preferences and 
attitudes by age. 
Finally the participants from Europe, including many different countries with their 
own cultural, economic and linguistic identity, probably form a less homogeneous 
group than those from the US, making it rather difficult to compare them as two 
distinct entities.
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Conclusions

This study generates several insights regarding the usage of social media by 
radiologists. First, it appears that most radiologists are using social media, but 
mostly for a combination of private and professional reasons in which the private 
part is still predominant. Secondly, the main differences between radiologists 
located in the US and Europe regarding usage of social media can be found in the 
ranking of social media platforms for professional use, being Twitter in the US 
and LinkedIn in Europe. For the US-radiologists the main motivation to engage 
in social media is to make radiology more visible and to market their radiology 
services, whereas for European radiologists the ability to share interesting cases 
appears to be more important. 

Main messages
• Most radiologists are using social media

• They use SoMe for both private and professional purposes, but 
mainly private 

• For European radiologists LinkedIn is the preferred professional 
platform whereas most US radiologists prefer Twitter 

• For European radiologists SoMe are the most interesting to share 
and discuss interesting or difficult cases

• US-radiologists mainly use SoMe to make radiology more visible 
and to market their services
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7

Conclusions 
and 
Future
Perspectives

Since its introduction in the 1990s the Internet has been changing the world at 
unprecedented pace. The ongoing digitisation of services and industries, and 
the ease with which digital information can be stored, analysed and exchanged 
online affects several major aspects of everyday life, including healthcare. The 
impact of the “digital revolution” is so important that by several authors it is 
regarded as “the second machine age” [1]. In the “first machine age” machines 
were introduced that could replace most human- and animal-powered industries. 
Machines of the “second machine age” have gone beyond the application of 
power; they are also replacing some human mental and creative tasks. As has 
been discussed, after evolution through the static Web 1.0 and more social 
and interactive Web 2.0 phases, the Internet is currently entering the Web 3.0 
phase, in which large amounts of information (Big Data) will be shared and 
processed with unprecedented speed and power. Cloud computing is now a 
well-established technology, and offers possibilities and opportunities that were 
previously unthinkable.

In addition, rapid changes in mobile computing hardware and software are 
particularly relevant to radiology, where the day-to-day workflow is intimately 
intertwined with digital tools. Due to digitisation, a series of significant changes 
have taken place in the way radiology services are provided. What started in the 
early days of the Internet with websites, mailing lists and newsgroups, enabling 
radiologists to share their ideas with colleagues from all over the planet, has 
evolved into a digital society where patients can share their health information 
with whomever they want, using social media and other mobile applications. In 
the intervening period, the full digital department became reality and standards 
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were developed to transmit radiological images electronically for purposes of 
diagnosis and research. Radiologists started to offer reading services at large 
distances through teleradiology for example.

But the medical digital revolution is not over yet. Currently, the advances and 
trends in mobile computing are reshaping radiology and medicine in general. 
Today patients are becoming empowered to actively monitor and manage 
their health, and healthcare providers are developing new services to facilitate 
patients in this process, such as patient portals. Thanks to these so-called 
i-Portals patients can now schedule virtual consultations and have access to their 
electronic medical record (EMR, EHR), including radiological images and reports 
[2]. In addition, an even greater enhancement to care can be expected through a 
personalised electronic key that enables patients to grant access to their data to 
a healthcare provider of choice, independent from place and time [3].

This process of ongoing digitisation of health-related information and the increasing 
shareability of data is causing an unstoppable shift from the traditional hospital-
centric model of healthcare towards a completely patient-centric model. Soon 
it will be possible to share every patient’s health-related data fluently between 
healthcare providers, and the information stream will become so “liquid” that it 
will run as fluently as water in a river.

Breaking down the systemised walls for the provision of care and the existing 
“silos” in which patient information is being stored is key to ongoing innovation, 
which is guiding us to the construction of “the liquid hospital”. In this future 
scenario the operational decisions of “liquid hospitals” will heavily rely on the real-
time data analytics of individual medical measurements and outcomes, and all 
relevant information will be instantaneously available for any healthcare provider 
independent of time and place. Several European hospitals, such as the Radboud 
University Hospital in Nijmegen, the Netherlands, and the New Karolinska Solna 
(NKS) University Hospital in Stockholm, Sweden, already have concrete plans to 
enable the rapid development of tomorrow’s healthcare solutions. Their approach 
is based on a more patient-centred model with the intention to deliver optimal 
personalised treatments and to reach a higher cost effectiveness. 

Due to the increasing ability to connect billions of wearable devices for the 
collection and sharing of individual health-related data, and the opportunity for 
mining those data with cloud-based technologies, the concept of personalised 
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medicine is progressively taking a leading position in the field. Medical 
interventions and medications will become tailored to the individual patient, 
based on their predicted response of the disease. It will be possible to make such 
decisions based upon combining morphologic imaging data with genomic data, 
such as that used in Radiomics (see Chapter 3).

It is the author’s opinion that this will cause a major shift in radiology from purely 
diagnostic imaging to more treatment-related imaging. Besides the morphologic 
evaluation of disease over time, quantitative and functional measurements will 
become indispensable for adequate monitoring of disease and treatment. In 
addition, new image-guided treatment techniques are being developed such 
as MRI High-Intensity Focused Ultrasound (MRI-HIFU) or MR-guided Focused 
Ultrasound (MRgFUS), image-guided radiation therapy (IGRT) and endovascular 
intervention with magnetically assisted remote control (MARC) catheters. It is 
expected that these and other image guided innovative techniques will allow more 
precise and less invasive focal intervention, will give a new boost to radiology and 
enable it to support more effective treatment of patients, and thus contribute to 
an overall improvement of healthcare.

The development of artificial intelligence (AI) has also taken major step forward in 
recent years, and much more accelerated progress is expected. IBM has developed 
the highly intelligent computer system IBM-Watson and plans to leverage the 
Watson Health Cloud “to analyze and cross-reference medical images against a 
deep trove of lab results, electronic health records, genomic tests, clinical studies 
and other health-related data sources” [4]. The IBM software with code-name 
Avicenna is able to integrate clinical data and patient history with radiological 
images and is in training to become a radiologist’s assistant [5]. Within a few years 
from now Watson - or some other similar AI system - will be sufficiently trained to 
act as a first filter for all sorts of medical images that are later examined by doctors. 
Such supercomputers will also be able to act as a form of second opinion, helping 
to confirm a radiologist’s suspicions about an unusual diagnosis. This in turn could 
cut down on superfluous and unnecessary testing, which saves patients’ time, 
money and unnecessary radiological exposure [6]. In addition, such AI applications 
can also play a particularly crucial role in areas that are underserved by advanced 
medicine, and the overall enhanced access to the Cloud through mobile devices 
will undoubtedly contribute to this positive evolution.
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It could be questioned however to what extent image analysis will be performed 
by computers instead of radiologists in the future, and what effect this will 
have on the “ownership” of the technology. Such evolution could translate into 
a challenge about the value of the work and the compensation of radiologists 
[7]. It is the author’s opinion that radiologists should not ask whether AI could 
or will replace them, but rather see it as a valuable and helpful tool. Radiologists 
should embrace AI, not only to increase production, speed up their work and to 
reduce errors, but also to facilitate the integration of quantitative and radiomics-
based image analysis in the flow towards a more personalised treatment process. 
Optimal integration of AI in the delivery of radiology services will probably also 
positively contribute to the value of radiologists’ participation in multidisciplinary 
teamwork.

In addition, another progressively value-gaining and probably competitive 
paradigm is the so-called “liquid biopsy”. The liquid biopsy or blood-sample test is 
based upon the analysis of circulating tumor cells (CTCs) and fragments of tumor-
cell DNA (circulating tumor DNA or ctDNA) in the blood of cancer patients. These 
biomarkers are continuously shed by tumours into the bloodstream and therefore 
enable real-time monitoring of tumour dynamics, during treatment for example. 
This technological development could make it possible to diagnose and manage 
cancer from repeated blood tests [7, 8]. It should be questioned to what extent 
such blood tests will affect the value of traditional imaging techniques such as CT, 
PET-CT and even PET-MRI, and of semi-invasive techniques such as the image-
guided tissue biopsy, which is mostly performed by radiologists.

In the perspective of such upcoming changes, radiologists should add a new 
dimension to their isolated “reporting” role by engaging themselves more actively 
in the therapeutic decision-making process, and by offering new non-invasive 
image-guided treatments (Fig. 1). Radiologist will have to play a crucial role in 
efficiently communicating with both clinicians and patients in order to assist 
them in making the optimal decisions regarding diagnosis and treatment. Further 
integration of structured reporting in the workflow will positively contribute to 
this necessary transformation of the radiologists’ role. Structured reporting not 
only makes it possible to invisibly add searchable codes to the description, but 
also facilitates seamless and automated integration of quantitative findings in the 
report. New software is already being developed to create easy-to-use multimedia 
structured reports [9] [10]. By such software it is possible to tag key images with 
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Figure 1: The future role of the radiologist will be more patient-centric. Patient information 
and images will be stored in a cloud-based electronic health record. The patient will be able to 
provide access to this information by using an electronic key. The radiologist will make use of 
cloud-based platforms to communicate with the patient, manage workflow, perform advanced 
image analysis and to actively contribute to the patient’s treatment (SoMe: social media, EHR: 
Electronic Health Record).
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anatomy and pathology terms as well as the narrative descriptions dictated by the 
radiologist, similar to the way pictures are tagged on Facebook. The software is 
able to assemble all data into a graphical representation of the patient, with the 
key images linked to anatomical sites (Fig. 2). To optimally integrate such software 
in the radiologists’ workflow, it should be possible to automatically create such 
multimedia reports from the radiologist’s standard (structured) report. 
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Figure 2 | A software system to create a multimedia structured reporting system presents 
radiology reports as a graphical representation of a patient with the key images linked to 
anatomical sites (With permission of David J. Vining, March 2016)
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Media-rich reports will create value for both referring physicians and patients. 
From these reports, the referring physicians will not have to guess anymore what 
the radiologist is referring to. In addition the need to translate in lay language 
what a radiologist says in a report will be eliminated, since the key findings can 
be directly annotated and marked on the images. In the future, however, it will 
not be enough just to convey results in a clear manner to the right provider at the 
right time. Beyond communicating results, it is also important for radiologists to 
know that the referring physician has received the report and appropriately acted 
upon it. An infrastructure will need to be created around the report such that, 
depending on the nature of the findings, the referring physician can be pinged via 
text message or email if he/she has not at least acknowledged receipt of a report 
within a given time frame [10].

New standards will have to be developed to ensure that both the quantitative data 
and multimedia contents of these multimedia-style structured reports are easily 
transportable and “machine readable”, so that they can be integrated in other 
applications. It will also be necessary for healthcare organisations and policy-
makers to fundamentally change their vision and decision-making relating to key 
areas of the field. They will have to make decisions on the support of seamless 
data-sharing with appropriate security and privacy protections, the creation of 
new policy guidelines for national and international collaboration, and making 
strategic investments in the creation of a patient-centric liquid hospitals.

From this thesis it should be clear that the quantum leaps that have been made 
in information technology during the past few decades, have had and still have 
a major impact on radiology. An unstoppable revolution is taking place that is 
leading to a significant change in the value of medical imaging and the role of the 
radiologist. A greater awareness of this ongoing metamorphosis in radiology and 
medicine should help radiologists to capitalise on the new possibilities that are 
created and to adapt and improve their services, for the benefit of the patient.
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Chapter 1 is an introduction. The ongoing revolution in medicine is described, 
which is mainly caused by the rapid evolution of the Internet and the concomitant 
exponential progress in the digitisation of medical information. Several questions 
are formulated regarding the importance and the impact of these digital 
innovations on radiology services. In this chapter the author provides information 
about the background, the methodology and the design of this thesis.

 

Chapter 2 describes the goals of this thesis, which are to discuss and explain the 
following propositions:

1. The digitisation of medical imaging and the fast progress that is being made in 
information and communication technology have a significant impact on the 
way radiological services are delivered. 

2. The widespread availability of the Internet has resulted in the development of 
new services for radiologists, which are mainly related to communication and 
digital distribution of images.

3. The possibility to exchange medical information and radiological images 
digitally has played a crucial role in the development of teleradiology.

4. Teleradiology is a general term for a wide range of applications that allow the 
exchange of radiological images.
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5. Teleradiology has developed in a different way in the EU and in the US.

6. Teleradiology is here to stay, although chances are high that the format and 
types of applications of teleradiology will change, as both the underlying 
technology and the practice of medicine are currently subject to crucial 
changes.

7. Major new trends such as the increasing popularity of mobile devices and 
social media, the progress of e-Health as part of the Internet of Things, and 
growing patient empowerment, will have a significant impact on the way 
radiological services are delivered in the future.

Chapter 3 gives a concise overview of the developments that took place during 
the past few decennia regarding the development of the Internet and digitisation 
of radiological images. The different phases of the Internet, particularly in going 
from Web 1.0 to Web 3.0, are described, and their connection with the digitisation 
process in radiology is explained. The new developments in storing and sharing of 
medical images and their effect on radiological services are discussed. A future 
perspective with remaining challenges is provided. This overview can be used as a 
guide during the reading of the other chapters of this thesis.

Chapter 4 focuses on the first new applications that were developed for radiology 
immediately after the launching of the public Internet in the late 1990s. It mainly 
concerns the creation of different Internet services facilitating international 
communication between radiologists, both for professional and educational 
purposes. The first steps towards the digital exchange of images are explained, 
and particular attention is paid to the EUFORA mailing list.

Chapter 5 describes the evolution and trends concerning the digital distribution 
of radiological images for purposes of teleradiology. The associated issues are 
discussed in detail, both in legal terms and in terms of patient safety and quality 
management. The existing vision and guidelines of the European and American 
radiological societies are explained in detail and compared.
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Chapter 6 discusses the more recent changes in communication and electronic 
dissemination of medical information. Particular attention is paid to the increasing 
use of disruptive innovations in medicine and radiology, with a special focus on 
social media. Both the benefits and potential risks associated with the use of such 
platforms are further analysed and discussed.

Chapter 7 gives a concise overview of the changes that have taken place in the past 
few decennia. In this chapter a prediction of what is likely to change in radiology 
is made, based upon observations and analysis of the ongoing digital revolution. 
The future role of the radiologist is also outlined.
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Hoofdstuk 1 is een inleiding. De aan gang zijnde revolutie in de geneeskunde wordt 
beschreven, met als voornaamste oorzaak de combinatie van de onstuitbare 
ontwikkeling van het Internet en de razendsnelle vooruitgang in de digitalisering 
van medische informatie. De auteur formuleert meerdere vragen betreffende de 
impact van deze digitale innovaties op de radiologische dienstverlening. In dit 
hoofdstuk wordt toelichting gegeven betreffende de achtergrond, de gebruikte 
methodologie en de structuur van deze thesis.

Hoofdstuk 2 omschrijft de stellingen van dit proefschrift:

1. De digitalisering van medische beeldvorming en de snelle vooruitgang van de 
informatie- en communicatietechnologie hebben een significante impact op 
de radiologische dienstverlening.

2. De komst van het Internet heeft geleid tot de beschikbaarheid van nieuwe 
technieken en diensten voor radiologen, vooral wat betreft de mogelijkheden 
tot communicatie en digitale distributie van beelden.

3. De mogelijkheid om medische informatie en radiologische beelden digitaal 
uit te wisselen heeft een cruciale rol gespeeld in het tot stand komen van 
teleradiologie.
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4. Teleradiologie is een algemeen begrip voor een brede waaier van toepassingen 
waarmee radiologische beelden en informatie kunnen worden uitgewisseld 
langs digitale weg. 

5. Teleradiologie heeft zich op een verschillende manier ontwikkeld in de EU en 
in de VS.

6. Teleradiologie zal blijven bestaan, hoewel de kans groot is dat de vorm en 
de toepassingen zullen veranderen, aangezien zowel de onderliggende 
technologie als de wijze waarop geneeskunde beoefend wordt onderhevig 
zijn aan cruciale veranderingen.

7. Belangrijke nieuwe trends, zoals de stijgende populariteit van mobile devices 
en social media, de progressieve omschakeling naar e-Health, de integratie 
van de Internet of Things in de zorg en de toenemende patient empowerment, 
hebben een significante impact op de manier waarop de radiologische 
dienstverlening in de toekomst zal plaatsvinden.

Hoofdstuk 3 geeft een beknopt overzicht van de ontwikkelingen die tijdens de 
laatste twee decennia hebben plaatsgevonden betreffende de ontwikkeling van 
het Internet en digitalisering van radiologische beelden. De verschillende stadia van 
het Internet worden beschreven, vanaf Web 1.0 tot en met Web 3.0, en er wordt 
verder ingegaan op de samenhang tussen deze veranderingen en de digitalisering 
binnen de radiologie. De nieuwe ontwikkelingen inzake beschikbaarheid en 
distributie van medische beelden en informatie wordt nader toegelicht alsook 
het effect hiervan op de radiologische dienstverlening. Een toekomstperspectief 
met nieuwe uitdagingen wordt geschetst. Dit overzicht kan gebruikt worden als 
leidraad bij het lezen van de overige hoofdstukken van dit proefschrift.

Hoofdstuk 4 gaat dieper in op de eerste radiologische toepassingen die ontstaan 
zijn kort na het beschikbaar komen van het publieke Internet. Het gaat vooral 
over het gebruik van verschillende Internet services voor het vergemakkelijken 
van onderlinge communicatie tussen radiologen, zowel voor professionele als 
voor educatieve doeleinden. De eerste stappen tot digitale uitwisseling van 
radiologische beelden via het Internet worden hierbij toegelicht.
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Hoofdstuk 5 beschrijft de evolutie en tendensen betreffende het elektronisch 
verzenden van radiologische beelden voor teleradiologie-doeleinden. De hieraan 
gekoppelde problematiek wordt in detail besproken, zowel op het juridische vlak 
als op het gebied van patiëntveiligheid en kwaliteitsmanagement. De bestaande 
visie en richtlijnen van de Europese en Amerikaanse radiologische organisaties 
worden in detail toegelicht en onderling vergeleken.

Hoofdstuk 6 gaat in op de meer recente veranderingen inzake communicatie 
en het elektronisch verspreiden van medische informatie. Hierbij wordt vooral 
aandacht besteed aan het toenemende gebruik van disruptieve innovaties binnen 
de geneeskunde en de radiologie, met name vooral de social media. Zowel de 
voordelen als mogelijke risico’s van het gebruik van dergelijke platformen worden 
nader geanalyseerd en besproken.

Hoofdstuk 7 geeft een kort overzicht over de veranderingen die in de laatste 
twee decennia plaatsvonden. Er wordt vooruit gekeken naar de op til zijnde 
veranderingen in de geneeskunde en de radiologie, in de context van de aan gang 
zijnde digitale revolutie. Er wordt een beeld geschetst van de toekomstige rol van 
de radioloog. 
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Internetkommunikation 
in der Radiologie*

hen. Die Effizienz der e-mail kann da-
durch ausgedrückt werden, dass der
Großteil, wenn korrekt adressiert, auch
das Ziel erreicht. Ist dies nicht der Fall,
wird der Absender durch eine „fault
message“ oder „failed delivery notice“
informiert. Im Internetsprachgebrauch
wird eine derartige Nachricht als
„bounced“ bezeichnet. Analog zur kon-
ventionellen Briefpost kann der Absender
grundsätzlich nur vermuten, dass der
Empfänger seine Nachricht liest, wenn-
gleich es mit einigen Programmen
möglich ist, eine automatische Bestäti-
gung beim Öffnen einer e-mail-Nach-
richt an den Absender zu senden.
e-mails sind eine so genannte asynchrone
Kommunikationsform, d. h. der Zeit-
punkt des Versands wird vom Absender
determiniert, der Empfänger kann sie
unabhängig später abrufen; nachteilige
Effekte durch unterschiedliche Zeitzo-
nen bzw. Arbeitsunterbrechungen kön-
nen vermieden werden [6, 10,].

Um den Geschwindigkeitsvorteil
der e-mail-Dienste auch wirklich nut-
zen zu können, müssen die Nachrichten
vom Mail-Server rasch abrufbar sein.
Benutzer, die per telefonischer Einwahl
die Verbindung zu ihrem Provider auf-
bauen, müssen den Zeitaufwand des re-
gelmäßigen Einwählens zur Suche nach

Die elektronische Post (electronic
mail, e-mail) ist eine Technik zur digi-
talen Informationsübermittlung zwi-
schen Individuen unter Nutzung von
Computern. Die Daten können als Text-
datei oder, und dies in zunehmendem
Maß, im binären Datenformat versandt
werden. Beispiele binärer Daten sind
Dokumente, die mit Textverarbeitungs-
oder Tabellenkalkulationsprogrammen
hergestellt wurden, Klangdateien oder
Ähnliches. e-mails sind der mit Ab-
stand am häufigsten genutzte Dienst
des Internets und die effektivste Kom-
munikationsform, die je zur Verfügung
stand [6, 20]. Während das Internet für
den durchschnittlichen Anwender in
den frühen 90er Jahren zugänglich
wurde, wurde die erste e-mail bereits
1972 mit Hilfe des ARPANET, dem Vor-
läufer des Internets, versandt [23]. Die
Vorteile der e-mail gegenüber traditio-
neller Post (von Insidern auch als „snail
mail“ bezeichnet) sind ihre Geschwin-
digkeit, die günstigen Kosten und die
hohe Effizienz [6, 22]. Die Dauer der
Nachrichtenübermittlung wird von
Faktoren wie der Verbindungsge-
schwindigkeit (oder Bandbreite), dem
„Verkehrsaufkommen“ im Internet und
der Zahl der individuellen Netzwerke,
die durchlaufen werden, beeinflusst.
Die Kosten sind unabhängig von den
geographischen Distanzen, eine Nach-
richtenübermittlung von New York
nach Berlin ist ebenso teuer wie von
Heidelberg nach Berlin. Über 90% der
Nachrichten erreichen auch in Spitzen-
zeiten ihr Ziel innerhalb von 5 min [21].
Die Größe der versandten Dateien be-
einflussen die Kosten insofern, als da-
mit längere Übertragungszeiten entste-
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Zusammenfassung

e-mail ist ein Internetdienst zur Versendung
von Nachrichten und binären Dateien
zwischen Einzelpersonen oder zur Teilnahme
an Diskussionsgruppen.Technische Voraus-
setzung sind ein e-mail-Reader, ein Client-
Programm, das zum Abrufen von Nachrich-
ten von einem e-mail-Server dient oder eine
der zahlreichen Einrichtungen des World
wide web (WWW), die ebenfalls e-mails
darstellen. So genannte Newsgroups ermög-
lichen es, gleich gesinnte Personen über
bestimmte Themen zu informieren, wobei
üblicherweise der Zugang nicht limitiert ist
und die Gesprächsteilnehmer nicht ausge-
sucht werden können.
Resümee: Ziel dieses Beitrags ist es, Radio-
logen eine Einführung in die Nutzung von 
e-mails, Mailing-Listen und Newsgroups, den
häufigsten Kommunikationsdiensten des
Internets, zu geben. Ihre Funktionsweise und
Anwendungsmöglichkeiten auf dem Gebiet
der bildgebenden Diagnostik werden eben-
so wie Limitationen und Sicherheitsaspekte
diskutiert.
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evtl. aktuell eingegangenen e-mails ein-
kalkulieren. Ein weiterer Punkt ist die
Übung in der Nutzung einer Tastatur,
die v. a. für Neueinsteiger eine Barriere
darstellen kann. Auch Schreibstil und
Umgangsformen, im Fachjargon als
„Nettikette“ bezeichnet, können in Ein-
zelfällen Schwierigkeiten bereiten.
Schließlich gilt es, Sicherheitsaspekte
bei der Nutzung des Internets zu beach-
ten [1, 10, 20]: Jede Nachricht kann von
Personen, die über entsprechende tech-
nische Voraussetzungen und Kenntnisse
verfügen, an jedweder Maschine, die
von der Nachricht passiert wird, gelesen
werden. Eine Verschlüsselung von Tex-
ten ist grundsätzlich möglich [1]. Auch
Computerviren, die die gespeicherten
Daten des Empfängers zerstören kön-
nen, sind mit e-mails übertragbar.

All diese Fragestellungen und
mögliche Lösungsansätze, unter beson-
derer Berücksichtigung des Anwen-
dungsgebiets der bildgebenden Dia-
gnostik, werden im Folgenden beleuch-
tet, wobei diesem Artikel profunde Re-
cherchen des Internets nach radiologi-
schen Applikationen, die mit kommer-
ziell erhältlicher Windows-basierter
Software (Microsoft, Richmond, VA)
handhabbar sind, zugrunde liegen (Ta-
belle 1). Radiologische Mailing-Listen
wurden nach der jeweiligen Zielgruppe,
der Zahl der Abonnenten, der Art der
gebotenen Information und der Häu-
figkeit der übermittelten Nachrichten
evaluiert.

e-mail für Radiologen

Neben den allgemeinen Vorteile der
Kommunikation mittels e-mail ergeben
sich auf dem Gebiet der Radiologie spe-
zielle Aspekte [4, 9, 15, 24].

So können bei wissenschaftlichen
Arbeiten die Manuskripte zwischen
den einzelnen Koautoren durch gegen-
seitigen Versand aktiv bearbeitet wer-
den, ohne den Text umständlich neu
tippen zu müssen. Auch die Organisati-
on von Tagungen wird vielfach erleich-
tert: Anstelle zu Vorbereitungstreffen
zu reisen, ist es heute durchwegs üblich,
Kongressprogramme, aber auch Tages-
ordnungen von Sitzungen wissen-
schaftlicher Gesellschaften über e-mail
zu gestalten.

Eine weitere Möglichkeit ergibt
sich dadurch, dass von Experten Zweit-
meinungen zu einem radiologischen
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Abstract

E-mail is an Internet service that can be used
for sending messages and binary files be-
tween individuals as well as for participating
in discussion groups. For sending and receiv-
ing these types of messages, the users must
use either a dedicated e-mail client or one of
the several mailing facilities of the World
Wide Web.The newsgroups enable like-
minded people to discuss subjects on a
group-wide basis, but access is generally not
limited, and the participants cannot be 
selected.
Conclusion: The objective of this paper is to
give radiologists an introduction to using 
e-mail, mailing lists and newsgroups, the
three most important communication
services of the Internet.The function of these
services is explained, and the advantages of
implementing them in a radiology practice
are discussed. Potential problems and 
concerns including security matters are
highlighted, and ways in which they can be
resolved are suggested.

Key words

Internet · World Wide Web · Radiology · 
Diagnostic Imaging · Information 
Management · Computer Communication
Networks

Problem weltweit durch nur eine e-
mail-Nachricht eingeholt werden kön-
nen [20]. Da mit den meisten e-mail-
Programmen binäre Daten als so ge-
nannte Attachments einer Nachricht
beigefügt werden können, lassen sich
relevante Bilddokumente mitversen-
den. Limitierender Faktor hierbei ist
die verfügbare Bandbreite im Internet,
d. h. die, vereinfacht formuliert, zum
Versand zur Verfügung stehende „Röh-
renweite“. Sie ist üblicherweise zum
Versand großer Bilddatenmengen zu
schmal, sodass die Übertragung volu-
minöser Nachrichten lange dauert oder
die Datenmengen signifikant zu redu-
zieren sind, wobei die Bildqualität um-
gekehrt proportional dem Kompressi-
onsgrad ist [6]. Im Speziellen gilt dies
für digitalisierte Röntgenbilder, die ei-
nige Megabyte an Speicherkapazität er-
fordern. Neue Kompressionsalgorith-
men, die eine für diagnostische Zwecke
ausreichende Bildqualität bei Kompres-
sionsraten von 100:1 bieten, sind derzeit
im Stadium der Entwicklung [6, 12, 22].

Die rasche und sichere Kommuni-
kation der Ergebnisse einer Röntgen-
untersuchung wird in Zukunft ent-
scheidend die Rolle des Radiologen als
Mediator zwischen Bildgeneration und
zuweisendem Arzt beeinflussen. Ent-
sprechende Bemühungen, die Effizienz
dieses Prozesses zu verbessern, be-
inhalten die Entwicklung von Syste-
men, die den elektronischen Befund-
versand mit beigefügten Bildern direkt
zum zuweisenden Arzt unmittelbar
nach Beendigung der Befundungstätig-
keit ermöglichen [6–8, 16]. Durch der-
artige Beschleunigungsprozesse in der
Patientenbetreuung können die thera-
peutische und die diagnostische Effizi-
enz gesteigert werden [5, 6].

Wissenschaftliche Verlage sind
heute üblicherweise im Internet prä-
sent. In einigen Fällen wird ein automa-
tischer kostenfreier e-mail-Service an-
geboten, der die Zusendung des In-
haltsverzeichnisses (inklusive der Kurz-
fassungen der Beiträge) jeder neuen
Ausgabe einer Fachzeitschrift beinhal-
tet. Auch die Einreichung von Manu-
skripten zur Publikation wird in zuneh-
mendem Maß mittels e-mail ermög-
licht bzw. wegen der rascheren und ein-
facheren verlagsinternen Handhabung
gefördert oder sogar zur Bedingung ge-
macht, wie auch gleichermaßen die
elektronische Übersendung von Kurz-

Radiologe
2000 · 40:350–358 © Springer-Verlag 2000

Appendix 

Appen
dix



252

| Der Radiologe 4·2000

Internet für Radiologen

352

fassungen für Kongresspräsentationen
in zunehmendem Maß üblich wird
(Abb. 1) [6].

Grundlagen der Kommunikation 
mittels e-mail

e-mail-Programme (e-mail-Clients)

Um eine e-mail verfassen, versenden
oder empfangen zu können, müssen
entweder eine spezielle Software oder
eine entsprechende, in einem Internet-
programm integrierte Applikation zur
Verfügung stehen. Die beiden am wei-
testen verbreiteten Internetprogram-
me, Netscape-Navigator und Internet-
explorer, haben derartige integrierte 
e-mail-Clients (Abb. 2). Viele andere 
e-mail-Programme sind so genannte
Freeware, sie können kostenlos aus dem
Internet auf den eigenen Computer
heruntergeladen und genutzt werden.
Standardvoraussetzungen, die ein ein-
faches e-mail-Programm bieten sollte,
sind einfache Textverarbeitungsfunk-
tionen und ein Adressbuch, um häufig
benutzte e-mail-Adressen zu speichern
und abzurufen. Der Versand von binä-
ren Dateien als Attachments, verpackt
(enkodiert) in einer für den Internet-
versand probaten Datenform, ist übli-
cherweise mit jedem guten e-mail-
Client genauso möglich wie die Dekodie-
rung derartiger Dateien beim Empfang
einer elektronischen Nachricht. e-mail-
Clients, die diese Kodierungsfunktion
automatisch erfüllen, werden als MI-
ME-tauglich (MIME: multipurpose in-
ternet mail extensions) bezeichnet [1,
10, 20]. Solche neueren Datums können
auch „HTML-enabled“ sein, was bedeu-
tet, dass die Nachricht wie eine normale
Internet-HTML-Seite formatiert ist
und auch Referenzen zu Internetseiten
oder anderen e-mail-Adressen als mit
der Maus oder Tastatur anklickbare
Verbindung (Link oder Hyperlink) op-
tisch hervorgehoben im Text angezeigt
werden [20]. Die meisten e-mail-Clients
bieten weitere Funktionen an, wie die
Archivierung von Nachrichten, die
Anzeige der Priorität oder die spezielle
Kennzeichnung von Nachrichten für
weitere Bearbeitungen. Neuere Soft-
wareversionen beinhalten Funktionen
zur Verschlüsselung und Authentifizie-
rung (s. unten), sodass als Grundregel
gelten kann, immer die neueste Version
eines potenten e-mail-Clients, mit dem

Tabelle 1
Synopsis der in diesem Artikel zitierten Adressen von Websites im Internet 
bzw. e-mails

Website Internetadresse

Software zur Benutzung des Internets (Navigation), exemplarische Beispiele

Internet Explorer 5 (Microsoft, Richmond,VA) http://www.microsoft.com
Netscape http://www.netscape.com

Suchmaschinen

Als Suchmaschinen werden im Internet anwählbare Websites bezeichnet, die vom Prinzip in der Art
eines Telefonbuchs Adressen nach bestimmten vordefinierten Kriterien auflisten

Google http://www.google.com
FAST http://www.alltheweb.com
Altavista http://www.altavista.com

Addressen zum Auffinden radiologischer Mailing-Listen und Newsgroups

LISZT mailing list directory http://www.liszt.com
Mit einem zusätzlichen speziellen Verzeichnis  http://www.liszt.com/news
für Newsgroups
ListsNet http://www.listsnet.com
Speed-Link http://www.kbx.de/
Daja.com interest finder (früher DejaNews) http://www.deja.com/
Speziell für Newsgroups http://www.deja.com/home_if.shtml

Kostenlose e-mail-Zugänge

Hotmail http://www.hotmail.com
FreeMail http://freemail.de
MedMail: spezialisiert auf die medizinische Fachwelt http://www.medmail.com

Auffinden einer e-mail-Adresse

BigFoot: beinhaltet über 18 Mio. e-mail-Adressen, http://www.bigfoot.com
die unter Eingabe des Familiennamens oder der 
Internet-Domain auffindbar sind
E-mail.de http://www.e-mail.de/email

MESA (MetaEmailSearchAgent): eine Meta-Suchmaschine des Regionalen Rechenzentrums für
Niedersachsen (RRZN) der Universität Hannover, die verschiedene Verzeichnisse simultan durchsucht
http://mesa.rrzn.uni-hannover.de/

Erklärung von Abkürzungen, die Emotionen widergeben (Smilies)

Smiley’s Server http://www.pop.at/smileys

List-Service

Listserv listserv@largnet.uwo.ca
Majordomo majordomo@majordomo.microserve.net
Listbot: eine zur Microsoftgruppe gehörende Firma http://www.listbot.com
Speed-Link GmbH http://www.kbx.de/

Elektronische Diskussionslisten

EUFORA http://eufora.listbot.com
RADIOLOGIA http://www.rediris.es/list/info/radiologia.

html#Presentación
RadCom http://radcom.org
Ultrasound http://www.drgdiaz.com/ultrasound-1.shtml
RADAHRA http://www.ahraonline.org
Nucmed ftp://ftp.largnet.uwo.ca/pub/archives/nucmed

Bedeutendste radiologische Newsgroups

sci.med.radiology
sci.med.radiology.interventional
alt.image.medical
sci.med.physics
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man vertraut ist, auf dem eigenen Per-
sonalcomputer (PC) zu installieren.

Verfassen und Versand von e-mails

Einfache e-mail-Nachrichten bestehen
aus 2 Teilen:

● der Kopfzeile (Header), deren Inhalte
mit denen eines Briefumschlags ver-
gleichbar sind, und

● dem Textkörper (Body), also dem
Briefinhalt (Abb. 3).

Der Header beinhaltet alle für den Ver-
sand relevanten Informationen, nämlich
den Absender (from header), den Emp-
fänger (to header), das Datum und den
Betreff (subject). Darüber hinaus sind
im Header Informationen zu Details der
Übertragung wie eine Message-ID, die
jede e-mail eindeutig identifiziert,der X-
Mailer zur Information des verwendeten
e-mail-Programms, die X-Priority und
anderes mehr enthalten.

Der Body beinhaltet den Text nebst
üblicherweise einer Unterschrift [13]. Um
eine e-mail versandfertig zu machen, ist
auf jeden Fall die Empfängeradresse in
den Header korrekt, d. h. exakt und ohne

e-mail offline, also ohne aktivierte Ver-
bindung, zu verfassen. Ist die e-mail
fertig gestellt, legt man sie durch Akti-
vierung der Schaltfläche (Button) „Sen-
den“ auf der Festplatte in einem Ordner
für abzusendende Nachrichten ab.
Dann, üblicherweise nach Beendigung
der gesamten elektronischen Korre-
spondenz, aktiviert man die Telefonver-
bindung mit dem Mail-Server des Pro-
viders, um alle im Postausgangsordner
bereitgestellten e-mails abzusenden.
Die meist gleichzeitig empfangenen
neu eingehenden Nachrichten werden
bei diesem Prozedere vom Mail-Server
auf den eigenen PC übertragen und in
einem Posteingangsordner abgespei-
chert, um sie nach Beendigung der Te-
lefonverbindung bearbeiten zu können.

Zum Versand der e-mails zwischen
den Mail-Servern der Provider wird üb-
licherweise das so genannte Simple
mail transfer protocol (SMTP) benutzt,
der Endnutzer ruft seine Mails meist
mit der Post office protocol version 3
(POP 3) ab [10]. Zur Konfiguration des
e-mail-Clients sind neben der Kenntnis
des verwendeten Protokolls der Server-
name und die Zugangsdaten nötig.

Kostenpflichtige 
und freie e-mail-Zugänge

Eine e-mail-Adresse bekommt, wer sich
gegen Kosten bei einem Provider (oder
Internetserviceprovider, ISP) anmeldet,
d. h. bei einer Firma, die über mit dem
Internet verbundene Mail-Server ver-
fügt. Neben einer Fülle unterschiedli-
cher Angebote am freien Markt besteht
im medizinischen Bereich an allen Uni-
versitäten, die seit den 80er Jahren in
einem Vorläufer des Internets, dem Eu-

Schreibfehler, einzufügen. Jeder Postka-
sten (Mailbox) im Internet ist durch eine
eindeutige Adresse gekennzeichnet, be-
stehend aus 2 Teilen, welche durch ein @-
Symbol getrennt sind. Der 1. Teil bezieht
sich auf den Namen des Adressinhabers,
während im 2.Teil der Name des mit dem
Internet verbundenen Computers bzw.
Mail-Servers angeführt ist.

Arbeitet man an einem über eine
Telefonleitung mit dem Mail-Server
verbundenen Computer, ist es aus Ko-
stengründen ratsam, den Text einer 

Abb. 1 � Beispiel eines Formulars zur elektronischen Übermittlung eines Abstracts einer großen
wissenschaftlichen Gesellschaft. Nach der für eine Fachgesellschaft relativ aufwendigen Implemen-
tierung eines derartigen Systems ist die Weiterverarbeitung, auch im Hinblick auf die heute nötige
extrem rasche zeitliche Abwicklung, effektiver und sicherer möglich

Abb. 2 � Integrierter e-mail-Zugang mit einem kommerziell erhältlichen und häufig genutzten
Programm (Outlook 2000 von Microsoft, Richmond, VA), im gegenständlichen Beispiel zur 
Verwaltung der Nachrichten einer Mailing-Liste verwendet
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ropean academic research network zu-
sammengeschlossen sind, meist ein ko-
stengünstiger oder kostenfreier Inter-
netzugang für Angestellte, Lehrperso-
nen und Studenten.

Es sind auch Firmen zu finden, die
e-mail-Adressen kostenfrei anbieten
(Tabelle 1), allerdings sind einige Eigen-
heiten zu beachten [20],allen voran,dass
sie völlig „webbasiert“ arbeiten, was
nichts anderes bedeutet, als dass eine
Standardsoftware für den Internetzu-
gang ausreicht und ein spezielles e-mail-
Programm nicht nötig ist. Ebenso be-
deutet dies, dass eine e-mail von jedem
mit dem Internet verbundenen Compu-
ter der Welt abgerufen werden kann, im
Gegensatz zum e-mail-Service eines ISP-
Providers.Auch bleibt die eigene e-mail-
Adresse immer die gleiche, unabhängig
davon, ob man den Provider für den In-
ternetzugang wechselt oder nicht.
Manchmal lassen sich die Mail-Server so
konfigurieren, dass auch Nachrichten
von anderen Zugängen empfangen wer-
den können, ein hilfreicher Service v. a.
für die Inhaber mehrerer e-mail-Adres-
sen, die durch Ortswechsel oder die Tä-
tigkeit in unterschiedlichen Arbeitsbe-
reichen notwendig wurden.

Auffinden einer e-mail-Adresse

Um e-mail-Adressen zu finden, gibt es
eine Reihe von Einrichtungen im Inter-
net (Tabelle 1), allerdings ist bei allen
der Nachteil der Unvollständigkeit zu
finden, da die Registrierung einer
Adresse davon abhängt, ob der Besitzer
sie veröffentlicht. Daneben gibt es auch
die grundsätzliche Möglichkeit, über
klassische Suchmaschinen (Tabelle 1)
unter Eingabe des Namens des Besit-
zers Informationen abzurufen.

verständliche Zeichenfolge zerhackt,
die der Empfänger durch Entschlüsseln
mit seinem Secret key wieder lesbar
machen kann. Mit dem Public key des
Senders kann er nun zusätzlich über-
prüfen, ob die Nachricht wirklich vom
Absender stammt. PGP bietet eine sehr
hohe Sicherheit, ist jedoch nicht in die
klassischen Mailprogramme integriert,
Anfänger haben mit den unterschiedli-
chen Versionen und Sicherheitsstufen
gelegentlich Einstiegsprobleme. Das
Konkurrenzverfahren S/MIME glänzt
durch sehr einfache Benutzung und ist
in die gängigen Clients schon inte-
griert, bietet in Europa jedoch offiziell
nur 40 Bit kurze Schlüssel an.

Die größte Gefahr geht von e-mail-
Viren aus. Je nach verwendetem System
gab es in der Vergangenheit eine ganze
Reihe von Viren, die per e-mail über das
Netz verbreitet wurden. Lästig, aber
völlig ungefährlich sind e-mails, die vor
einem angeblich gefährlichen Virus
warnen, welches jedoch gar nicht exi-
stiert. Im Gegensatz zu diesen „Hoax“
genannten Nachrichten gibt es jedoch
auch tatsächlich gefährliche Viren, die
sich innerhalb von Stunden per e-mail
über das gesamte Netz ausbreiten. Auf
dem Zielcomputer löschen sie oft Do-
kumente und senden sich als Kopie an
alle Personen im Adressbuch des Op-
fers – mit dessen Absender und ohne
sein Wissen. Ein weiterer Schwach-
punkt ist bei HTML-e-mail-Program-
men die Java-Script- und Java-Option
im Mailprogramm, die es erlaubt, dass
in einer e-mail versteckte Programme
unbemerkt ablaufen und Schaden an-
richten können. Ein beliebtes e-mail-
Attachment sind kurze Scherzprogram-
me, die u. U. nur eine Funktion vortäu-
schen, beispielsweise eine Animation,
im Hintergrund jedoch den Rechner
für den unbefugten Zugriff aus dem In-
ternet vorbereiten. Als Abwehrmaß-
nahme sollten der eigene Rechner gut
konfiguriert und keine Programme in-
stalliert werden, deren Quelle nicht be-
kannt ist. In Deutschland sind Informa-
tionen zur Sicherheit beim Bundesamt
für Sicherheit in der Informationstech-
nik zu erhalten [6].

Konventionen und „Netikette“

Da e-mails vornehmlich als rasches
Kommunikationsmittel genutzt wer-
den, sind sie knapp zu textieren, ohne

Sicherheitsaspekte

Neben den ausführlich an anderer Stel-
le dieses Hefts dargestellten Sicher-
heitsaspekten werden hier die Vertrau-
lichkeit und die Integrität einer Nach-
richt im Besonderen beleuchtet.

Der Vertraulichkeit einer Nach-
richt steht entgegen, dass diese auf ih-
rem Weg durch das Internet von Unbe-
fugten gelesen werden kann. Insbeson-
dere für medizinische Inhalte verbietet
es sich daher, ungeschützte Patienten-
daten zu versenden [3]. Führende Syste-
me zur Verschlüsselung sind „pretty
good privacy“ (PGP) und „secure mul-
tipurpose internet mail extension“
(S/MIME) [12, 13]. Beide beruhen auf
asymmetrischen Verschlüsselungsver-
fahren, jeder Nutzer hat einen geheim-
zuhaltenden elektronischen privaten
Schlüssel (secret key) und einen öffent-
lichen Schlüssel (public key), der all sei-
nen Kommunikationspartnern zur Ver-
fügung steht. Ein mit dem Public key
verschlüsselter Text ist nur mit dem
Secret key wieder zu entschlüsseln. Es
werden „schwache“ Verschlüsselung
mit einer Schlüssellänge bis maximal
40 oder 56 Bits von der „starken“ Ver-
schlüsselung mit höheren Schlüssellän-
gen (128 Bits), die auch von Geheim-
diensten nicht mehr zu entschlüsseln
sind, unterschieden. Wird eine Nach-
richt verschickt, verschlüsselt sie der
Absender zunächst mit seinem Secret
key, womit sie elektronisch unterschrie-
ben ist. Wurde dieser Schlüssel von ei-
nem offiziellen Trustcenter zertifiziert,
ist diese Unterschrift sogar rechtskräf-
tig. Zusätzlich verschlüsselt er sie mit
dem Public key des Empfängers, sodass
nur dieser sie öffnen kann. Auf dem
Transport ist die e-mail so in eine un-

Abb. 3 � Prinzipielle Gestaltung einer e-mail: grau unterlegt wichtigste Header-Informationen, weiß
unterlegt Textkörper. Ein Attachment in Form einer Textdatei ist dem Textkörper unten beigefügt
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stimmten Themen Meinungen einho-
len und brennende Fragen diskutieren.
Auch Radiologen finden in vermehr-
tem Maß Zugang zu dieser Form ge-
meinschaftlichen Arbeitens. Grund-
sätzlich sind radiologische Diskussi-
onslisten nicht kommerziell genutzt
und die Teilnahme, um ein entspre-
chendes Qualitätsniveau zu garantie-
ren, auf Ärzte beschränkt [20]. Folgen-
de Diskussionslisten wurden im radio-
logischen Bereich in den letzten Jahren
etabliert (Tabelle 3):

EUFORA 
(European forum for radiologists)

EUFORA wurde im Juli 1998 gegründet,
verfügt über mehr als 280 Mitglieder
und hat die Zielsetzung eines Diskussi-
onsforums und Informationsaustau-
sches auf allen Gebieten der Röntgen-
diagnostik. Die Nachrichten haben teils
Informationscharakter (Kongressan-
kündigungen, Quizfälle, Beschreibung
von Websites), teilweise werden auch
Zweitmeinungen eingeholt und Fragen
des radiologischen Alltags diskutiert
(Abb. 2). Um den aufwendigen Aus-
tausch von Bilddaten zu erleichtern,
können Röntgenbilder weltweit von je-
dem PC in die Bilddatenbank CONRAD,
die mit EUFORA assoziiert ist, mit Hilfe
eines benutzerfreundlichen Interface
geladen werden. Das entsprechende In-
terface wird CONRAD-EUFORA-Link
(CEL) genannt (Abb. 4). Die Liste ist
nicht moderiert, aber ein internationa-
les Herausgebergremium, so genannte
Co-Owners, beobachtet die Inhalte, um
die klinische Relevanz bzw. wissen-
schaftliche Qualität zu garantieren. Alle
Nachrichten werden archiviert und
sind nach vordefinierten Suchkriterien
(Datum, Betreff, Autor) abrufbar. Kom-
muniziert wird in englischer Sprache
(Abb. 5), wenngleich gelegentlich andere
europäische Sprachen benutzt werden.
EUFORA ist eine aktive Diskussionsli-
ste, die Mitglieder erhalten durch-
schnittlich eine Nachricht pro Tag.

RADIOLOGIA

Diese Mailing-Liste, die von der Spani-
schen Gesellschaft für medizinische
Radiologie (SERAM) gestaltet wird,
kann als spanisches Gegenstück zu EU-
FORA angesehen werden, zumal es eine
Zusammenarbeit zwischen den beiden
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die sonst in Briefen üblichen Nuancie-
rungen zu beachten. Um das Risiko,
missverstanden zu werden, zu mini-
mieren, haben sich verschiedene Kür-
zel, so genannte Smilies oder „Emoti-
cons“ (emote-icons) in der Welt des In-
ternets entwickelt, die einem geschrie-
benen Satz beigefügt werden können
(Tabelle 1,2) [10, 20]. Es ist auch üblich,
evtl. missverständliche Mitteilungen zu
wiederholen.

Unter „Netikette“ sind die unge-
schriebenen Gesetze der Kommunika-
tion im Internet zu verstehen. So sollte
vermieden werden, Worte in Groß-
buchstaben zu schreiben, da dies mit
„Anbrüllen“ gleichgesetzt wird. Unter-
schriften sollten nicht länger als 3 Zei-
len lang sein. Beim Kontakten in
Newsgroups oder Mailing-Listen soll der
Inhalt einer Nachricht gehaltvoll sein
[1, 10, 20]. Besonders in der internatio-
nalen Kommunikation hat es sich be-
währt, die Absenderadresse, die bei gu-
ten e-mail-Clients automatisch beige-
fügt werden kann, regelmäßig anzufüh-
ren.

Elektronische Diskussionslisten

Mailing- oder Diskussionslisten sind
themenorientierte elektronische Dis-
kussionsforen auf der Basis von e-mails.
Eine von einem Mitglied verfasste 
e-mail wird an eine e-mail-Adresse des

List-Servers geschickt und von diesem
allen anderen Mitgliedern zugesandt.
Sie kann von den einzelnen Personen
beantwortet werden oder auch nicht, so-
dass sich je nach Bedarf Diskussionen
zu einzelnen Fragen ergeben. Spezielle
Computerprogramme, so genannte
List-Servers oder Mailing-list-Manage-
ment-Software-Pakete (MLM) stellen
die Basis einer derartigen Kommunikati-
onsform dar [6, 10, 13, 17, 20]. Listserv,
Majordomo, ListProc und SmartList
sind häufig genutzte Programme, mit
denen die Anmeldeformalitäten für
Neueinsteiger, die Moderation, die
Nachrichtenverteilung und -archivie-
rung, Hilfefunktionen und vieles andere
automatisiert ablaufen [13]. Zur Teilnah-
me an einer Mailing-Liste muss man
sich zunächst einschreiben, ein Vor-
gang, der sich von einer Liste zur ande-
ren unterscheiden kann. Durch „Help“-
Befehle wird jederzeit vom List-Server
Hilfe für diese Prozedur angeboten.

Einige akademische List-Server
bieten einen kostenfreien Service für
den Aufbau einer Diskussionsliste wie
z. B. das britische Mailbase (Tabelle 1),
welches über 1800 derartiger Listen be-
treut.

Eine andere Form von Mailing-
List-Servern, die in zunehmendem Maß
im Internet angeboten werden, laufen
komplett webbasiert, Diskussionslisten
können bis zu einer bestimmten Ober-
grenze an Teilnehmern und an Nach-
richtenfrequenzen kostenfrei einge-
richtet werden (Tabelle 1). Allerdings
werden mit jeder e-mail kurze Werbe-
einschaltungen mitgeliefert.

Ein grundsätzliches Problem im
Umgang mit derartigen List-Servern,
v. a. bei solchen von kommerziellen An-
bietern, ist das so genannte „bulk 
e-mailing“. Es bedeutet, dass die Mit-
glieder,deren Adressen an Dritte weiter-
gegeben wurden,Werbesendungen erhal-
ten [6]. Derartige unkontrollierte, oft
durch ihre Zahl den ordnungsgemäßen
Betrieb störenden Mailings werden
„SPAM“ genannt.

Radiologische Diskussionslisten

Diskussionslisten und -foren werden in
vielen Teilbereichen der Medizin er-
folgreich für die Aus- und Weiterbil-
dung genutzt [1, 3, 11, 18]. In einzigarti-
ger Form können Ärzte und Vertreter
anderer Gesundheitsberufe zu be-

Tabelle 2
Die häufigsten Smilies oder
„Emoticons“: Abkürzungen, die in 
e-mail-Nachrichten zur Widergabe
von Empfindungen gebräuchlich
sind

Zeichen Bedeutung

:-) Lachendes Gesicht 
:-( Trauriges Gesicht 
;-) Zwinkern, nicht so Ernst gemeint
:-0 Erstauntes Oh
:-l Darüber kann ich nicht lachen
>:-l Skeptisch
fyi For your information
lol Lots of laughter
rofl Rolling on floor, laughing

(wälze mich vor Lachen am Boden)
<g> Grin (grinsen)
cu See you
cul8r See you later
btw By the way
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(AHRA) ist an Personen, die sich für
Fragen des Managements in der Radio-
logie interessieren, gerichtet. Es gibt
zwar kein Zugangslimit, durch die Ziel-
setzung ist der Teilnehmerkreis jedoch
klar definiert. Kommunikationssprache
ist Englisch.

NUCMED

Als eine der ältesten medizinischen
Mailing-Listen hat sie über 900 Mitglie-
der weltweit, vornehmlich Medizinphy-
siker und Nuklearmediziner. Inhalte
sind Ideenaustausch, Tagungsberichte
und Buchbesprechungen, die Aktivität
der Mitglieder ist mit 1–2 Nachrichten
pro Tag relativ hoch.

Resümee

Üblicherweise eröffnen heute die mei-
sten kommerziell angebotenen Web-
sites mit radiologischen Inhalten die
Möglichkeit einer Diskussion mit Fach-
kollegen auf der Basis von Mailing-
Listen, die inhaltlichen Bezug zu ei-
nem Spezialgebiet bzw. bestimmten Be-
reichen der Radiologie aufweisen
(www.radiology.com, www.auntminnie.
com, www.ctisus.com). Im Allgemeinen
ist der Aktivitätsgrad derartiger Listen
eher gering.

Usenet und Newsgroups

Eine andere Form des Informations-
austausches sind Usenet Newsgroups

aufwand des Durchlesens gegenüber.
Eine typische Newsgroup bietet etwa 20
neue Nachrichten pro Tag und den Le-
ser befällt rasch das Gefühl der Überin-
formation, zumal die Qualität der In-
halte sehr variieren kann und auch die
Eruierung der Autoren so gut wie un-
möglich ist.

Das oft äußerst zeitaufwendige
Auffinden relevanter Mailing-Listen
und Newsgroups wird durch einige
List-Server und Usenet-Datenbasen im
Internet erleichtert, wobei LISZT und
ListsNet die Bekanntesten sind (Tabel-
le 1). Obwohl diese Verzeichnisse über
30.000 Newsgroups beinhalten, kann
der gesamte Inhalt des Usenets nicht
komplett abgedeckt werden, sodass
man zumindest 2 derartige Listen ab-
fragen sollte. Ebenso ist zu betonen,
dass in Anbetracht möglicher rechtli-
cher Konsequenzen alle Newsgroup-In-
formationen zu medizinischen Frage-
stellungen mit größter Vorsicht zu be-
handeln sind.

Werden die Entwicklungen der
vergangenen Jahre betrachtet, ist auf
dem Gebiet der Radiologie ein klarer
Trend zur Implementierung der jeweils
modernsten Technologien zu beobach-
ten. Das Prinzip der elektronischen
Post (e-mail) in seinen unterschiedli-
chen Varianten stellt dabei eine wesent-
liche technische Grundlage dar und
wird, jedenfalls in der näheren Zukunft,
aus unserem beruflichen Alltag nicht
mehr wegzudenken sein.

Auch für Mailing-Listen und News-
groups ist die Suche nach relevanten
Informationen schwierig und u. U. zeit-
intensiv. Die in Datenbanken gespei-
cherten Nachrichten lassen sich mit
verschiedenen Hilfsmitteln (Tools)
durchsuchen. Für Mailing-Listen dürf-
ten das LISZT mailing list directory so-
wie das ListsNet die bekanntesten Zu-
sammenstellungen sein (Tabelle 1). Die
Usenet-Newsgroups können sehr effek-
tiv mit Deja.com (früher: Dejanews.
com) sowie mit einigen herkömmli-
chen Suchmaschinen durchsucht wer-
den (Tabelle 1). Obwohl diese Directo-
ries auf über 30.000 Newsgroups zu-
greifen, erreichen sie nur einen Teil des
Usenets.

[13, 20]. Usenet („the User’s Network“)
ist das Netzwerk aller Nachrichtenser-
ver, die Zugang für Newsgroups ermög-
lichen. Usenet entstand 1979 als Netz-
werk von UNIX-Computern mit einem
eigenen Kommunikationsprotokoll, heu-
te wird auch ein weiteres Protokoll
(NNTP: network news transport proto-
col) zum Nachrichtenaustausch über
das Internet benutzt [20]. Das Usenet
ist ein stetig wachsendes Netz mit der-
zeit geschätzten 50.000 Newsgroups,
unter denen sich auch einige mit radio-
logiebezogenen Inhalten befinden (Ta-
belle 1) [6]. Die Nachrichten werden auf
einem Newsgroup-Server gespeichert
und nicht an die Mitglieder gesandt,
mit anderen Worten, in der Art eines
elektronischen Aushangs veröffentlicht.
Im Gegensatz zu Mailing-Listen gibt es
keine zentrale Kontrolle, keine Zu-
gangsbeschränkung und keine Über-
sicht, wer die Nachrichten liest. Um
Mitglied einer Newsgroup zu werden,
benötigt man einen Newsgroup-Client,
der normalerweise in jedem Internet-
softwarepaket integriert ist, muss sich
registrieren und kann dann anhand der
aufgelisteten Themen die Nachrichten
von Interesse abrufen. Um sich in der
riesigen Fülle von Newsgroups zurecht-
zufinden, wurde ein hierarchischer Zu-
gang entwickelt, wobei in der Praxis der
Zugang zu einer Newsgroup vom jewei-
ligen Internetprovider abhängt [20].
Dem interessanten, informativen und
auch unterhaltenden Charakter von
Newsgroups steht der relativ hohe Zeit-

Abb. 5 � Beispiel einer Falldiskussion per e-mail aus der Mailing-Liste EUFORA (vorgestellt von 
Dr. M. Ursekar, Bombay, Indien). Neben Quizfällen, wie im gegenständlichen Fall, werden in 
zunehmendem Maß Zweitmeinungen zu aktuellen klinischen Problemen eingeholt
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Listen gibt und einzelne Nachrichten
gegenseitig ausgetauscht werden. RA-
DIOLOGIA wurde ebenso 1998 gegrün-
det und verfügt über etwa 200 Mitglie-
der. Hauptsprache ist Spanisch, wobei
als Ausnahmen nicht spanisch spre-
chende Autoren zugelassen werden.
Auch hier gibt es eine Zugangsbe-
schränkung für Ärzte und eine Authen-
tifizierung jedes neuen Bewerbers
durch den Listmanager.

RadCom

Betrieben wird RadCom von einer klei-
nen Unternehmergruppe namens Radi-
ant, ohne finanzielle Bindungen zu
kommerziellen Einrichtungen oder Ge-
sellschaften, die Software für das Pro-
jekt „virtual radiology environment“
der U. S. Army entwickelt. Konzipiert
wurde RadCom als Instrument, um die
verschiedenen Teilbereiche der Radio-
logie vermehrt einzubinden. Ein tägli-
cher und ein wöchentlicher elektroni-
scher Newsletter werden an etwa 370
Personen weltweit versandt. Im engeren
Sinn handelt es sich eigentlich um keine
Diskussionsgruppe, sondern um eine
Verteilerliste, die sich vornehmlich an
Vertreter der Industrie richtet. Die Fra-
gen der Abonnenten sind nicht mode-
riert, ihre Aktivität ist eher gering.

nen Fragen stellen, Fälle vorstellen und
Ideen einbringen. Nähere Angaben zu
Mitgliederzahl und Aktivitäten waren
nicht eruierbar.

RADAHRA

Diese Mailing-Liste der American
Healthcare Radiology Administrators

ULTRASOUND

Es handelt sich um eine Diskussions-
gruppe um Dr. Gonzalo Diaz von Dia-
gnostic Ultrasound (http://www.drg-
diaz.com) in englischer Sprache, die
sich an interessierte Ärzte, radiolo-
gisch-technische Assistenten, Hersteller
und Studenten richtet. Mitglieder kön-

Table 3
Mailing-Listen in der Radiologie, k.A. keine Angabe

Name, Adresse Themen Betreiber Mitgliederzahl Spezifika

EUFORA
http://eufora.listbot.com Alle Gebiete der Radiologen >280 Internationales Herausgeber-
http://conrad.med.uni-marburg.de/ Röntgendiagnostik gremium (Co-Owners)

Verbunden mit der Datenbank
CONRAD

RADIOLOGIA Alle Gebiete der SERAM >200 Kommunikationssprache 
http://www.rediris.es/list/info/radiologia.html# Röntgendiagnostik Spanisch
Presentación

RadCom Alle Gebiete der Firma Radiant >370 Täglicher und wöchentlicher 
http://radcom.org Röntgendiagnostik Newsletter

Ultrasound Ultraschall Dr. G. Diaz k. A. Wendet sich an Ärzte, radiol.-
http://www.drgdiaz.com/ultrasound-1.shtml technische Assistenten, Hersteller

und Studenten

RADAHRA Managementfragen AHRA k. A.
http://www.ahraonline.org in der Radiologie
majordom@majordomo.microserve.net

NucMed Nuklearmedizin Medizinphysiker, Über 900 Älteste Mailing-Liste im Bereich 
ftp://ftp.largnet.uwo.ca/pub/archives/nucmed Nuklearmediziner der bildgebenden Diagnostik

Abb. 4 � Beispiel einer europäischen radiologischen Mailing-Liste
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(AHRA) ist an Personen, die sich für
Fragen des Managements in der Radio-
logie interessieren, gerichtet. Es gibt
zwar kein Zugangslimit, durch die Ziel-
setzung ist der Teilnehmerkreis jedoch
klar definiert. Kommunikationssprache
ist Englisch.

NUCMED

Als eine der ältesten medizinischen
Mailing-Listen hat sie über 900 Mitglie-
der weltweit, vornehmlich Medizinphy-
siker und Nuklearmediziner. Inhalte
sind Ideenaustausch, Tagungsberichte
und Buchbesprechungen, die Aktivität
der Mitglieder ist mit 1–2 Nachrichten
pro Tag relativ hoch.

Resümee

Üblicherweise eröffnen heute die mei-
sten kommerziell angebotenen Web-
sites mit radiologischen Inhalten die
Möglichkeit einer Diskussion mit Fach-
kollegen auf der Basis von Mailing-
Listen, die inhaltlichen Bezug zu ei-
nem Spezialgebiet bzw. bestimmten Be-
reichen der Radiologie aufweisen
(www.radiology.com, www.auntminnie.
com, www.ctisus.com). Im Allgemeinen
ist der Aktivitätsgrad derartiger Listen
eher gering.

Usenet und Newsgroups

Eine andere Form des Informations-
austausches sind Usenet Newsgroups

aufwand des Durchlesens gegenüber.
Eine typische Newsgroup bietet etwa 20
neue Nachrichten pro Tag und den Le-
ser befällt rasch das Gefühl der Überin-
formation, zumal die Qualität der In-
halte sehr variieren kann und auch die
Eruierung der Autoren so gut wie un-
möglich ist.

Das oft äußerst zeitaufwendige
Auffinden relevanter Mailing-Listen
und Newsgroups wird durch einige
List-Server und Usenet-Datenbasen im
Internet erleichtert, wobei LISZT und
ListsNet die Bekanntesten sind (Tabel-
le 1). Obwohl diese Verzeichnisse über
30.000 Newsgroups beinhalten, kann
der gesamte Inhalt des Usenets nicht
komplett abgedeckt werden, sodass
man zumindest 2 derartige Listen ab-
fragen sollte. Ebenso ist zu betonen,
dass in Anbetracht möglicher rechtli-
cher Konsequenzen alle Newsgroup-In-
formationen zu medizinischen Frage-
stellungen mit größter Vorsicht zu be-
handeln sind.

Werden die Entwicklungen der
vergangenen Jahre betrachtet, ist auf
dem Gebiet der Radiologie ein klarer
Trend zur Implementierung der jeweils
modernsten Technologien zu beobach-
ten. Das Prinzip der elektronischen
Post (e-mail) in seinen unterschiedli-
chen Varianten stellt dabei eine wesent-
liche technische Grundlage dar und
wird, jedenfalls in der näheren Zukunft,
aus unserem beruflichen Alltag nicht
mehr wegzudenken sein.

Auch für Mailing-Listen und News-
groups ist die Suche nach relevanten
Informationen schwierig und u. U. zeit-
intensiv. Die in Datenbanken gespei-
cherten Nachrichten lassen sich mit
verschiedenen Hilfsmitteln (Tools)
durchsuchen. Für Mailing-Listen dürf-
ten das LISZT mailing list directory so-
wie das ListsNet die bekanntesten Zu-
sammenstellungen sein (Tabelle 1). Die
Usenet-Newsgroups können sehr effek-
tiv mit Deja.com (früher: Dejanews.
com) sowie mit einigen herkömmli-
chen Suchmaschinen durchsucht wer-
den (Tabelle 1). Obwohl diese Directo-
ries auf über 30.000 Newsgroups zu-
greifen, erreichen sie nur einen Teil des
Usenets.

[13, 20]. Usenet („the User’s Network“)
ist das Netzwerk aller Nachrichtenser-
ver, die Zugang für Newsgroups ermög-
lichen. Usenet entstand 1979 als Netz-
werk von UNIX-Computern mit einem
eigenen Kommunikationsprotokoll, heu-
te wird auch ein weiteres Protokoll
(NNTP: network news transport proto-
col) zum Nachrichtenaustausch über
das Internet benutzt [20]. Das Usenet
ist ein stetig wachsendes Netz mit der-
zeit geschätzten 50.000 Newsgroups,
unter denen sich auch einige mit radio-
logiebezogenen Inhalten befinden (Ta-
belle 1) [6]. Die Nachrichten werden auf
einem Newsgroup-Server gespeichert
und nicht an die Mitglieder gesandt,
mit anderen Worten, in der Art eines
elektronischen Aushangs veröffentlicht.
Im Gegensatz zu Mailing-Listen gibt es
keine zentrale Kontrolle, keine Zu-
gangsbeschränkung und keine Über-
sicht, wer die Nachrichten liest. Um
Mitglied einer Newsgroup zu werden,
benötigt man einen Newsgroup-Client,
der normalerweise in jedem Internet-
softwarepaket integriert ist, muss sich
registrieren und kann dann anhand der
aufgelisteten Themen die Nachrichten
von Interesse abrufen. Um sich in der
riesigen Fülle von Newsgroups zurecht-
zufinden, wurde ein hierarchischer Zu-
gang entwickelt, wobei in der Praxis der
Zugang zu einer Newsgroup vom jewei-
ligen Internetprovider abhängt [20].
Dem interessanten, informativen und
auch unterhaltenden Charakter von
Newsgroups steht der relativ hohe Zeit-
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Dr. M. Ursekar, Bombay, Indien). Neben Quizfällen, wie im gegenständlichen Fall, werden in 
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