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Abstract 
 

Adding new equipment (e.g. an installation) to an existing network of chemical 

installations alters the existing danger equilibrium of the chemical surrounding complex. 

Therefore, precaution measures for preventing external domino effects have to be 

updated. The Hazwim framework, based on the Process Hazards Analysis (PHA) 

techniques of Hazop, What-if analysis and the Risk Matrix has been developed to prevent 

knock-on effects for an existing cluster of chemical plants. However, preventive safety 

measures for new installations based on PHA implementation in the design phase are 

preferred to the use of protection- and mitigation measures derived from non-design 

PHAs. The risk analysis techniques suggested by the authors allowing for the design of 

inherently safe installations are then evaluated based on Belgian government 

recommendations and Belgian Seveso plant practices. Next, based on the proposed 

techniques this paper presents a framework called ‘Installation Plus’ for redesigning 

external domino accident prevention when adding an installation to an existing chemical 

facility. Installation Plus integrates enhanced cross-company cooperation on process 

hazards and risk assessment activities with the selection of Safety Instrumented Functions 

offering the appropriate integrity requirements.  

 

1. Introduction 

 

The best way to achieve safe plant operation is to have inherently safe processes, and to 

operate in correctly designed, controlled and maintained installations equipment. 
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However, it seems inevitable that once process and plant designs have been engineered to 

optimize processing safety, a spectrum of operating risks remain in many chemical 

operations. To deal with these risks, the European Seveso regulation mandates the 

development of a comprehensive Safety Management System that integrates 

technologies, procedures and management practices. The Directive addresses process 

hazard assessment, specification of risk control measures, evaluation of the consequence 

of failures of these controls, documentation of engineering controls, and scheduled 

maintenance to assure the ongoing integrity of the protective equipment. Basic process 

control and Safety Instrumented Functions (SIF) must be considered in each of these 

segments. Christou & Porter (1999) indicate that Article 10 of the Directive, which apply 

to lower tier as well as top tier Seveso establishments, covers modifications of an 

establishment, a storage facility, an installation or process or of the nature and quantity of 

dangerous substances which could have significant repercussions on major-accident 

hazards. In case of major modification, the facility operator is required to review, and 

where necessary revise, the major-accident prevention policy and the management 

systems and procedures as well as the safety report, and inform the competent authority 

of the details of such revision in advance of such modification. Moreover, Article 12 of 

the Directive requires taking account of the need for additional technical measures so as 

not to increase the risks to people. Hence, the Directive requires the operator to take all 

technical and meta-technical measures necessary to prevent major accidents and to limit 

their consequences.  

 

By consequence, introducing a new installation into an existing chemical cluster is 

subject to reviewing or revising safety measures for the whole chemical cluster of which 

the new installation will be part of. An assessment of the implications on proactive safety 

measures will include a choice of Process Hazard Analysis (PHA) techniques intended to 

prevent any increase of internal or cross-company domino risks. However, plants subject 

to Seveso legislation remain responsible for setting their own safety criteria, selecting the 

risk analysis procedure(s) to use and basically defining how safe is safe enough.  
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Therefore, designing an optimizing framework for preventing cross-company domino 

effects in a situation where an installation is added to an existing facility needs to 

consider the following conditions: 

(a)  an inherently safe process design approach for the new installation;  

(b)  additional technical safety measures for the new installation, if necessary; 

(c)  updating the safety precaution measures of all chemical installations in 

             the existing cluster. 

 

For preventing external domino accidents in an existing industrial area, Reniers et al. 

(2005b) suggest a standardized framework called Hazwim, based on the risk analysis 

procedures of Hazop, What-if analysis and the Risk Matrix. In the next section, this 

framework is evaluated against the prevention requirements for a modified industrial 

area. Section 3 suggests some PHA techniques capable of improving the selection of 

precaution measures to achieve inherent safety in case a major modification is made to an 

existing chemical cluster. For optimizing the choice of technical measures applied as last 

resort preventive tools, a Safety Integrity Level (SIL) upgrading selection is proposed. 

The possibility of implementing the proposed techniques is examined for Belgium, 

having the second largest cluster of chemical companies worldwide in the Antwerp 

harbor port area. So far, conditions (a) and (b) are satisfied. Section 4 integrates the 

proposed analysis techniques into an external domino accident prevention framework in 

case of adding equipment to an existing cluster of chemical industries, called Installation 

Plus, hereby fulfilling the last condition (c). The final section summarizes the most 

important conclusions. 

 

2. A framework for preventing external domino risks in an existing installations   

            network 

 

In practice, the Hazop and What-if risk identification techniques have much in common 

(Reniers et al., 2005b). Therefore, a meta-technical synergetic combination of these two 

Process Hazards Assessment identification techniques with a complementary risk 

evaluation method offers cooperation opportunities for all the participating companies to 
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tackle external domino risks. Hence, in the Hazwim framework, the three complementary 

risk analysis techniques of Hazop, What-if analysis and the Risk Matrix are integrated.  

In the first step of Hazwim, an extended Hazop risk identification technique is proposed 

to verify for external domino effects hazards. The next stage performs a Domino Hazard 

and Operability analysis. In the Hazop method as well as in the What-if technique, the 

multidisciplinary team examines the process conditions of each subsection of the system 

under investigation. In case of deviations from normal processing conditions possibly 

leading to one or more unwanted events, protection and mitigation safeguards are 

suggested.  

The well-known risk evaluation technique of the Risk Matrix is used to evaluate Hazop 

results as well as What-if results. This evaluation method is a simplification with respect 

to confronting the results of a societal risk calculation with risk criteria in the shape of 

limit lines in an FN diagram. In this simple form levels rather than numbers are evaluated 

for the likelihood and the consequence of a given process hazard. A two-dimensional 

matrix is used to evaluate the likelihood/consequence levels to determine whether the 

safety measures proposed are sufficient. Based on this evaluation, a judgment is made as 

to whether the safety provided is adequate.  

The benefits of these approaches (i.e. Hazop, What-if analysis and the Risk Matrix) are 

their relative simplicity and the requirement of limited resources. Moreover, these 

approaches are excellent for identifying loss scenarios. This makes them very popular and 

thus the associated know-how and expertise is widespread and readily available. They 

can be effectively used to qualitatively or semi-qualitatively analyze risks.  

Therefore, Hazwim, an acronym for Hazop, What-if analysis and the Risk Matrix, seems 

to be a very powerful framework for enhancing cross-company cooperation on major 

hazards possibly leading to knock-on effects for an existing cluster of chemical plants or 

chemical installations. 

 

However, these methodologies analyze scenarios only from initiating events (causes), to 

loss events and their impacts (consequences). They do not investigate the underlying 

physical and chemical hazards that must be contained and controlled for the process to 

operate safely, and thus they do not integrate inherent safety into the PHA. Hence, most 



 5

action items that result from such PHA studies refer to existing safety procedures or refer 

to technical safeguards or require the addition of new levels of protection around the 

same underlying hazards.  

 

The following risk identification methodology drawbacks can be mentioned:  

(a) Hazop and What-if analysis rely heavily on the expertise of a team 

to identify potential accident scenarios and their perceptions on 

likelihood and losses associated with a hazardous event, thus may 

produce inconsistent results; 

(b) it is difficult to document all thought processes that have led to the 

stated outcome; 

(c) these methods do not provide the possibility to take preventive 

measures in the conceptual design phase. 

 

Hazwim uses the Risk Matrix as a complementary risk evaluation procedure. Reniers et 

al. (2005a) point out that it is the most used industrial risk evaluation method at present 

day. Although very popular in industrial practice, Marszal et al. (1999) indicate that the 

Risk Matrix evaluation method has some important drawbacks: 

(a) the qualitative approach does not provide enough resolution between 

layers of protection; 

(b) the lowest frequencies assigned by teams of experts for many risk matrix 

applications are about 1 in 100 years. The selection of a Safety Integrity 

Level (e.g. SIL2 or an equivalent risk reduction factor of 1,000) is 

performed partially by estimating the likelihood of an impact event. 

Therefore, using the risk matrix does not always suffice to justify choosing 

for the use or not of a Safety Instrumented Function for reducing the 

likelihood e.g. from SIL1 to SIL2 (1 in 100 to 1 in 1,000 years).  

(c) subjectivity can be high and variable. 

 

These risk identification and -evaluation drawbacks indicate that the Hazwim framework 

is not suitable for the design of inherently safe process and taking additional technical 
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prevention measures in the design phase of process equipment development. In other 

words, it is not recommended to use the Hazwim risk analysis procedures in case an 

existing establishment is modified by adding new equipment. Therefore, the next section 

proposes some risk analysis methods taking inherent safety into account. 

 

 

3. Risk analysis procedures for achieving inherently safe equipment 

 

3.1. Achieving inherent safety for  new chemical equipment  

 

If an installation is added to an existing chemical cluster, the most desirable requirement 

is that it is inherently safe. Achieving such inherent safety starts in the process design 

phase of the installation. An inherently safe process design approach includes the 

selection of the process itself, site selection and decisions on dangerous substances 

inventories and plant layout. Complete inherent safety is rarely achievable within 

economic constraints. Therefore potential hazards remaining after applying such an 

approach should be addressed by further specifying independent protection layers to 

reduce the operating risks to an acceptable level.  

In current industry practice, chemical facilities processing dangerous substances are 

designed with multiple layers of protection, each designed to prevent or mitigate an 

undesirable event (Thurston, 1994). Multiple, Independent Protection Layers (IPL) 

addressing the same event are often necessary to achieve sufficiently high levels of 

certainty that protection will be available when needed. Powell (1994) defines an IPL as 

having the following characteristics: 

(a) Specific – designed to prevent or to mitigate specific, potentially 

hazardous events, such as a runaway reaction, release of toxic materials, 

loss of containment or fire.  

(b) Independent – independent of the other protective layers associated with 

the identified hazard. 
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(c) Dependable – can be counted on to operate in a prescribed manner with an 

acceptable reliability. Both random and systematic failure modes are 

addressed in the assessment of dependability. 

(d) Auditable – designed to facilitate regular validation (including testing) and 

maintenance of the protective functions. 

(e) Reducing – the likelihood of the identified hazardous event must be 

reduced by a factor of at least 100. 

An IPL can thus be defined as a device, system or action that is capable of preventing a 

scenario from proceeding to its undesired consequence independent of the initiating event 

or the action of any other layer of protection associated with the scenario. The 

effectiveness and independence of an IPL must be auditable (Center of Chemical Process 

Safety, 2001). 

Figure 1 illustrates safety layers of protection used in chemical process industry. Detailed 

process design provides the first layer of protection. Next come the automatic regulation 

of the process heat and material flows and the providing of sufficient data for operator 

supervision, together called the ‘basic process control systems’ (BPCS). A further layer 

of protection is provided by a high-priority alarm system and instrumentation that 

facilitates operator-initiated corrective actions. A Safety Instrumented Function (SIF)1, 

sometimes called the emergency shutdown system, may be provided as the fourth 

protective layer. The safety interlocks are protective systems which are only needed on 

those rare occasions when normal process controls are inadequate to keep the process 

within acceptable bounds. A SIF is a combination of sensors, logic solvers, and final 

elements with a specified Safety Integrity Level (SIL) that detects an out-of-limit 

condition and brings the process to a functionally safe state. Any SIF will qualify as one 

IPL. Physical protection may be incorporated as the next layer of protection by using 

venting devices to prevent equipment failure from overpressure. Should these IPL fail to 

function, walls or dikes may be present to contain liquid spills. Plant and community 

emergency response plans further address the hazardous event.  

 

 

                                                 
1 This is a newer, more precise term for a Safety Interlock System (SIS). 
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Figure 1. Typical Layers of Protection found in modern chemical processing plants 

 
Source: based on Center for Chemical Process Safety, 1993. 

 

By considering the sequence of events that might lead to a potential incident, another 

representation can be developed highlighting the efficiency of the protection layers, as 

shown in Figure 2. 

 

Figure 2. Anatomy of a chemical incident (with e.g. 4 SIFs) 
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Figure 2 also illustrates the benefits of a risk identification approach that can be used to 

examine inherent safety by considering the underlying hazards of a hazardous substance, 

a process or an operation. Using such an inherent identification method can be especially 

recommended for application in a framework where a new installation is added to an 

existing establishment. Inherently safer features in a process design can reduce the 

required SIL of the SIF, or can even eliminate the need for a SIF, thus reducing cost of 

installation and maintenance. Indeed, the Center for Chemical Process Safety (1996) 

suggests that added-on barriers applied in non-inherently safer processing conditions 

have some major disadvantages: 

(a) the barriers can be expensive to design, build and maintain; 

(b) the hazard is still present in the process;  

(c) accumulated failures of IPLs can still result in an incident. 

 

Methods that consider underlying hazards include Preliminary Hazards Analysis, Hazard-

Barrier-Target and Loss of Containment Analysis. These methods are briefly explained 

and discussed by Johnson (1999), indicating that, except for the Loss of Containment 

technique, each is relatively specialized in its application.  

 

The most applied risk evaluation method is the Risk Matrix. Other risk evaluation 

methods used in the industry are Layer Of Protection Analysis (LOPA), Fault Tree 

Analysis (FTA) and Financial Risk Analysis (FRA). The quantitative methods of FTA 

and FRA require a detailed analysis of the likelihood, consequence and impact and 

therefore the costs associated with these methods may not be justified in most situations. 

The simplified quantitative analysis of LOPA can be applied to evaluate scenarios that 

are too complex for only qualitative review and the technique is able to screen which 

scenarios need more quantitative scrutiny than LOPA implementation itself. As explained 

by the Center of Chemical Process Safety (1996), LOPA is an ideal tool to assist in 

developing designs that have an inherently lower risk associated with them, or which 

require the minimum number of IPLs to achieve a tolerable risk. Using scenarios and the 

simplified assumptions and calculation methods allows rapid comparisons to be made 

between alternative designs and safety philosophies. 
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Like other evaluation methods currently employed throughout the chemical industry, the 

primary purpose of the Risk Matrix or of LOPA is to determine if there are sufficient 

layers of protection against an accident scenario. As already mentioned, a scenario may 

require one or more protection layers depending on the process complexity and the 

potential severity of a consequence. Note that for a given scenario only one layer must 

work successfully for the consequence to be prevented. However, since no layer is 

perfectly effective, sufficient protection layers must be provided to render the risk of the 

accident tolerable. Therefore, it is very important that a consistent basis is provided for 

judging whether there are sufficient IPLs to control the risk of an accident for a given 

scenario. Especially in the process design phase an approach for drafting inherent safety 

into the process by implementing satisfactory IPLs is needed for effective process safety. 

In many cases the Safety Instrumented Functions are the final independent layers of 

protection for preventing hazardous events. Moreover, all SIFs are required to be 

designed such that they achieve a specified Safety Integrity Level. Therefore, the SIL 

selection, which is the secondary task to be performed by a risk evaluation method, is 

critical for process safety. As illustrated in Figure 1, if the target plant process safety 

cannot be achieved (i.e. the intermediate event likelihood is not acceptable) by non-SIF 

systems, then SIFs are to be used for achieving a Safety Integrity Level (SIL) predefined 

by company safety management. In the next section, the use and the selection of SILs are 

explained. 

 

3.2. Safety Integrity Levels for new chemical equipment 

 

The International Society for Measurement and Control (ISA) and the International 

Electrotechnical Commission (IEC) have promulgated industry standards to assist in 

compliance with process safety management requirements for the mechanical integrity of 

all emergency shutdown systems and safety critical controls. The European IEC 61511 

standard (International Standard, 2003) requires that all electrical, electronic and 

programmable electronic systems, used in SIFs, be designed, operated and maintained 

such that they achieve a specified Safety Integrity Level (SIL). The SIL is the 
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quantification of the Probability of Failure on Demand of a SIF into four discrete 

categories. Table 1 gives an overview of such levels. 

 

Table 1. Safety Integrity Levels 

Safety 
Integrity Level 

(SIL) 

Safety 
Availability 

Probability to Fail on 
Demand  
(PFD) 

Equivalent Risk 
Reduction Factor 

(1/PFD) 
SIL 4 >99.99% >= 10-5 to <10-4 10,000 – 100,000 
SIL 3 99.9 – 99.99% >= 10-4 to < 10-3 1,000 – 10,000 
SIL 2 99 – 99.9% >= 10-3 to < 10-2 100 – 1,000 
SIL 1 90 – 99% >= 10-2 to < 10-1 10 – 100  

Source: based on Gruhn (1999) and International Standard (2003). 

 

Thus, four corresponding degrees of reduction in hazardous event likelihood are 

produced by the SILs. SIL 1 provides about two orders of magnitude of event likelihood 

reduction; SIL 2 about three orders of magnitude, SIL 3 about four orders of magnitude 

and SIL 4 more than four orders of magnitude. Obviously, the availability targets for SIL 

3 and SIL 4 are extremely stringent and the design practices to achieve and maintain 

these high levels are extensive and costly.  

Gardner (1994) points out that methods used to select safety integrity levels are based on 

an evaluation of three characteristics of the process and the hazardous event associated 

with the SIF: the severity of the hazardous event consequences (minor, serious, 

extensive), the likelihood that an upset situation will occur that could lead to these 

consequences (low, moderate, high) and the number of IPLs. Before a SIL can be 

selected, the inherent risk of the process must be evaluated. Next, credit for all non-SIF 

mitigation measures (e.g. relief valves, dikes) must be accounted for, to determine the 

baseline risk of the process, which is the starting point of the SIL selection. All of the SIF 

design, operation, and maintenance choices have to be verified against the target SIL. The 

safety design engineer has to realize that further mitigation with a SIF solely reduces the 

likelihood of an incident. For example, if the baseline likelihood is 10-2 per year, a SIL 2 

would reduce the likelihood up to 10-5 per year. The risk reduction process is illustrated 

in Figure 3, in which risk criteria are represented in the form of FN limit lines. 
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Figure 3. The effect of risk reduction measures 

 
Source: based on Marszal (1998). 

 

Determining the necessity of IPLs and SIFs and the required level of their safety integrity 

is performed using risk analysis identification and –evaluation methods. No one approach 

for the selection of a SIL is appropriate in every situation. Often, little to no benefit is 

obtained in reducing the risks with the selection of a higher SIL. Therefore, a phased 

approach that utilizes simpler methods to screen lower risk operations and systematically 

progresses to more complex techniques is being proposed in the framework elaborated in 

section 4. Using the latter procedure, the SIL selection process for preventing external 

domino risks in case an installation is added to an establishment is optimized. 

 

Summarizing, the SIL must be chosen to reduce the incident frequency to a tolerable 

level. It is the design basis for all engineering decisions related to the safety instrumented 

function. When the design is complete, it must be validated against the SIL. Therefore, 

the safety integrity level closes the design cycle: starting with hazards identification, 

pursuing with requirements quantification and ending with design validation. 
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3.3. The Belgian case: Planop 

 

3.3.1. Introduction 

 

In Belgium, a lot of different risk analysis techniques exist in the processing industry. 

Most of these techniques are deviation analyses and thus are not intended for use in the 

design phase. A deviation analysis such as Hazop uses concepts like ‘risk’ and ‘measure’ 

to search for deviations or errors in an existing design. In such an approach, the starting-

point is a deviation from a parameter or the failure of an installation item or equipment. 

Hence, the method is not developed for identifying hazards in the design-phase.  

 

Table 2 summarizes the major differences between deviation (or distortion) analysis 

approaches and design analysis approaches. 

 

Table 2. Differences between Deviation Analysis and Design Analysis 

Deviation Analysis Design Analysis 

Qualitative risk assessment Semi-quantitative risk assessment 

Add-on safer approach Inherently safer approach 

Used on existing installations  
( e.g. during installation changes) 

Used early in the development phase of 
an installation 

Generally applicable for all kinds of 
incidents/accidents  

(operability and safety) 

Specifically applicable for preventing and 
mitigating major accidents 

Needs PID plans No documents required 
 

For enhancing inherent safety in Belgian Seveso companies, the Belgian Federal 

Government has developed a process design analysis called Planop. Progressive Loss of 

Containment Analysis – Optimizing Prevention, abbreviated as ‘Planop’, is a computer-

based methodology for performing semi-quantitative risk analyses for chemical process 

installations. Planop has been elaborated by the Chemical risks Directorate of the Belgian 

Federal Ministry of Employment, Labour and Social Dialogue (Chemical Risks 

Directorate, 2003). Planop is divided into two independent parts that can be performed 
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separately: a Loss of Containment Hazard Analysis (LOC-HA) on the one hand and a risk 

evaluation method through the use of Layers of Protection Analysis (LOPA) on the other. 

Planop is a method that reduces or eliminates hazards by applying inherently safer 

concepts to the process design and chemistry, and is therefore promising to use as a risk 

identification and –evaluation technique in case of adding chemical equipment to an 

existing industrial area. 

 

3.3.2. Risk identification by Planop 

 

The first step of the Planop procedure identifies all possible root causes and all possible 

consequences of undesired releases of matter (e.g. hazardous materials) or energy. In this 

approach, the release analysis is systematically executed individually for each installation 

subsystem by introducing the concept of the bow-tie; Bowtie models are tools for 

integrating broad classes of cause-consequence models. The familiar fault tree-event tree 

models are ‘bowtied’ in this way; indeed, attaching the fault tree’s ‘top event’ with the 

event tree’s ‘initiating event’ originally suggested the bowtie metaphor. The bowtie may 

be conceived as a lens for focusing on causal chains and ‘projecting’ these onto the space 

of consequences. These consequences will ultimately be factored into decision problems 

for risk management. Hence the bowtie’s consequence side forms an interface with the 

decision models. Decisions taken will reflect backwards to causes. This structure not only 

has proven a worth while concept in accident prediction it also has proven its worth in 

analysing past accidents and suggest improvements to prevent further re-occurrence The 

bow-tie connects Causes and Consequences by their causal path through a singe centre 

event (Haddon, 1973 and Papazoglou et al., 2003).  By placing barriers in pathways from 

cause to consequence the development of an accident can be prevented. Figure 4 

illustrates the way Planop identifies release events and takes preventive measures 

(represented by ‘barriers’) on different levels. Event sources in Planop can be compared 

with Hazop deviation parameters. 
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Figure 4.  Tree of release causes as implemented by Planop 

 
Source: Chemical Risks Directorate, 2005. 

  

LOC-HA defines event sources as phenomena, conditions or properties of an installation 

that could lead to an accidental loss of containment of substances or energy. The three 

types of event sources are depicted in Figure 5. 

 

Figure 5. The three Planop mechanisms for the undesired release of substances and 

                 energy 

 
Source: based on Chemical risks directorate, 2005. 

 

Release events are defined as critical events that may result from an undesired release. 

Three different types are classified: release, dispersion and impact. Such release events 

are elaborated in detail by the user.  

The next step in the first part of the Planop methodology is proposing prevention 

measures for avoiding the presence of undesired event sources and proposing mitigation 

measures for limiting the consequences of release events. The method allows for a very 
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systematic determination of general and specific measures. For each event source and 

release event, a package of measures capable of adequately reducing the risks is then 

divided among ‘protection layers’. The set of nine Planop protection layers is depicted in 

Figure 6 and linked with Figure 4 indicating the prevention barriers. A brief description 

of the various protection layers is presented in Table 3. 

 

 

Figure 6. The Planop protection layers 

 
Source: Chemical risks directorate, 2005. 
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Table 3. Planop protection layer descriptions 

Protection layer Description 
1. Chemistry +  
    Process 

Measures related to the choices of substances and reactions. 
Design choices with a preventative function. 

2. Control Active prevention measures whose function is not exclusively 
related to safety. 

3. Safety Active prevention measures whose function is exclusively 
related to safety. 

4. Physical cover A physical cover is the wall of a vessel, a pipe, a tank, etc.  

5. Damage control Measures that limit the amounts of released substances, 
hinder dispersion of released substances or prevent the 
possible ignition of flammable substances. 

6. Presence Measures aimed at restricting the presence of people in the 
hazard area. 

7. CPE Collective Protective Equipment. 

8. PPE Personal Protective Equipment. 
9. First aid Measures to limit damage that has already been suffered as 

the result of an undesired release. 
 
Source: Chemical risks directorate, 2005. 
 

3.3.3. Risk evaluation by Planop 

 

The second part of the Planop procedure is analyzing the effectiveness and the reliability 

of the proposed measures. A LOPA is performed to determine per hazard how many 

layers of protection are needed in total to reduce the risk to a tolerable level and to 

determine what Safety Integrity Level is required for a Safety Instrumented Function.  

Planop uses reliability- and effectiveness factors called ‘items of consideration’ (IOC) to 

analyze the protection layers and thus the measures. Items of consideration can be for 

example: 

• supplementary specifications related to the detailed design of the measure;  

• organizational measures related to maintaining or enforcing the measure; 

• supplementary measures. 
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In Figure 7 a graphical model illustrates the IOC analysis process of an event source or a 

release event executed at the level of each Independent Protection Layer (IPL). Results of 

an IPL analysis can be a list of Items Of Consideration. Such an inventory of IOC per IPL 

determines its efficiency and justifies its Safety Integrity Level.  

 

Figure 7. Graphical model of LOPA used in Planop 

 
Source: based on Dowell, 1999. 

 

Dowell (1999) remarks that the concept of Layer of Protection Analysis seems to be at 

odds with the concept of inherently safer processes, because ‘inherently safer’ implies the 

redundancy of add-on layers to enhance risk reduction. Indeed, one application of 

inherent safety is to reduce the hazard inherent in the material or the chemistry of the 

process. Such changes reduce the severity of the consequence. However, reducing the 

inherent hazard in the process may not be sufficient to meet the risk criteria. Thus, an 

important second application of so-called ‘inherently safer’ is to design the independent 

protection layers to be “stronger”. This application reduces the frequency of the 

consequence.  
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3.3.4. Safety documentation by Planop 

 

An important asset of Planop is the way it is integrated into the design process. 

Performing a Planop analysis for a process installation corresponds to building up a 

structured database of safety-related information for the installation. The data structure 

can be built up in parallel with the various stages of the design process, using the 

information about the installation being designed that becomes available at each stage. 

Various documents and plans are generated during this evolution. This concept is what is 

expressed by the key word ‘progressive’ in the Planop acronym (Progressive Loss of 

Containment Analysis – Optimizing Prevention) due to its proactive risk analysis 

character.  

 

The output of a Planop procedure is a structured overview of all the information that is 

relevant to the issue of undesired releases: 

• Causes and consequences of undesired releases; 

• Associated measures with reliability analysis; 

• Relevant data for substances and reactions. 

This type of overview is an essential input to the plant Safety Management System, being 

tasked with the maintenance, the regular review and the continuous improvement of these 

measures. When changes are made to an installation, a structured overview of the causes 

and consequences of losses of containment forms a good starting-point for investigating 

the impact of the changes on the question of an undesired release. Information in the 

Planop files must be updated when new risks are identified or new measures are 

specified. 

 

The ‘event source’ concept used in the Planop methodology emphasizes the different 

nature of the method compared with more traditional risk analysis techniques such as 

Hazop or the What-if procedure. Planop is based on the idea that substances and energy 

confined and processed within a restricted volume (pipes, vessels, etc.) have an urge to 

escape. High and low pressures can be present in an installation; the physical cover can 

be exposed to aggressive and destructive influences; openings are provided in an 
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installation, inherently introducing the possibility of being opened at the wrong time; 

relatively weak point are present in an installation. Consequently, the presence of event 

sources does not represent a design fault, but it is the consequence of fundamental design 

choices, presenting ‘challenges’ to the installation. It is the responsibility of the designers 

of the installation to respond to these challenges.  

 

3.3.5. Planop implemented in the Belgian Seveso industry 

 

Planop being elaborated by the Chemical risks inspectorate, part of a Directorate of the 

Belgian Federal Ministry of Employment, Labour and Social Dialogue, is actively 

promoted by the Belgian Government. The first version of the technique was released in 

September 2002. The second version (2.01) debugged, corrected and added with a list of 

FAQ (in dutch) available online, dates from October 2004.  

Companies are tended to use the method because it optimizes the efficiency to collect and 

to retrieve technical and meta-technical safety related information at any time. The 

Planop methodology also allows keeping hierarchically structured updated safety 

information, which is easy auditable and controllable by company reviewers and external 

inspectors.  

At present, in about a dozen plants situated in Belgium the whole technique or parts of 

the technique is already implemented.  

 

4. The ‘Installation Plus’ framework for preventing external domino risks in 

    case of adding an installation to an existing chemical cluster. 

 

The objective of this paper is to elaborate a framework for promoting cooperation 

between plants being part of a chemical cluster in case of installation addition to one of 

the plants of the cluster. Such a framework requires the choice of PHAs usable in the 

design phase and requires the ability to make optimizing SIL selection choices.  

 

Verschueren (2003) illustrates (see Figure 8) that making a choice between different 

combinations of risk identification- and risk evaluation approaches depends on the 
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required efficiency and objectivity of the method on the one hand and the potential 

danger of the investigated installation on the other.  

 

Figure 8. Necessary efficiency and objectivity of some risk analyses versus potential  

                installation danger 

 
Source:  based on Verschueren, 2003. 

 

If an existing chemical complex is modified by the adding of an installation, cross-

company danger for domino effects have to be investigated as conscientiously as possible 

in the earliest possible design phase to prevent hazardous domino events. Therefore, the 

authors suggest that in the process design risks are identified using for example LOC-HA 

and then evaluated using e.g. the Risk Matrix or LOPA.  

 

Figure 9 illustrates an external domino framework called “Installation Plus”, taking into 

account the confidentiality of plant data and gradually upgrading the selection of Safety 

Integrity Levels (see section 3.2). 

 

 

 

 

 

 

 



 22

Figure 9. “Installation Plus” Framework for external domino effects prevention for 

adding an installation to an industrial area 

 
 

Since the magnitude of all consequence effects reduces with distance from the source, it 

is clear that the physical separation between the respective installations influences the 

potential for domino effects to occur. In this context, prior to applying the Installation 

Plus Framework of Figure 5, an assessment of the land-use planning implications of a 

proposed modification to an existing industrial area has to be performed. Based on either 

a consequence based approach, a risk based approach, tables of appropriate distances or 

even a hybrid approach borrowing and combining elements from the prior mentioned 

approaches, the safety of the surrounding complex is assessed and risks imposed on the 

environment are determined (Christou, 1999). The emphasis in such a risk assessment 

should not be given to the absolute accuracy of its predictions, but rather to its success or 

failure in demonstrating or improving the safety of the chemical cluster. 
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In the first stage of the framework, a Loss Of Containment analysis team familiar with 

the hazardous substances and with the activities processed in the new installation is 

selected. The team should consist of an operator with experience operating the process 

under consideration, an engineer with expertise in the process, manufacturing 

management, a process control engineer, an instrument/electrical maintenance person and 

a risk analysis specialist trained in the LOPA methodology. Once the team members are 

chosen, a guided tour to the nearby installations on the premises of the own plant, but 

also on the premises of neighboring plants is to be organized and risk contour results of 

all installations concerned are collected. Next, these data are used to perform a Loss Of 

Containment Hazards Analysis to identify all possible (internal and external) domino 

hazards in the design phase of the installation. To evaluate the need for a Safety 

Instrumented Function ensuring the non-occurrence of an identified domino hazard, the 

Risk Matrix is used. Matrix evaluation results are then discussed by the members of the 

LOC team and experienced safety engineers of the nearby plant(s). If there is no need for 

a SIF at all, no further actions are taken and safety documentation concerning the domino 

hazard is filled up. If the effect of non-SIF risk reduction measures is not satisfactory, 

LOPA is performed. LOPA should be applied when the qualitative hazard analysis 

reveals the need for reducing risks, but the team is either unsure of the consequences or 

unsure of the frequency of the final consequences or concerned that the processes or 

scenarios are too complex to address qualitatively. Once more, a cross-company 

interpretation of SIL results must address the issue of the domino risk tolerability. If the 

risk level determined by LOPA application is judged satisfactory, safety documentation is 

filled up concerning the domino risk. If the latter is not the case, the scenario will be 

targeted for a higher level of quantitative risk assessment such as FTA. 

 

Figure 10 depicts the spectrum of risk assessment tools: from purely qualitative to 

rigorous application of quantitative methods.  

 

 

 



 24

Figure 10. Spectrum of tools for risk-based decision-making 

 
Source: CCPS,  2001. 

 

At the left hand side qualitative tools such as Hazop, What-if analysis and the Risk 

Matrix can be situated. These tools are used to identify scenarios and qualitatively judge 

if the risk is tolerable. In the middle are semi-quantitative tools such as LOPA, used to 

provide an order-of-magnitude estimate of risk. At the right hand side, quantitative tools 

are situated to analyze very complex scenarios.  

 

5. Conclusions 

 

The best long term approach to chemical process safety is through the use of inherent 

safety. Inherent safety process improvements can be described as those that essentially 

eliminate hazards from the process. Inherent safety is obviously safer than controlling the 

hazards with even the safest or highest integrity Safety Instrumented Functions. 

 

Thus, using the appropriate PHA techniques aimed at inherently safe process design 

during the process of constructing a new chemical installation helps assuring long term 

effective and efficient implementation of safety measures and induces cost effective 

facilities. The importance of ensuring that independent, diverse protection layers meet the 

specifications of the process hazards analysis team cannot be highlighted enough. It 

guarantees the best possible total system safety. Only when the design intent is met and 

maintained, the total risk control strategy for the plant is effective. Implementing PHAs 

developed for enclosing inherent safety into the process design is the first requirement 

during the design phase.  
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For optimizing external knock-on prevention in case an installation is added to a chemical 

cluster, the second requirement is to enhance cooperation between neighboring 

companies. Therefore, a scheme is elaborated that combines the use of a risk 

identification technique suited for implementation in inherent safety designing, i.e. loss of 

containment analysis, and a risk evaluation technique. The latter evaluation method is 

either the Risk Matrix (performed in case of a first level screening) or a layer of 

protection analysis (used for assigning SILs in a more quantitative way). In the so-called 

Installation Plus framework, safety engineers from neighboring companies cooperate by 

discussing evaluation results of external domino risk reduction. This way, in case an 

installation is added to an industrial area, potential escalation effects between plants being 

part of that area, possibly leading to a major accident, are prevented through cross-

company cooperation in an optimizing way.   
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