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Real-life utility networks such as smart grids, pipelines and water networks can
be exposed to safety and security related risk. To mitigate the risks that might result
in service interruptions for the users of these networks, countermeasures can be
applied. In this paper, a decision model is proposed that assumes that all edges (e.g.,
pipes, cables) and nodes (e.g., switching or connection stations, substations in an
electricity network) have a certain probability of failing, which can be reduced by
applying appropriate security strategies. An optimization model is developed that
determines the optimal security strategy to apply for each node and each arc so
as to minimize the probability for disconnected node pairs to arise in the network,
subject to a budget constraint. A metaheuristic approach to solve this problem is
proposed. The metaheuristic is calibrated in a statistical experiment and detailed
experiments on realistic instances con�rm that it performs well.

Keywords: network security, metaheuristics, countermeasures, local search.

1 Introduction

People make the assumption that utility networks such as the ones used to transport electricity,
water, gas, and data, are always available. They take for granted that a high level of service
is guaranteed at all times and that the network can handle whichever load is placed on it.
In reality, failures are not rare events. The increased dependency on continuous supply of
commodities, such as water and power, makes today’s industrialised society and economy much
more vulnerable to supply interruptions. In addition, since modern countries are not used to
having even short power blackouts, even a minor service failure can generate a large negative
impact in the user’s daily lives.

In some situations, power network component failures can have a signi�cant impact on neigh-
bouring segments, triggering cascading e�ects in the whole network. As a result of such an
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event, service levels can therefore drop signi�cantly, and supply can be temporarily interrupted.
This might result in a disconnection of a user or even of certain subsections from the rest of the
networks, a�ecting buildings, city block, a complete city, or even an entire regional district, or
large areas of a country depending on the gravity of the outage. If a blackout spreads across
borderlines, which is more likely today due to the interconnection of power grids between
di�erent countries, the impact can escalate as a function of the duration of the interruption
(?).

In general, the majority of network failures has a duration of a few minutes up to a few hours.
Nevertheless, in rare cases, major blackouts, a�ecting e.g., the electricity network or the water
network, may last days or even weeks, signi�cantly a�ecting private users, companies and
critical infrastructure such as telecommunication networks, �nancial services and hospitals. For
example, a technical failure in a substation in Uttar Pradesh (India) in 2001 cut 226 million people
from the electricity grid for a long period of time, resulting in economic losses in the order
of USD 110m, causing trains to be stranded for 15 hours, and crippling utilities and hospitals
across the region (?).

Network interruptions can have di�erent causes:(i) safety-related causes, such as construction
defects, material failures, ground movement, natural disasters, unintentional human errors
(ii) security-related causes, such as intentional terrorist acts, vandalism, sabotages, etc.

In this paper, we will focus on intentional actions aimed at damaging a utility network. It has
been frequently demonstrated that utility networks represent vulnerable targets to terrorists.
Major metropolitan areas and even multi-state regions could be subject to simultaneous attacks.
Moreover, network segments located in isolated areas o�er little resistance to attack and it
might require several hours before they are fully restored.

In theory, terrorist attacks could strike a utility network at any time and in di�erent modalities,
since many elements of the network represent a potential target. Considering an electricity
network, substations present the most vulnerable points. Transportation lines are even easier
to be destroyed since they can be attacked anywhere along the line, but they are also easier to
repair. Power generating station are the most di�cult targets for attack since they are usually
guarded and protected more e�ectively. A recent sabotage action in a Belgian nuclear power
plant causing it to shut down for several months, proves that even well guarded places with an
ample amount of security and safety regulations can be a viable target.

The goal of this paper is to develop a decision model to reduce the vulnerability of a utility
network. In this model, each segment (arc or node) of the network has a certain probability
to be targeted by intentional attackers and failing as a result of that attack. It is assumed that
these probabilities are known or can be estimated. The manager of the utility network can
implement countermeasures on each segment that reduce the likelihood of that segment failing.
Each countermeasure has a certain cost, and the manager has a budget that cannot be exceeded.
The aim of the model is to minimize the total risk of a network failure, which is de�ned as
a situation in which there is no more functional connection between a pair of nodes in the
network.
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This paper is organized as follows. In Section 2 the literature on utility network security-related
problems is brie�y discussed. In Section 3, the problem of selecting the best strategies to increase
the security of the whole network is described and modelled as an optimization problem. In
Section 4, a metaheuristic to solve the network security problem is proposed. ?? presents
the results of the heuristic on realistic instances. ?? discusses the main research �ndings and
concludes the paper.

2 Literature review

The literature on securing utility networks from intentional attackers has attracted the attention
of many researcher in the last years. Many papers deal with the problem of designing more
robust and reliable utility networks in a preliminary stage, in which a network designer tries to
decrease the probability of service failures by increasing the number of redundant links in the
network. However, only few papers have addressed the problem of supporting decision makers
to protect an existing utility network from external attacks by investing in e�ective security
measures, subject to a budget constraint and technical limitations.

As mentioned, this paper proposes a decision model to support utility managers in the selection
of cost-e�ective network protection investements. A similar approach has been proposed
by ? for the �eld of IT. In this paper, security countermeasures are used to guarantee the
con�dentiality, availability, and integrity of data in computer systems that might be subject to
cyber-attacks. A decision support system, based on a genetic algorithm, is proposed to select the
“best" combination of countermeasures that respects the user’s preferred trade-o� between the
cost of the selected security measures and the resulting risk exposure of the computer system.

Considering a telecommunication network, a mixed integer programming approach is proposed
by ? to support decision makers in the selection of the optimal mix of countermeasures to
prevent or mitigate cyber-threats in IT systems. The proposed model relies on the de�nition of
a limited number of potential attack scenarios, which simpli�es the decision process aimed at
balancing expected worst-case losses and the cost of the selected security measures.

In ? a model to assess the risk exposure of each segment of a pipeline network, is proposed. For
each pipeline segment the risk exposure is computed considering the features of that segment
and the hypothetical consequences of an accident scenario.

In ? an approach aimed at formulating recommendations to more e�ectively protect a chemical
cluster against existing systemic risks and decrease interdependent risks within chemical indus-
trial areas, is proposed. A multi attribute method is developed modelling chemical industrial
areas as interconnected and complex networks and using a holistic optimization approach
considering inter-organisational and inter-cluster objectives. The goal of the model is to use a
quantitative approach to map systemic risks in chemical industrial areas. Using the outcome
of the model risk, experts and decision makers can make a quantitative risk assessment to
objectivly inform them selves about possible prevention measures to lower the risks exposure.
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However, after having analysed the network topology, the selection of the most appropriate
safety measures is left to the decision maker.

The approach suggested here extends and generalize the existing works in the literature on
securing utility networks by de�ning a single-objective problem and proposing a quantitative
method to select appropriate security strategies. An objective function, which relies on the
minimization of the probability of the network to be unavailable between any couple of network
nodes, is used instead of the maximization of the e�ectiveness of the security measures used as
done in ?. Moreover, in this paper, since a list of security strategies is de�ned for each arc and
each node of the network, the model incorporates not only decisions taken at the level of the
network, as done in ?, ? and ?, but it depends on the choices made at the level of single network
arcs or single network nodes.

In a previous model of ?, service interruptions, as a consequence of failures in a network, have
been treated considering only two nodes, i.e., the point from which the service or the product is
send to the customer and the customer or the point to which the product or service is delivered
through the network. This simpli�ed model enables network providers and managers to reduce
the probability of a network breakdown by applying security strategies to arcs, that might be a
potential target of failure. This paper extends this basic model to suit more realistic cases.

In reality, the arcs are not the only network elements that are at risk. The probability for a
failure of substations in an electricity network, switching stations in a communication network,
etc. should also be considered. These strategic points in the network might be of even higher
importance to the network and its proper operation than the arcs, and the survival of them might
be needed for a reliable service to its customers. When a node is unavailable, it is equivalent to
a failure in all of the arcs that connect to this node, rendering them unavailable.

The application of security strategies is more often than not subject to a security budget that
service providers have to their disposal. The goal of the service provider is to enable the service
to all customers at all times. Previously, only connections between two points in the network,
origin and destination of a service, have been considered. In a more realistic case, however, the
connectivity between all nodes should be analysed. For example, in a communication network,
every customer should be able to reach every other customer. In this paper, the model of ? is
extended to guide the service providers in their decision process of which security strategies to
apply to maximise the probability of connectivity between all customers. This decision process
is subjected to a security budget limitation.

To calculate the probability of a combination of failures to happen, and by extension the risk
for any combination to disconnect service anywhere in the network, probability theory is used.
Probability theory is used extensively in reliability theory and in reliability studies of systems,
a �eld of research that has received a lot of attention in the past years. For an overview, the
reader is referred to ???.

The decision problem of selecting the best mix of security strategies given a budget limitation
belongs to the more general category of knapsack problems. The knapsack problem represents
a well-known class of combinational optimization problems (see ? for more details). The model
presented in this paper has a non-linear objective function and therefore belongs to the class of
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non-linear knapsack problems, also known as non-linear resource allocation problems. The
latter is known to be even more complex to solve than linear knapsack problems (?).

A subject that is closely related to the work in this paper, is that of survivable networks or
network survivability (see ? for a survey). In this very active �eld of research, a network
designer tries to increase or maximise the reliability of a network, however, the topology is not
yet prede�ned. Two models have mainly been considered in this �eld. A model that is formulated
as a minimum-cost network design problem with certain low-connectivity constraints (??) and
the generalized Steiner problem which was �rst de�ned by ? and later renamed by ?. The
network designer deals with an undirected graph, and tries to minimize the used budget selecting
the optimal topology given constraints on minimal amount of �ow between every node pair.

In ?, the reliability of stochastic-�ow networks is evaluated. In the model described in that
paper, both arcs and nodes can fail. The goal of their work is to evaluate the reliability of the
network given a set of capacities for each arc and node, and a demand.

??, discuss the reliability of water distribution networks. The �rst technique to calculate the
reliability, discussed in the �rst paper, is closely related to the technique discussed in the
underlying paper. Our approach, however, is a more general implementation, as the �rst
technique of the paper of ? only considers serial-parallel networks.

The problem of increasing security in a utility network can also be tackled using a game
theoretical approach. More speci�cally, the attacker and the owner of the network can be
treated as two opponents each one adopting di�erent o�ensive or defensive strategies aimed at
maximizing their own utility functions, which con�ict each other. On the one hand, the goal of
the owner of the network is to maximize the hypothetical bene�ts resulting from the customers
of the network not being a�ected by service failures, considering that an investment in security
is performed on certain network segments. On the other hand, a potential attacker focuses on
maximizing the consequences of the attack considering its repercussions on the whole network.
This scheme resembles the game theory model proposed in ? in which the problem of securing
a transportation network used for dangerous goods is studied. The reader is referred to this
work for more details about how to use a game theoretical approach to increase security in a
transportation network. Nevertheless, the use of game theory is not within the scope of this
paper.

3 Problem description

3.1 Arc and node failures

A utility network can be represented by a graph G = {N ,A}, where N represents the set of
nodes and A the set of arcs. All arcs i ∈ A and nodes k ∈ N have a probability of failure,
denoted as pai and pnk , where the index a refers to arcs and index n is used for the nodes. A node
or arc failure always completely disables the respective node or arc.
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A set of security strategies Sai and Snk , is de�ned for each arc i ∈ A and each node k ∈ N . For
each security strategy j ∈ Sai (or Snk ) of arc i (node k) there is a cost cai j (cnk j ), and a value pai j
(pnk j ), which is the probability of a failure of arc i (node k) when this security strategy is applied.
A single security strategy needs to be selected for each node and each arc in the graph. The
probability pai of arc i failing and pnk of node k failing after applying a security strategy j will be
equal to the probability pai j or pnk j that is associated to that security strategy. In this paper, the
assumption is made that a preliminary risk assessment phase has been conducted by experts, in
order to determine the probability of failure associated with each arc or node, together with the
costs and bene�ts of each available security measure.

As a side node, a security strategy can be a combination of several individual security measures
(see e.g., Table 1). A combination of security measures can have a di�erent e�ectiveness than
the sum of the impact of the individual security measures due to some interaction e�ects.
In some cases, combinations of single security measures might not be possible due to their
incompatibility (e.g., in Table 1, Infra-red remote sensors and Thermal infra-red remote sensors
are not compatible and hence this combination is not in the list of security strategies).

The default security strategy (labeled 0) for arc i , that has a cost cai0 = 0, is a base case that
indicates that no security measure is applied. Its related probability pai0 represents the probability
of a failure of arc i in case no security strategy is selected. This also applies to the security
strategies and probabilities for the nodes.

Table 1: Examples of security strategies for pipelines
Strategy Security measures Cost Probability

0 - 0 0.6
1 Fences 100 0.5
2 Infra-red remote sensors 150 0.45
3 Thermal infra-red remote sensors 200 0.4
4 Fences & Infra-red remote sensors 230 0.32
5 Fences & Thermal infra-red remote sensors 290 0.25

3.2 Mathematical formulation

The model de�ned in this paper selects a security strategy for each arc and each node such that
the total risk of network failure is minimized, and a budget constraint is satis�ed. In a previous
paper (?), we have developed a simpli�ed model with a given origin node o and a destination
node d . In this model, a network failure occurs if these two nodes are disconnected, i.e., if no
functioning path between o and d exists, where a functioning path is de�ned as a path that does
not contain any failed nodes or edges. In case of a network failure, it is impossible for a service
or good from node o to reach node d (e.g., it would be impossible to make a phone call from
node o to node d). In this paper, we develop an extension of this basic model. The changes
are twofold. Firstly, failures in nodes are also considered, as opposed to the simpli�ed model,

6



where only arcs could fail. Secondly, a network failure is said to occur if any pair of nodes
is disconnected, i.e., if two nodes exist in the graph such that no functioning path has these
nodes as endpoints, while in the simple model only one origin and one destination node were
considered.

The model developed in this paper minimizes the probability that a network failure will occur.
To calculate the probability of network failure, a list of all critical scenarios is created. A
scenario contains the state (failed or functioning) for each arc and each node. A critical scenario
is a scenario that causes a network failure. We say that each element l of set C, the set
of critical scenarios, is composed of arcs and nodes that fail (set AE

l and N E
l respectively),

and arcs and nodes that do not fail (sets AN
l and N N

l respectively). It should be noted that
AE

l ∪A
N
l ∪N

E
l ∪N

N
l = A ∪N , ∀l ∈ C. Given the failure probabilities for each arc and each

node (which depend on the security strategies selected for these arcs and nodes), and given the
state of each arc and node in scenario l , the occurrence probability of this scenario l , which we
denote Rl , can be calculated as the product of the probabilities for each arc and node to be in
their given state.

Rl =
∏
i ∈AE

l

pai ·
∏
i ∈AN

l

(1 − pai ) ·
∏
k ∈N E

l

pnk ·
∏

k ∈NN
l

(1 − pnk ) (1)

Because scenarios are mutually exclusive events, the total probability of network failure (i.e.,
the objective function of the model developed in this paper), can be calculated by summing the
probabilities of all critical events, i.e., ∑l ∈C Rl .

Obviously, the cardinality of C depends on the topology of G, but will be very large in many
situations. In this paper, we calculate the set C by checking all possible scenarios. Because each
arc and each node can be in exactly two states (functioning or failed), the number of possible
scenarios, each of which has to be checked for criticality, is 2 |A |+ |N | . Checking a scenario for
criticality is equivalent to checking whether the graph in which the edges and nodes have been
removed that fail in the scenario, is connected. In this paper, we use a simple breadth-�rst
search algorithm.

In the model de�ned in this paper a budget constraint limits the security strategies that can
be selected. Let B represent the available security budget and let xai j be a binary variable that
takes value 1 when security strategy j on arc i is applied, and 0 otherwise. Let xnk j be a binary
variable that takes value 1 when security strategy j on node k is applied, and 0 otherwise. As
mentioned, set Sai includes all the security strategies j for arc i with j = 0 being the situation
in which no security measures for arc i are applied. The same applies for set Snk for all nodes
k ∈ N . A mathematical model to select the optimal security strategy for each arc and each node
is the following.

min
∑
l ∈C

Rl (2)

s.t.
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∑
i ∈A

∑
j ∈Sai

cai j · x
a
i j +
∑
k ∈N

∑
j ∈Snk

cnk j · x
n
k j ≤ B (3)

pai =
∑
j ∈Sai

pai j · x
a
i j ∀i ∈ A (4)

pnk =
∑
j ∈Snk

pnk j · x
n
k j ∀k ∈ N (5)

Rl =
∏
i ∈AE

l

pai ·
∏
i ∈AN

l

(1 − pai ) ·
∏
k ∈N E

l

pnk ·
∏

k ∈NN
l

(1 − pnk ) ∀l ∈ C (6)

∑
j ∈Sai

xai j = 1 ∀i ∈ A (7)

∑
j ∈Snk

xnk j = 1 ∀k ∈ N (8)

xai j ∈ {0, 1} ∀i ∈ A,∀j ∈ Sai (9)
xnk j ∈ {0, 1} ∀k ∈ N ,∀j ∈ Snk (10)

The objective function in Eq. (2) minimizes the total probability of network failure, and is
calculated as the sum of probabilities of all critical scenarios. Constraint Eq. (3) ensures that the
total cost associated to the selected security strategies does not exceed the prede�ned security
budget B. Equations (4) and (5) are used to determine the probability pai of failure of arc i and
the probability pnk of a failure of node k . Equation (6) calculates the occurrence probabilities of
all critical scenarios. Equations (7) and (8) force the decision process the selection of exactly
one security strategy for each arc or node, where xai0 = 1 or xnk0 = 1 indicate that no security
strategy (or security strategy 0) has been selected for arc i and node k respectively. Finally,
Eqs. (9) and (10) enforce the domain of the decision variables, and ensure that no partial security
strategies are allowed.

4 Solution approach

4.1 Auxiliary calculations

The model presented in the previous section is computationally expensive because of the number
of scenarios, and the resulting risk calculations. If the security strategy of a single node or
arc changes, the failure probability changes and the occurrence probability of every critical
scenario is a�ected. This can be seen in Eq. (6), in which the failure probabilities of each arc
and node appear. Fortunately, it is not necessary to recalculate Eq. (6) from scratch every time
the security strategy of an arc or node changes.

The implementation of the proposed algorithm uses an update formula to recalculate the risk
for each scenario when a security strategy is changed.
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R̄l =
Rl · P̄

P
(11)

The formula divides the previous probability for the scenario, Rl , with the previous failure
probability of the arc or node P , and multiplies it with the new probability, P̄ , to obtain the new
probability of the scenario, R̄l . If the arc or node is failing in that scenario, P is substituted with
px , and (1 − px ) otherwise. This only requires two operations per scenario (one multiplication,
one division), whereas recalculating Eq. (6) from scratch results in |A| + |N | calculations per
scenario.

4.2 Exact approach

To establish a benchmark for the heuristic developed in Section 4.3, we have implemented a
naive exact approach that loops over each combination of security strategies and validates them
for the budget constraint. If the combination of security strategies does not infringe the budget
constraint, the exact approach then veri�es if it has a better result than the previous best found
solution, and stores it if it has.

Exact approaches to solve the problem, described in Eqs. (2) to (10), are viable methods for
small instances only, due to the exponential explosion of the number of critical combinations to
be considered. In fact, in the worst case, the number of critical combinations that have to be
analysed and updated through the solution process is equal to 2 |A |+ |N | . The maximum number
of possible ways to combine security strategies is equal to∏i ∈A |S

a
i | ·
∏

k ∈N |S
n
k |. In case the

number of security strategies is equal for all nodes and arcs and simpli�ed as |S| this value can
be rewritten as |S| |A |+ |N | . As an illustration of the combinatorial explosion that results, Fig. 1
shows the in�uence of the number of arcs on the computational time for instances of 7 and 8
nodes.
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Figure 1: Relationship between the number of arcs and the CPU time needed for the exact
algorithm
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4.3 Heuristic approach

Given the computational complexity of the problem, it is unlikely that an e�cient exact approach
can be developed. Therefore, we develop an e�cient metaheuristic approach, sacri�cing a
guarantee of optimality in favor of �nding near-optimal solutions in short running times.

Our algorithm is an iterated local search algorithm (ILS) (?) which is hybridised with a greedy
random adaptive search procedure (GRASP) (???) and a variable neighbourhood descent (VND)
improvement heuristic. Two perturbation heuristics are used to escape from local optima. In
addition, a tabu list is used during the whole execution of the heuristic to avoid an exploration
of solutions that have been analysed in previous iterations. Pseudo-code of the algorithm can
be found in Algorithm 1.

Algorithm 1 Metaheuristic structure
Step 0: Initialization
Read instance & Initialize heuristic parameters:
iter← 0 # number of iterations without improvement
loopcount← 0 # number of restarts
x∗ ← ∅, f (x∗) ← ∞
Step 1: Construction phase
x ← GRASP

while loopcount < maxloopcount do
Step 2: Intensi�cation phase
k ← 0
while (k < kmax) do

x ′ ← VND(Nk (x )) # �nd the best solution in the kth neighborhood
if ( f (x ′) < f (x )) then

x ← x ′,f (x ) ← f (x ′) # if a better solution is found, search in the same neighborhood
else

k ← k + 1 # otherwise go to the next neighborhood
end if

end while
if ( f (x ) < f (x∗)) then

x∗ ← x ,f (x∗) ← f (x ) # if the best solution is improved, update it
else

iter← iter + 1 # otherwise, update number of iterations without improvement
end if
Step 3: Diversi�cation phase
if iter < maxiter then # number of iterations without improvement not reached

x ← Perturbation(x )
else

x ← GRASP

loopcount← loopcount + 1
end if

end while
return x∗

An initialisation step is performed, followed by a construction phase, in which a GRASP
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heuristic is used to construct an initial solution. The solution found is then passed to a variable
neighborhood descent (VND), which performs di�erent moves on the solution, until no more
improvement can be found, after which a di�erentiation phase is executed.

After the initialization step, an initial solution is generated by a GRASP constructive heuristic.
The GRASP heuristic starts from a solution in which all arcs and nodes have the default security
strategy (strategy 0). The total cost of such a solution is zero. One step at a time, the GRASP
heuristics upgrades security strategies for arcs and nodes. The GRASP heuristic repeats the
selection of an arc or node and an upgraded security strategy for that arc or node until the
security budget does not allow any further security strategy upgrades. The selection of the arc
or node to upgrade the security strategy for, happens by selecting a random arc or node from a
restricted candidate list (RCL).

A �rst and best improvement strategy are implemented in the GRASP heuristic, and based on a
parameter either one of them is used. For the best improvement strategy, all possible security
upgrades for the selected arc or node are evaluated, and a random security strategy of the most
improving security strategies is selected and applied as upgrade to its arc or node. For the �rst
improving strategy, the security strategy is selected at random from the whole list of security
strategies for the selected arc or node. If, at the end of the algorithm, for the �rst improvement
strategy the randomly selected security strategy is out of budget, a other security strategy is
selected at random for that arc or node, and evaluated for the budget, until a solution strategy
can be used as an upgrade, or all security strategies for that arc or node are evaluated.

The RCL is created by sorting all nodes and arcs by their “potential” to reduce the probability of
network failure, and selecting the top alpha arcs/nodes from that list. This potential is based on
the frequency of occurrence of arcs and nodes in critical scenarios, the probability of occurence
of that scenario, and the amount of disconnection it causes in the network. If an arc or node is
part of many critical scenarios (in a failed state), it is likely to have a higher potential to improve
the network failure probability when their own failure probability is decreased. Arcs or nodes
that (in a failed state) do not appear in many critical scenarios, are similarly unlikely to improve
the network failure probability.

The calculation of the potential for each arc and node is done by a method that ranks the set
of critical combinations, C, based on an index of connectivity for each scenario Conl . Given a
scenario l , this index of connectivity can be calculated as the fraction of node pairs between
which a functional path in the graph exists. Given a graph with n nodes, where n = |N | the
index of connectivity Conl , is calculated as follows:

Conl =

∑n
o=1
∑n
d=1 r

l
od

n · (n − 1) , (12)

where r lod is 1 if there is a functional path from node o to node d under scenario l , and 0
otherwise.

To �nd ∑n
o=1
∑n
d=1 r

l
od , a simple breadth-�rst search algorithm is used, which executes the

following steps.
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Step 1: Starting from an initial node, all adjacent nodes (connected by an edge that is not
failed) are assigned to the same group. Those neighbors become the new initial nodes, and their
adjacent nodes are assigned to the same group (see Fig. 2(b)). If no more neighbors are found,
go to step 2.

Step 2: The algorithm moves to the next node that has not been assigned to a group yet and
applies the same steps (see ??). If no more nodes are left unassigned, the algorithm is �nished
(see ??), otherwise, repeat step 2.

To calculate the number of disconnected node pairs, the cardinality of each group is multiplied
with that of every other group, and then summed.

Finally, to �nd Conl , the fraction of disconnected node pairs, ∑n
o=1
∑n
d=1 r

l
od , is divided with the

total number of theoretical connections to get a percentage value, which is then subtracted from
1 to get the percentage of connectivity. In Fig. 2 and ??, this would be one group of 7 and one
group of 3. The total number of connections possible is 45. The rate of disconnection is 47.7%.
It is important to take in to account that in our examples the connection from A to B is the
same as the connection from B to A, as the graph is undirected. In case of a directed graph this
formula and algorithm has to be adapted to be suitable to calculate the connectivity index.
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(b) Algorithm marking �rst group of neighbors that
are connected

Figure 2:

Using the probability for critical scenario l to occur (Rl ), ρai and ρnk are de�ned as the potential
of arc i and node k as follows:

ρai =
∑
l

(1 − Conl ) · Rl · f ail (13)

ρnk =
∑
l

(1 − Conl ) · Rl · f nkl (14)

where f ail (f nkl ) is 1 if the arc i (node k) is present in set AE
l ( N E

l ), 0 otherwise.
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(b) No more unassigned nodes left

Figure 3: Marking disconnected groups for calculating the connectivity index

The potential of arc i and nodek is a measure of the importance of that arc or node in determining
the probability of network failure, and hence also of the likelihood for an upgrade of the security
strategy of that arc or node to improve this probability. It uses a combination of the risk for a
critical scenario to occur, weighted with the impact of this scenario (which is one minus the
amount of connections left if a critical scenario takes place), and this value is then summed for
all the scenarios in which that arc or node fail.

This potential is used to generate the restricted candidate list (RCL) for the GRASP heuristic,
as well as, for �nding promising arcs and nodes for the VND. The arcs and nodes are all put
together in a list and sorted by their potential. The top alpha elements are then selected to form
the RCL.

When a node fails, this is equivalent to the failure of all the incident arcs. In other words, if a
node is not available due to a failure, the arcs entering in and leaving from that node need to be
considered out of service. In the calculations of the index of connectivity a failure of a node is
treated as the failure of the arcs that enter or leave from the node. An example is shown in ??

(a) Attack on a node (b) Equivalent failure of arcs

Figure 4: Substitution of a failure of a node (??) with the failure of arcs (??) for the computation
of the index of connectivity
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After the generation of an initial solution by the GRASP heuristic, a local search heuristic
is applied during the Intensi�cation step. The local search makes use of a VND heuristic to
improve the current solution. The VND heuristic explores the neighbourhoods of three di�erent
local search operators. The �rst one “Upgrade” tries to upgrade one security strategy used inside
an arc (or node) with another security strategy for said arc (or node). The second move, “Budget
reallocation”, tries to relocate budget from one arc to another by downgrading a security strategy
used for one arc (or node) and applying the budget to antoher arc (or node) by upgrading a
security strategy on that arc (or node). The third move, “Budget redistribution”, downgrades the
security strategies from two arcs (or nodes) and they are then afterwards upgraded with di�erent
security strategies for the same two nodes or arcs (this can be seen as a budget redistribution
between the selected arcs or nodes). A move is executed until no further improvement is
found. The whole VND heuristic is carried out until a local optimum is found and no further
improvement can be obtained.

Finally, a perturbation is applied to escape this local optimum (this is a diversi�cation step), and
the algorithm continues with a local search on this perturbed solution. In this perturbation step,
part of the solution is destroyed by removing security strategies from arcs or nodes randomly.
These security strategies are added to the tabu list for a speci�ed number of iterations. The arcs
or nodes they belonged to are also added to a tabu list for a prede�ned number of iterations. If,
after a �xed number of perturbations, the algorithm cannot �nd a better solution, the algorithm
is restarted from a new solution constructed by the GRASP heuristic. The perturbation step in
this algorithm does not require a repair step, as a solution from which a security strategy is
removed is always feasible.

5 Computational results

The solution approach, described before, has been tested on a set of realistic instances, which are
available on http://antor.uantwerpen.be/downloads/NS. The instances are randomly generated,
taking into account realistic features of networks and failure rates. The values of the parameters
that were passed to the instance generator to generate a speci�c instance are encoded in the
instance name.

The generated nodes that are positioned randomly in a uniform fashion are connected by a
minimal spanning tree, and in a next step, edges are randomly selected from the Delaunay
triangulation of those nodes to be added to the instance. The maximum number of edges
that can be added is de�ned in the input parameters. All the nodes and edges are assigned a
probability of failure which is randomly selected, and which is of a realistic value. From ? we
can learn that, for a real 16 year old water network the failure rate is between 0.5% and 1.5%.
Some preliminary tests reveal that the exact failure rate does not make a di�erence for the
e�ectiveness and speed of the heuristic approach proposed in this paper. Next each edge and
node are assigned between 1 and c countermeasures (c is a user-de�ned parameter), which are
combined in security strategies for that edge or node. Each security strategy has a reduction of
risk and a cost.
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The encoding of the instances’ name is as follows: NS-n8-c5-C3-a30-x0, where n represents
the number of nodes in the instance which are generated at a random position, c gives the
maximum number of counter measures generated for each edge, C is the maximum number of
connections from and to a node (This is currently not used in the instance generator, but the
option is foreseen in the encoding), a represents the percentage of extra arcs from the Delaunay
triangulation added to the minimal spanning tree, and x represents the number of the instance
when multiple instances are generated at once, with the same settings.

All computational experiments are conducted on a desktop running a 64 bit version of Linux. The
system has a Intel® Core™ i7-4790 processor, running at 3.60GHz, and has 16GB of memory.

5.1 Calibration of the metaheuristic

In a �rst phase, the metaheuristic has been tuned in order to �nd its best parameter settings.
This tuning is done in a controlled full factorial statistical experiment on a subset of the
instances. The parameters that were investigated are the maximum number of iterations
(maxiter-no-improvement), the percentage of the solution that is perturbed (perturb-percent),
the size of the tabu list (tabu-tenure), the selection mechanism (selection-mechanism), the size
of the restricted candidate list (alpha), and the percentage of the instance used for the third
move (double-swap-percentage, see Section 4).

Analysis of variance (ANOVA) reveals that the percentage of the solution that is perturbed, the
size of the tabu list, the size of the restricted candidate list, and the percentage of the instance
used for the third move all have a statistically signi�cant in�uence on the objective function
value. A graphical output of the statistical experiment is shown in ??. From the full factorial
experiment we choose the parameter settings shown in ??.

Table 2: Heuristic parameters
Parameter Description Values Chosen value

max-iter Number of restarts 50 50
perturb-percent∗ Percent of edges removed during the

perturbation phase
10%, 30%, 50%, 70% 70%

alpha∗ Size of the restricted candidate list 1, 2, 3, 4 3
tabu-tenure∗ Number of iterations that a strategy

is kept in the tabu list
10, 30, 50 30

max-iter-no-improvement Number of iterations without im-
provements

5, 10, 20 10

double-swap-percentage∗ Percentage value used to �nd the
amount of evaluations to be per-
formed by the Double swap move

20%, 50%, 80% 80%

selection-mechanism Strategy to select edges best (0), �rst(1) best
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Figure 5: Plot of average objective values and computing times for given parameter setting
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5.2 Results

In a second phase, the algorithm is executed with these best parameter settings on a larger set
of instances to analyse its behavior. The obtained results are compared with the best solutions
found by the naive exact approach described earlier. If a solution was not found within 24 hours
by the exact approach, no value is given.

In ??, the percentage di�erence between the best solutions obtained by the metaheuristic over
25 runs and the exact approach is reported in column Best Gap, while column Average Gap
represents the percentage gap between the average solution over 25 runs and the best solution
found by the exact approach. It can be observed that the metaheuristic �nds, in most cases,
solutions that are equal to those found by the exact approach. Moreover, these solutions of high
quality are also found in a very limited running time, i.e., a small fraction of the time used by
the exact approach.

In ??, the current and best found objective values for one instance are plotted over time. The
spikes in the current solution show the points in time at which a perturbation is executed. After
a perturbation, the VND heuristic lowers the objective value in small steps until it reaches
a local optimum, after which another perturbation is executed. The objective function has a
very steep descent at the start of the algorithm and gradually stabilizes. This shows that the
algorithm converges towards very good results in a very short time. As CPU time gets larger,
the marginal improvement of the best solution found so far becomes smaller and smaller. This
shows that in�nitely increasing the CPU time will not necessarily produce signi�cantly better
results.

6 Conclusion and discussion

In this paper, a model for the selection of appropriate security strategies given a limited budget
is described. Its goal is to increase the security of infrastructure such as pipelines transportation
systems, telecommunication networks, smart grids, etc.

Very good results are obtained by the proposed heuristic on the provided instances. In most
cases, it �nds the optimal solution in a fraction of the time that is needed by the exact approach.
The parameters that have a signi�cant in�uence on the results are the perturbation percentage,
where a lower percentage yielded better results, the tabu tenure, the number of elements in
the restricted candidate list, alpha, and the percentage of arcs and nodes on which the budget
redistribution move is executed.

However, due to the fact that we need to generate and evaluate all scenarios to �nd the critical
scenarios and the sheer number of critical scenarios, to tackle larger instances, a di�erent
approach should be investigated.

In future research, the model can be extended even more by making a di�erentiation in the
types of nodes (customers or suppliers) and/or considering the importance of nodes themselves.
In terms of the algorithm, alternative solution approaches can also be developed and compared
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Table 3: Exact approach in comparison with the metaheuristic
Exact Approach Metaheuristic

Instance
Best

Solution Time (s) Best
Solution

Avg.
Solution

Avg.
Time (s)

Best Gap
(25 runs)

Avg. Gap
(25 runs)

NS-n5-c5-C3-a30-x0 0.064 134 0.064 0.070 0.008 0.000% 9.616%
NS-n5-c5-C3-a30-x1 0.051 502 0.051 0.057 0.011 0.609% 10.409%
NS-n5-c5-C3-a30-x10 0.057 673 0.057 0.062 0.009 0.000% 9.034%
NS-n5-c5-C3-a30-x11 0.064 218 0.064 0.070 0.008 0.375% 9.457%
NS-n5-c5-C3-a30-x12 0.060 70 0.060 0.065 0.007 0.000% 8.768%
NS-n5-c5-C3-a30-x13 0.065 147 0.065 0.071 0.008 0.009% 9.060%
NS-n5-c5-C3-a30-x14 0.059 391 0.060 0.065 0.008 0.521% 10.135%
NS-n5-c5-C3-a30-x2 0.046 759 0.046 0.047 0.028 0.000% 2.399%
NS-n5-c5-C3-a30-x3 0.062 353 0.062 0.067 0.009 0.000% 8.241%
NS-n5-c5-C3-a30-x4 0.062 447 0.062 0.069 0.009 0.000% 9.723%
NS-n5-c5-C3-a30-x5 0.055 1229 0.055 0.057 0.033 0.000% 3.558%
NS-n5-c5-C3-a30-x6 0.045 3785 0.045 0.046 0.034 0.000% 1.149%
NS-n5-c5-C3-a30-x7 0.063 86 0.063 0.069 0.010 0.000% 10.047%
NS-n5-c5-C3-a30-x8 0.051 48 0.051 0.056 0.006 0.000% 10.052%
NS-n5-c5-C3-a30-x9 0.056 453 0.056 0.060 0.009 0.000% 7.388%
NS-n6-c5-C3-a30-x0 0.062 88004 0.062 0.063 0.192 0.005% 1.433%
NS-n6-c5-C3-a30-x1 0.054 37374 0.054 0.056 0.125 0.000% 2.847%
NS-n6-c5-C3-a30-x10 0.073 0.075 0.223
NS-n6-c5-C3-a30-x11 0.056 26487 0.056 0.058 0.170 0.000% 2.649%
NS-n6-c5-C3-a30-x12 0.058 0.060 0.223
NS-n6-c5-C3-a30-x13 0.074 45078 0.074 0.077 0.186 0.000% 3.445%
NS-n6-c5-C3-a30-x14 0.082 25911 0.082 0.084 0.155 0.000% 1.751%
NS-n6-c5-C3-a30-x2 0.067 68352 0.067 0.068 0.200 0.000% 1.534%
NS-n6-c5-C3-a30-x3 0.066 58443 0.066 0.067 0.250 0.000% 2.828%
NS-n6-c5-C3-a30-x4 0.062 13316 0.062 0.064 0.165 0.000% 2.405%
NS-n6-c5-C3-a30-x5 0.076 72039 0.076 0.077 0.112 0.000% 2.031%
NS-n6-c5-C3-a30-x6 0.063 9058 0.063 0.064 0.169 0.000% 1.560%
NS-n6-c5-C3-a30-x7 0.064 0.065 0.300
NS-n6-c5-C3-a30-x8 0.063 0.063 0.316
NS-n6-c5-C3-a30-x9 0.058 0.059 0.216
NS-n7-c5-C3-a30-x0 0.097 0.098 5.069
NS-n7-c5-C3-a30-x1 0.075 0.077 5.082
NS-n7-c5-C3-a30-x10 0.090 0.091 4.991
NS-n7-c5-C3-a30-x11 0.083 0.085 2.856
NS-n7-c5-C3-a30-x12 0.050 0.052 2.566
NS-n7-c5-C3-a30-x13 0.090 0.091 3.286
NS-n7-c5-C3-a30-x14 0.081 0.083 3.453
NS-n7-c5-C3-a30-x2 0.068 0.070 4.550
NS-n7-c5-C3-a30-x3 0.085 0.087 4.225
NS-n7-c5-C3-a30-x4 0.097 0.098 6.083
NS-n7-c5-C3-a30-x5 0.084 0.085 4.897
NS-n7-c5-C3-a30-x6 0.085 0.086 3.049
NS-n7-c5-C3-a30-x7 0.091 0.093 2.690
NS-n7-c5-C3-a30-x8 0.083 0.084 4.173
NS-n7-c5-C3-a30-x9 0.078 0.079 4.591

18



0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5 5.5 6

0.098

0.1

0.102

0.104

0.106

0.108

0.11

0.112

Time (s)

O
bj

ec
tiv

e
va

lu
e

Current solution
Best solution

Figure 6: Plot of the objective value over time.

with the one proposed in this paper. It might also be worth investigating if a faster approach
can be found to calculate the set C, without explicitly calculating and enumerating all possible
combinations. A very good implementation of an exact approach should be considered, to �nd
the optimal solution for a set of test instances, in a reasonable amount of time.
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