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Abstract- This article explains limitations of the IEEE 802.11 standard

[1] and most of the typical problems in ad hoc networks where the

standard is applied. There have been many possible solutions and

observations proposed in many papers. This paper summarizes new

techniques and schemes that are not based on the standard. The article is

a compendium of knowledge about problems and new approaches in ad

hoc networks. It also includes the classification of MAC protocols used

in ad hoc networks.
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I. I NTRODUCTION

What is really an Ad Hoc network? An Ad Hoc
network is an “infrastructureless” multi-hop network
without a centralized entity (Access Point), where every
node acts as a router. According the standard IEEE
802.11 [1] an ad hoc network is a network composed
solely of stations within a mutual communication range
of each other via the wireless medium (WM). The term
ad hocis often used as slang to refer to anindependent
basic service set (IBSS)[1].

The real-life ad hoc network recognizes three ranges:
the carrier sensing range (CSR), the interference range
(IR) and the communication range (CR) whereCSR >
IR > CR. Nodes being in the CR can decode each
others packets, whereas in the CRS it is impossible.
If a node is within the IR of a second node, then its
overlapping transmission will be lost.

In Section II the classification of the MAC protocols
is presented. In Section III the IEEE 802.11 standard is
described with its features and limitations. The problems
and possible solutions have been presented in Section IV
and new schemes and algorithms in Section V. Finally,
concluding remarks are formulated in the last section.

II. CLASSIFICATION

The basic classification of MAC protocols (Fig.1.a)
in ad hoc networks distinguishes synchronous and
asynchronous protocols. The synchronous protocols are

scheduled access schemes that allocate stations to dif-
ferent time slots (based on TDMA) or different data
channels (based on FDMA, CDMA or both). Protocols
based on TDMA map timeslots to nodes, thus it has been
defined which node has an access in a certain timeslot.
This scheme is suitable for a channel with high and
medium traffic loads (all slots are likely to be utilized)
but it has a bad performance at low traffic loads (all slots
are not utilized so it increase delays).

Fig. 1. Classification of the MAC protocols

These protocols can also support QoS and multi- and



broadcast transmissions.
The asynchronous protocols inter alia IEEE 802.11 do

not coordinate the medium access to the channel. Thus
they do not support QoS and battery power is wasted but
they adjust to the infrastructure-less ad hoc environment.
This scheme performs well at low traffic loads (only
a few collisions), but the performance decreases when
traffic loads rise -because of the increasing number
of collisions. There also exists a hybrid scheme that
combines the performance capabilities of asynchronous
schemes at low traffic and synchronous at high traffic
e.g. AGENT protocol [50]. Figure 1 shows other possible
classification distinguishing the channel (b), the data rate
(g), the used antenna (e) etc. There also exist other
kinds of protocols that are worthy to mention as MAC
protocols for MultiPacket Reception (MPR) networks
[35] [36] [37], or based on a cellular structure [51]
[48] or protocol inspired on IEEE 902.4 Token Bus [52]
standard e.g. [53] and [54].

III. IEEE 802.11FEATURES AND LIMITATIONS

The IEEE 802.11 [1] is the standard for medium
access control in wireless local area networks (WLANs).
Many studies have shown that IEEE 802.11 is not suit-
able for wireless ad hoc networks. In order to understand
the disadvantages and the limitations of this standard,
its main features will be presented first in subsection A.
We will stress the weakest points of those features and
possible enhancements in subsection B.

A. IEEE 802.11 standard

The standard specifies two medium access control
mechanisms, DCF (Distributed Coordination Function),
and PCF (Point Coordination Function). The DFC
scheme has been developed to use within both IBSS
and infrastructure network configurations, whereas PCF
only applies for infrastructure network configurations.
The DFC is based on CSMA/CA (Carrier Sense Multiple
Access with Collision Avoidance).

The CS (Carrier Sense) is performed throughphysical
(by air interface, PHY - Physical Layer) andvirtual (by
overhearing the control packets RTS, CTS, that contain
a Duration/ID field that defines the duration of time is
to be reserved to transmit the current data frame and
corresponding ACK packet) mechanisms. Taking into
account that nodes in ad hoc networks have asymmetric
information (they are not all within radio range of one
another), they cannot be based on PHY CS, only on
VCS. Both sensing mechanisms are used to determine

the state of the medium. VCS is referred to NAV (Net-
work Allocation Vector) which contains the remaining
time of the on-going transmission exchange of data.
The virtual carrier sensing employs RTS/CTS packets
exchange for channel reservation. The sender transmits
a Request-To-Send frame to its receiver. The receiver
sends a Clear-To-Send frame if the NAV at the receiver
indicates idle channel. Then the sender transmits the
DATA frame and waits for acknowledgement ACK (4-
handshake exchange -Fig. 2).

Fig. 2. IEEE 802.11 DCF with nodes in CRS and remarks from
[26]

IEEE 802.11 defines four kinds ofinterframe space
(IFS) periods of time between frames: SIFS (Short IFS),
PIFS (PCF IFS), DIFS (DCF IFS) and EIFS (extended
IFS). They determine the priority level for accessing the
channel. The SIFS is used for a CTS frame and ACK
frame, or subsequent frame in fragment burst. It is the
shortest period for the response with a corresponding
frame in 4-handshake exchange (Fig. 2). The PIFS is
used under the PCF mechanism in order to gain a priority
access to the medium at the beginning of the Contention
Free Period. The DIFS duration is used by a station
operating under the DCF mechanism. During this period
stations sense the medium and start the frame exchange
if the channel has been sensed as idle and itsbackoff time
(additional random deferral time before transmitting,
Backoff Time= Random() + Slot Time, whereRandom()
is a pseudorandom integer from the interval[0,CW
(Contention Window)]) has expired. The EIFS begins
following the indication that the medium is idle after
detection of the erroneous frame, thus after a message
has not successfully been received (limitation -discussed
in section IV.D). After the DIFS or EIFS period, the
node additionally waits a random backoff period. The
stations in the CSR cannot decode packets, thus they do
not know the duration of the data transmission (discussed
in section V.5). These stations set their NAV for the EIFS
duration (Fig. 2). In this case EIFS provides enough time



for the transmitter to receive the ACK frame (EIFS is
much longer then DIFS duration).

TheNetwork Allocation Vectorindicator is maintained
by each station and indicates time periods when a trans-
mission on the wireless medium is not initiated because
the station’s CCA (Clear Channel Assessment) function
(the logical function in the PHY) senses that the medium
is busy. Thus, the CCA Time is the minimum time (in
µs ), that the CCA mechanism has available to access
the medium within every time slot to determine current
state of the medium.

A node in IEEE 802.11 that overheard RTS sets its
NAV (based on DurationFieldRTS) and runs a timer for
duration equal to((2 ∗SIFS Time) + (CTS Time) +
(2 ∗ Slot T ime)), where CTS time is calculated from
the length of the CTS frame and the rate at which RTS
packet has been received. The node can reset its NAV
(and start its 4-handshake exchange) if it does not hear
a DATA packet from the RTS sender during this period
of time (thus the counter of NAV reaches zero).

The IEEE 802.11 standard provides aPower Saving
Mechanism (PSM)by allowing a node to go into Doze
Mode (consuming less energy). The frame control field
contains a subfield Power Management indicating the
mode of the station (0 - active mode, 1 - power-
saving mode). The time is divided into beacon intervals
and every node is synchronized by a periodic beacon
transmission. The standard uses ATIM (Ad Hoc Traffic
Indication Messages) to announce a period when all
station are awake. Thus, at the start of each beacon
there is an interval called ATIM window, where every
node should be awake and able to exchange messages.
If a STA receives a directed ATIM frame during the
ATIM Window, it acknowledges the directed ATIM and
stays awake for the entire beacon interval waiting for
the announced packet. Otherwise, it may enter the Doze
state at the end of the ATIM Window [1].

The [1] standard also provides thefragmentation
mechanism, where a longer data frame is divided in
smaller frames. This mechanism increases the reliability,
by increasing the probability of successful transmission
of the data frame in case where channel characteristics
limit reception reliability for longer frames. Each smaller
fragment is transmitted independently and must be sep-
arately acknowledged during the SIFS duration. The
RTS/CTS packets reserve the channel only for the first
fragment, and next fragments are reserved by following
ACK packets. If the source receives an ACK but has not
enough time to transmit the next fragment, then it must
contend for the channel at the beginning of the next dwell

time. If the source does not receive ACK, it attempts to
retransmit the failed fragment after the backoff procedure
and the contention process.

B. Enhancements

Many studies have shown that theIEEE 802.11 4-
hanshake mechanismdoes not suffice to eliminate all in-
stances of thehidden terminal problem(section IV.A) in
wireless ad hoc networks. IEEE 802.11 does not foresee
the mobility or different transmission ranges of the nodes
etc. Some of the protocols use a different handshake
mechanism while others try to improve 4-handshake
mechanism of the standard. FAMA-NCS protocol [2]
is based on 3-handshake mechanism with dominance
of CTS packets. A CTS packet lasts much longer than
an RTS in order to serve as a “busy tone” that forces
all hidden terminals to defer long enough to provide
a collision-free data packet transmission. [3] and [4]
discuss different transmission ranges in heterogeneous
networks (most of the protocols assume homogeneous
networks). Both protocols are enhancements of the IEEE
802.11. They assume the existence of interferences from
high-power nodes. They extend the RTS/CTS mechanism
by adding an additional message which is essentially a
broadcast propagation of the CTS message bounded by
TTL (Time-To-Live). In [4] an improvement is proposed
[3] by allowing only high-power nodes forward CTS
packets from low-power nodes. Yet other protocols try to
separate control messages from data transmission using
different channels (multi-channel protocols): control and
data channel/(s) [5] [6] [7] [8] and others.

In [9] the NAV durationwas divided forRTS Defer
Time and additional defer timeif the channel has been
assessed to be busy during CCA time, otherwise the
node concludes that the channel is idle and it can
contend for the channel. This approach resolves the
“false blocking”problem (section IV.B), because a node
waits shorter RTS Defer Time.

A node which hears only an RTS and a DATA
transmission (thus not a CTS message) is considered as
an exposed nodeof the sender. It means that it could
be possible to perform a second transmission (section
IV.A), thus allowing for better spatial reuse (limitation
of the standard). In [10] study the meaning of NAV
indicator/counter [standard] has been changed, because
the NAV is used for collecting more information about
neighborhood (neighbor’s MAC address, neighbor’s state
and two time instants).

Some of the studies try to improvePower Saving
Mechanism[standard] or use it for own purposes. In [13]



the ATIM Window in PSM is used for the negotiation
and the selection of the channel using ATIM messages.
PAMAS protocol [14] is based on the original MACA
protocol [23] with the addition of a separate signaling
channel.

There exists a second group of energy conservation
schemes, namely power control mechanism. Many stud-
ies [16] [17] [18] [19] try to reduce energy consumption
using the power control. By manipulating the power level
(thus transmission ranges of the nodes) these protocols
try to gain not only energy conservation but also a
better spatial reuse of the spectrum. One of the studies
[15] increases the power level in order to resolve a
“Lack of Coordination Problem” (section IV.C) caused
by interference of a neighbor B that is out of CR of the
node A [1].

The IEEE 802.11 standard assumes that an ad hoc
network is composed solely of stations within the mutual
communication range of each other, thus does not take
into consideration real-life networks with the existence
of different transmission ranges/zones.

The fragmentation mechanismof the standard [1]
promotes fairness, because in a case of the failed ACK
packet other nodes have the chance to gain the channel.
In case of energy-constrained nodes (sensor ad hoc
networks) this approach is not valid anymore, because
the overhearing by all neighbors wastes a lot of energy.
The S-MAC [20] protocol uses themessage passing
mechanism, where the RTS/CTS exchange reserves the
medium for transmitting all the fragments. Each frag-
ment must be acknowledged. If the source does not
receive an ACK, it retransmits the failed fragment and
extends the transmission time (NAV) for this fragment.
This solution leads to fewer contentions and a small
latency.

Another study [22] uses the fragmentation mecha-
nism in order to achievetemporal fairnessin multi-rate
networks. Throughput and temporal fairness in single-
rate networks (both Base-Station and ad hoc networks)
are equivalent but in multi-rate networks this distinction
is critical. In multi-rate networksthroughput fairness
results in significant inefficiency and mitigates the gains
of the multi-rate physical layer, because poor-channel
flows can consume disproportionately more time and
system resources [22]. Thanks to the fragmentation
mechanism [22] achieves the same temporal fairness in
multi-rate network as the IEEE 802.11 base-rate protocol
(if all nodes are in radio range, then they will still
obtain identical long-term time shares but quite different
throughputs).

The IEEE 802.11a and IEEE 802.11b provide
physical-layer mechanisms to transmit at higher rates
than the base rate if channel conditions permit. First
commercial implementation of a MAC protocol as an
enhancement of IEEE 802.11 for multi-rate wireless
network is the Auto Rate Fallback (ARF) protocol [49]
which is based on the history of previous transmissions
to errors rates to adaptively select future transmission
rates [22]. Another approach, Receiver Based Auto Rate
(RBAR) protocol [21], is a receiver-based protocol which
is an enhancement of IEEE 802.11. The main idea of
RBAR protocol is controlling the sender’s transmission
rate by the receiver.

IV. PROBLEMS AND POSSIBLE SOLUTIONS

A. HTP and ETP problem

The Hidden Terminal problem (HTP) and the Exposed
Terminal Problem (ETP) are the most known problems
in wireless ad hoc networks. The HTP is caused by
asymmetric information, when nodes do not know about
one another, so also about planned transmissions, and
they try to transmit to the same node causing a collision
at this node. This problem has been resolved (but not
completely as was mentioned above) by control packet
exchange (RTS/CTS) [1]. In the case of the ETP a node
faulty assumes that it may not transmit, because it senses
another transmission, but in fact it is not in the range of
the receiver so it cannot cause any collision. An inherent
constraint of the broadcast medium says that there can be
only one sender in the neighborhood of the receiver and
that there can be only one receiver in the neighborhood
of the sender.

Fig. 3. Possible transmissions if nodes are both transmitters (b) or
both receivers (a)

The ETP refers to IEEE 802.11, which does not
support any parallel transmission if nodes are either
neighbors or have common neighboring nodes. Many
studies [23] [10] [11] [12] have shown that when one-
hop neighbors are either bothtransmitters(Fig. 3a) and
both receivers(Fig. 3b) simultaneous transmissions are
possible without causing any collision. The standard [1]



does not allow for such transmission, because nodes
revert between a transmitter and receiver roles multiple
times during the whole transmission without saying
explicitly when this role shift takes place, thus neighbors
cannot guess the role of the sender until 4-handshake is
completed.

In [10] it has been observed that in order to sup-
port such parallel transmissions it is possible to ex-
ploit the gap between RTS/CTS and the subsequent the
DATA/ACK exchange. This gap allows a neighboring
node of the transmitter/receiver to exchange RTS/CTS
messages and align the DATA/ACK transmission phase
with the transmission phase of the first pair. This pro-
tocol extends RTS/CTS packets with new information
about intervals of a DATA and an ACK time, an RTS
packet with an inflexible bit. It uses an additional RTS
packet informing neighbors of the sender about updated
schedule. The main constraint of [10] says that the size
of an overlapping transmission must be less then the first
transmission and nodes apply the protocol [10] only if
the packet size is greater then some threshold. Thus this
protocol is only applicable for large packets, while for
small packets the standard [1] is used.

A few facts have been observed in [11]: (1) a node is
an exposed node of the transmitter if it hears an RTS
and then only a DATA packet and no CTS, (2) the
node can reset its NAV timer if it does not overhear
the DATA transmission of the sender during the NAV’s
timer duration (section III.A), (3) measurements show
that 50% of all packets on the Internet are small packets
(below 100 bytes in size), (4) it is not efficient to use the
RTS/CTS exchange phase for such small packets. Based
on these observations the study in [11] allows for a sec-
ond parallel transmission by aligning DATA transmission
without invoking the RTS/CTS packet exchange. Similar
to [10], the size of the overlapping data packet must be
smaller and the ACKs of both transmissions must be
synchronized. Opposite to [10], the protocol in [11] is
suitable for small packets and does not require changes
in packets of the first sender, but also it does not allow
parallel transmissions of exposed nodes of the receiver.

A parallel transmission problem has been investigated
in [12]. This protocol exploits the fragmentation mecha-
nism of the IEEE 802.11 during 4-handshake exchange.
During the first data fragment of the first sender, the
parallel sender sends in a random time its parallel RTS
(PRTS) packet (containing, besides NAV, additionally
the synchronization duration). Thus the subsequent CTS,
DATA fragments and ACK packets are synchronized.
In case of the receiver’s overlapped transmission, par-

allel transmission is scheduled by sending parallel CTS
(PCTS) while the first fragment transmission of the
first sender is completed, thus in CTS transmissions are
synchronized. Opposite to both previous protocols, the
protocol allows for multiple parallel senders. All parallel
senders transmit their PRTS after random backoff dura-
tion within the data fragment transmission of the first
sender. No collision occurs when multiple transmitters
send PRTS to different destinations because they are out
of range of one another.

The three solutions above show how the disadvantage
of IEEE 802.11 could be resolved and increase the
spatial reuse (thus also the throughput) which is in fact
a merit of the nature of ad hoc networks.

B. Blocking, false blocking and pseudo-deadlock

Other important issues in ad hoc networks are: the
blocking problem (congestion), the“false blocking”
problem and thepseudo-deadlock[9] that are induced
by the current implementation of the RTS/CTS mech-
anism and the NAV duration of the standard [1]. In
order to resolve HTP the standard exploits the RTS/CTS
exchange. Nodes that overheard an RTS or a CTS defer
their transmission (i.e. node X in Fig. 4), thus they
are blocked for the NAV duration (section III). When a
neighbor’s free node (i.e. node Y in Fig. 4) of the blocked
node sends an RTS to a blocked node and receives no
answer, it interprets this as a channel contention and
enters backoff (a blocking node creates a false blocking
node). Thus in consequence, the neighbor’s free node of
the false blocked node (i.e. Z in Fig. 4) can also become
the false blocked node causing a pseudo-deadlock (it is
expected to be broken when one of the nodes will drop
its packet after a certain number of back-off attempts).

Fig. 4. Blocking problem

The blocking problem affects drastically the through-
put, as it tends to zero as the load increases. One of the
solutions to this blocking problem is presented in [9],
already mentioned in section III.B.



C. Unfairness in the ad hoc network

A subsequent problem of the ad hoc network nature
and the IEEE 802.11 standard is theunfairnessissue
which has been analyzed in many studies [15] [16] [17]
[3] [4] [24]. The unfairness problem concerns a situation
where some nodes can monopolize the channel for a long
time while others receive nothing (throughput suffers
from severe degradation).

It can be induced by:

• Lack of bidirectional links- caused by a difference
in transmission range power, or a difference in
wireless interference experienced by different nodes

• Lack of Synchronization Problem (LSP)- the ini-
tiator of a flow has no information about when the
responder is/will be idle

• Lack of Coordination Problem (LCP)- when a node
i cannot prevent the interfererj from transmitting,
because the interfererj is out of the communication
range of nodei

• Double Contention area Problem (DCP)- the
sender and the receiver are exposed to two different
contention areas

• Asymmetric informationand perceived collision
[24] - referring to the standard plus the
infrastructure-less nature of the ad hoc network.

In order to resolve LSP problem, [15] and [25] pro-
pose to switch the initiator role between the sender and
the receiver based on the channel conditions around both
nodes. In response to the LCP problem [15] employs
a power control mechanism, but this in fact can create
asymmetric links, induced by different power level [16]
[17] [3] [4]. [15] did not resolve the DCP problem.

In [24] the effects of the asymmetric information
and the perceived collision are analyzed. In both cases
nodes have a different probability of the channel capture.
It has been shown that if two flows haveasymmetric
information of each other (i.e. the receiver of Flow A
is in direct radio range of Flow B, whereas the sender
has no knowledge of Flow B), then the flow which has
more information (Flow B) obtains a significant higher
throughput share then the second flow (Flow A), namely
95% vs. 5%. This is caused by the fact that the privileged
flow can hear packets from the receiver of the second
flow, and hence knows exactly when to contend for the
channel, whereas the suffering flow attempts to gain
access to the channel via repeating an RTS and doubles
its CW (Contention Window) after each failed attempt.
Additionally, after the privileged flow has finished its
packet transmission, it picks a backoff timer from a

smaller sized initial CW (for the next packet), thus it
more likely to obtain the channel again.

Fig. 5. Unfairness of [1]: Flow A and C are in the CR of Flow B

But this situation can reverse (perceived collision)
in case of the existence of more flows. A node with
more information can obtain a worse bandwidth share
(i.e. in Fig. 5 Flow B has information about Flow A
and C (thus it sets consecutive NAVs), while Flow A
and C have no information about other flows in the
system). Flow B attains 28% of the total bandwidth
share, whereas Flow A and C get 36% each. Concluding
[24], the node with more information gains from its
knowledge when it has already acquired the channel but
looses when it is deferring to the other flows. One of
the solutions is to temporarily removing the information.
Based on this analysis, a Flow-Contention Graph is built
in [24] with directed strong and weak edges (There is
a directed strong edgee

′

s ∈ E
′

s from vertex v
′

i to v
′

j

if the transmitter of flowj is in the radio range of the
transmitter or receiver of flowi. There is a directed weak
edgee

′

w ∈ E
′

w from vertex v
′

j to v
′

i if the receiver of
flow i is in the radio range of at least on of the nodes of
flow j. [24]). In IEEE 802.11 standard the receiver does
not influence the transmitter’s decision regarding when
to contend, thus the receiver’s information is “weaker”
than the transmitter’s information (“strong”). The flow-
contention graph can be used to classify the flows that
are directly affected by the asymmetric information and
the perceived collision. The flow that has at least two
incoming strong edges and at least one outgoing week
edge is affected by the perceived collision, thus it can
hurt the nodes with more information about others.

D. Mobility and IEEE 802.11

The problem of the perceived collision concerns a
situation when nodes suffer or gain, because they have
the exact information about other transmissions, so other
flows are in their CR. Common unfairness also occurs
when a node is located in the IR of other nodes.
Especially these two problems occur withmobile nodes
in an IEEE 802.11network. In [26] a mobility situation
has been simulated and analyzed, where three pairs of



nodes, being in the beginning in the CR of one another,
move so that in the end only one flow (Flow B in Fig.
6) is still in the IR of two others (two others are only in
IR of the middle flow). Thus, the middle flow can only
transmit when the two others are silent, but this happens
rarely because these flows are not synchronized.

Fig. 6. Unfairness of [1]: Flow B is still in the IR of two others

The middle flow can be completely blocked, because
IEEE 802.11 uses the additional period EIFS (Fig. 2)
in case of an erroneous frame (section III.A). A solution
proposed in [26] penalizes stations that already have sent
a packet. The penalty can be added to their backoff timer
after the first packet (or some threshold - the number of
sent packets) transmission. Thus, the penalty is implied
as an appropriate greater backoff.

The mobility of nodes in ad hoc networks leads also to
a common problem as theDoppler effect. The Doppler
effect is an apparent change in wave frequency (or in
the period of periodic events) due to the motion of the
wave source. The Doppler issue impacts especially the
routing (due to fast topology changes and the velocity
of mobile nodes) in ad hoc networks.

E. Multiple fading

A very common problem in the wireless environment
is themultiple fading, which occurs when a transmitted
signal is reflected by objects in the environment between
the base station and a user. The reflected signals arrive
at the receiver with random phase offsets, because each
reflection generally follows a different path to reach the
user’s receiver. The result is random signal fades, which
effectively cancels a part of the signal energy for brief
periods of time. There exist two kinds of fading, flat
fading in low data rate systems (i.e. as a time-varying
attenuation that affects amplitudes but not the shapes of
received signal) and multipath in higher data rate systems
(causes a distortion and an inter-symbol interference -
it is crucial in determining waveform parameters and
receiver characteristics). One of the solutions for high
multipath fading can be manipulating the power level of

a node which has difficulties to deliver a data packet to
the destination [16].

F. Near-far problem and CDMA environment

The near-far problemconcerns protocols which are
based on CDMA. CDMA codes suffer from nonzero
cross-correlation between codes. At the sender side, the
data is broken into packets, each of which are given a
unique identifier. If a receiver who is trying to detect a
signal of thei-th transmitter is much closer to another
j-th transmitter and all transmission power are equal
to the signal fromj-th transmitter, thenj’s signal will
arrive at the receiver with a substantially larger power
than that of thei-th transmitter, thus causing incorrect
decoding of thei-th transmission. The near-far problem
can cause a significant reduction in network throughput.
In [19] this problem is resolved by (based on information
from overheard RTS/CTS) dynamically adjusting the
transmission powers so that the MAI (Multiple Access
Interference) at the receiver is not strong enough to cause
a secondary collision.

In the CDMA environment there exist two kinds of
interferences,direct (two neighboring nodes are trans-
mitting to each other at the same time) andsecondary
(two senders transmit to the intended receivers, where
their transmissions interfere at least at one receiver).
Secondary interferences consist of two cases:transmitted
oriented code assignment problem(two stations transmit
to the same receiver at the same time (HTP)) and
receiver oriented code assignment problem(one flow
collides with another flow i.e. C transmits to D causing
interference at B, because B and C which are 2-hops
away share the same code).

Thus, thecode assignment problemrequires that no
set of stations which is 2-hops away has the same code.
In [27] the Distributed Assignment of Codes Algorithm
has been proposed, which later has been applied by many
other studies inter alia in [28] and [29]. The algorithm
assigns different frequencies/codes to each station within
a 2-hops neighborhood. The number of frequencies avail-
able for assignment is at leastn >= d2

max − dmax + 2,
wheredmax is the maximum number of 1-hop neighbors
that any station can have. The algorithm eliminates co-
channel interference avoiding HTP.

G. Omnidirectional vs. directional and smart antenna

Usually MAC protocols assume that an omnidirec-
tional antenna is used but there are now more MAC
protocols for mobile hosts using a directional antenna.



The use of directional antennas has solved some prob-
lems (e.g. better spatial reuse, greater transmission range,
better SINR or possibility of multi-user access - smart
antenna [30]) but on the another hand it gives rise to a
new problem, namelydeafness[32] (A nodeC is unable
to communicate with a nodeA, because the nodeA is
beam-formed in a direction away from the nodeC, thus
the nodeA is deaf. The nodeC misclassifies the absence
of a reply from the nodeA as a sign of congestion, tries
repeatedly retransmission and in the end drops packets
destined to the nodeA). There exist many studies, e.g.
[31] [32] that try to resolve this problem.

V. NEW SCHEMES AND TECHNIQUES

A. Power Control Approaches

Wireless terminals are usually equipped with batteries
that provide an limited amount of energy and limited
transmission power level. Since the power level deter-
mines the network topology, the energy consumption is
important factor in ad hoc networks. One way to con-
serve energy supported by the standard [1] is the power
saving mechanism (section III.A). A second approach
is to use apower controlscheme, that allows to vary
transmit power in order to reduce energy consumption.

A simple BASIC power control scheme is based on
the assumption that RTS/CTS packets can be transmitted
with the highest power level and DATA/ACK packets
with a minimum power level (but nodes first being
in CSR cannot anymore receive a signal and set their
NAV for the EIFS period, in a result starting their
own transmission they cause a collision) [23] [33]. It
should be taken into consideration that different power
levels among different nodes cause asymmetric links.
In the Basic scheme, a transmission power level for
DATA/ACK packets is determined using two different
methods: by calculating the desired power level by the
receiver (based on received power levelpr of RTS, the
transmitted power levelpmax, noise level at the receiver
and it is specified in CTS) or by the transmitter (bases on
received power levelpr, transmitted power levelpmax,
and an equationpdesired = pmax/pr ∗Rxtresh ∗ c, where
Rxtresh is minimal necessary received signal strength
and a constantc). In order to solve a problem with
nodes in the CSR a solution is proposed in [17], where
the sender periodically transmits DATA at the maximal
power level,pmax, just for enough time so that nodes
in the CSR can sense it. Nodes in the CSR defer their
transmission only for the EIFS duration, so the transmit
power for DATA is increased once every EIFS duration

and also the interval usingpmax should be larger than
the time required for physical carrier sensing.

Another interesting solution was proposed in [16]. The
protocol achieves energy conservation by dynamically
adjusting the transmission range on the fly at each
node and thus increasing spatial reuse of the spectrum.
The algorithm derives the min power from the power
strengthsPij (taking into account: min SIR threshold,
the background noise power, receiver power at nodej,
transmission power of nodei) of the received packets,
and record it in a local table. Each node uses local infor-
mation (guarantees scalability and zero communication
overhead) to determine the min required transmission
power. In [10] an adaptive solution is proposed, where
RTS/CTS packets are transmitted with the minimal
power level on the firstt attempts (t is a dynamically
tunable parameter). If allt attempts fail then the power
level of RTS/CTS is incremented byω(Pmax − Pij) for
every additional failure (ω - tunable coefficient). In the
worst case, the sender will use the maximal transmission
power level.

In [18] load-sensitive algorithms are proposed that
adapt the transmission range based on traffic load con-
ditions (every node estimates the contention time as the
sum of the transmission time + backoff time due to a
collision [1]). The study shows the difference between
the Common Power Control and the Independent Power
Control scheme.

B. Random schedule approach and fan - in/out method
of seed exchange

An interesting proposal to avoid collisions without
making explicit reservations for every packet has been
presented in [34]. This new approach employs a random
schedule (it could be aBernoulli sequenceor a Finite
State Machine) which is driven by apseudo-random
number generator. All nodes publish their schedule in
a 2-hop neighborhood which consists of the times at
which the node will listen (state “L”) and the times at
which the node may transmit (state “PT”). Each node
chooses a probability parameter0 < p < 1 and a
slot is marked state PT with probabilityp and with
state L with a probability1 − p. The pseudo random
generator contains an initial value, called the seed. The
schedule defines a sequence of random numbers by a
recurrence equation, thus it is enough to publish the seed.
Every node broadcasts the seeds of all its neighbors that
it is aware of to all its neighbors (fan-out), including
itself. After hearing a similar broadcast from each of its
neighbors (fan-in), a node broadcasts again the seeds of



all its neighbors to all its neighbors. Thus the seeds are
exchanged with all nodes in a 2-hop neighborhood [34].
The seed is exchanged periodically to cope with mobility
and correct perceptions of the states as well as updates
when nodes enter or leave the neighborhood. The trans-
mission takes place when simultaneously a transmitter
is in the PT state and a receiver in the L state. After
sending DATA, the node waits a short time (this scheme
uses synchronized slots - thus does not employ backoff
counters in the case of collisions) for ACK or NACK
-“next awaited packet”. This approach can also be used
only on the RTS packets in order to make reservation
in the IEEE 802.11 scheme. So, the only contention
for slots caused by RTS packets can be resolved. The
pseudo-random generation and the fan - in/out method
has been applied in [36] in the four phase RASC
protocol: (1) the beginning of the slot, (2) transmitters
and receivers are assigned, (3) transmitters associate with
receivers and (4) transmissions take place. It utilizes
the seeds for randomly decomposing the network into
independent clusters containing a single receiver and its
associated transmitters. The RASC protocol is also based
on the MPR model (subsection C).

C. Multipacket reception (MPR) networks

Users in a wireless network share a common medium,
thus their transmissions can interfere with one another.
The receiver must extract signals of interest from inter-
ference and noise. If a node of the network is capable
of correctly receiving signals from multiple transmitters,
then the node is called anMPR node.

There are a few techniques of separating signals trans-
mitted simultaneously from different users: separating
signals at the modulation level (i.e. CDMA), the spa-
tial diversity (employing transmitting/receiving antenna
arrays) and the geographical locations of users [35].
A general model of a multi-user system that includes
spatial, temporal or code diversities is just the multi-input
and multi-output (MIMO) channel. The MPR node can
correctly receive and decode a fraction of the number
of transmissions in its neighborhood in each slot. The
reception probabilities are given by the Receiver MPR
Matrix C (Cn,k = P [k packets are received— n packets
are transmitted in the neighborhood]). The MPR matrix
includes the effects of noise, type of modulation, signal
processing (beamforming, CDMA, multi-user detection
etc.)

In [36] nodes try to decode packets that are only
intended for them and they know the transmission which
they should listen to. Thus the transmitters adjust their

power in such a way that their intended receivers receive
packets with an appropriate power level. Another exam-
ple of MAC protocols used for MPR network is Multi-
Queue Service Room [37] which is designed explicitly
for general MPR channels.

In [29] a multi-user detection scheme has been used to
estimate the total received power. Wherever a collision
happens, the receiver can estimate the number of con-
tenders based on the total received power. In order to deal
with mobility, this estimation is continuously updated
from the signal strength of control packets.

D. The Black-Burst (BB) mechanism

The BB mechanism has been proposed in [40] and
applied in [39] in the priority classification period. [39]
adopts this mechanism in order to separate higher-
priority stations (real-time) from lower-priority stations.
Stations with real-time traffic wait until a channel is
idle for PIFS period [1] (in [39] PIFS=3*SIFS) and then
contend for it with a pulse of energy, called theblack-
burst (jamming signal). After some “observation” time a
node determines whether other nodes transmit a longer
BB (thus higher priority, because the transmission time
of the BB is proportional to the priority). Stations with
the higher priority contend for the free channel first,
while others have to wait until the prioritized nodes -
transmissions are completed.

E. The Randomized Initialization Protocol

The protocol in [39] recognizes three stages: the prior-
ity classification period, the ID initialization period and
the transmission period. The priority classification period
uses the BB mechanism in order to distinguish priorities.
The modified Randomized Initalization Protocol [38] is
used in the ID initalization period in order to obtains
an unique ID number. After this stage, all stations have
their IDs and can transmit (the tranmission period) in an
ascending order of their ID numbers.

Fig. 7. The Randomized Initialization Protocol for five stations



The Randomized Initialization Protocol [38] is con-
structed on a binary tree called a contention tree (Fig.
7). If several stations want to contend for a channel, they
have to send their request messages. If only one station
wants to contend, then it can obtain an ID number. If
a collision occurs, then each station flips a fair coin.
If a station obtains head, then it will proceed to the
left subtree and continue to contend in the next round
otherwise (tail) to the right and waits until all the stations
in the left subtree obtain their ID.

There are two kinds of schemes:basic (each station
has a Collision Detection capability and can thus detect
silent, collision and single transmission state) [38] and
modified(without CD capability but with a node acting
as a “virtual collision detector”; the node sends jam-
ming signals with extra high energy when a collision is
detected) [39].

F. Tree-Splitting Approaches

The Tree-Splitting algorithm was one of the first
techniques proposed as a collision resolution scheme.
If a collision occurs, then the contenders are split into
s groups. Nodes present in group0 may transmit, and
then 1, 2, and so on, respectively. If the next collision
occurs in group, then second-level groups are created.
This procedure is used recursively until all the collisions
are resolved. Fors = 2, the technique is calledBinary
Tree-Splitting Algorithm. The BTS algorithm consist of a
few steps. In Fig. 7 is an example of the BTS algorithm
for 8 stations.

Fig. 8. En example of the Binary Tree-Splitting Algorithm

The tree-splitting mechanism is divided intoprob-
abilistic and emphdeterministic approach. In the first
approach, the stations choose to be part of a group at
random (i.e. [41], IEEE 802.14 [55]). In the second

scheme, the stations have unique identifiers and the
collisions are resolved using these identifiers (i.e. [28]
[42] [43]). The probabilistic scheme has some limita-
tions. First the protocols are unstable if the offered load
exceeds a certain threshold, and thus it causes a drastic
reduction in the throughput and secondly the network
delay is unbounded, thus these protocols are not suitable
for real-time applications [43].

G. Neighborhood awareness protocols

Another interesting proposal for the contention reso-
lution approach is the neighborhood awareness scheme.
The neighborhood-aware protocols (i.e. NAMA, LAMA,
PAMA, NCR [44], HAMA [45], and HSB [46]) gather
knowledge of their contenders. Each node maintains
identifiersi (periodically broadcasted) of its 1- or 2-hops
neighbors and knows contention contextt. The latest
study [46] proposes the history-based schedule protocol
which is based on the history of activity of each node and
assigns a weight level to each node. The weightwi of the
node is determined by the ratio of the number of packets
sent by a node over the number of the time slots sched-
uled to this node. The conflict-free access to the channel
is determined by the priority list of the nodes within 2-
hop. The priority of each node is computed according
the equationp(i, t) = Rand(i, t) ∗wi, whereRand(i, t)
is a pseudo random function generating unique results
with the samei and t. Additionally when a node has
no data to transmit, it sends an empty frame, called
Nothing-To-Transmit. This protocol provides a channel
access probability greater than zero for all of the nodes
and always generates one of more winners for each time
slot, because a node has a finite number of contenders
in the networks.

H. Synchronous atomic broadcast protocol

The synchronous atomic broadcast protocol [47] was
applied in [48] in order to achieve a total ordering across
all mobile hosts in the cell (the protocol [48] uses GPS
information). A distributed agreement for a slot alloca-
tion is reached on the order of allocation and deallocation
of Contention Free Periods (which follows Contention
Periods). In the synchronous atomic broadcast protocol
[47] a host broadcasts (a number of time using its CFP
slot) a message (with its address, a sequence number
and a timestamp) requesting a slot. Other protocols
rebroadcast this message until thedelivery time(which
equals timestampplus delay to delivery, particular in
[48] this time is equal to 2 CFP) of the message arrives.



Afterwards all hosts in the cell update their information
consistently and allocate the requesting hosts a new slot.

VI. CONCLUSIONS

This paper gives an overview of the limitations of
the IEEE 802.11 standard and problems in the ad hoc
environment as well as observations and possible solu-
tions. It contains proposed techniques and schemes that
could be applied instead of or additionally to the standard
improving its performance. A classification of MAC
protocols has been presented which helps to understand
the variety of the MAC protocols approaches for the ad
hoc networks.
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