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Abstract

A Digital Twin (DT) is a frequently updated virtual representation of
a physical or a digital instance that captures its properties of interest.
Incorporating both cyber and physical parts to build a digital twin is
challenging due to the high complexity of the requirements that should
be addressed and satisfied during the design, implementation and opera-
tion. In this context, we introduce the MADTwin (Multi-Agent Digital
Twin) framework driven by a Multi-agent Systems (MAS) paradigm
and supported by flexible architecture and extendible upper ontology for
modelling agent-based digital twins. A comprehensive case study of a
smart warehouse supported by multi-robots has been presented to show
the feasibility and applicability of this framework. The introduced frame-
work powered by intelligent agents integrated with enabler technologies
enabled us to cope with parts of the challenges imposed by modelling
and integrating Cyber-Physical Systems (CPS) with digital twins for
multi-robots of the smart warehouse. In this framework, different com-
ponents of CPS (robots) are represented as autonomous physical agents
with their digital twin agents in the digital twin environment. Agents
act autonomously and cooperatively to achieve their local goals and the
objectives of the whole system. Eventually, we discuss the framework’s
strengths and identify areas of improvement and plans for future work.

Keywords: Digital Twin, Intelligent Agent, Multi-agent System,
Cyber-Physical System
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1 Introduction

The past few years have witnessed significant technological advancement as
several technologies have emerged and improved remarkably. This progress has
led to the era of digital transformation and smart manufacturing [54] propelled
by the fourth industrial revolution (Industry 4.0) [38, 23]. Systems’ require-
ments have been becoming higher and more complex than before due to the
nature of large-scale and distributed systems such as Cyber-Physical Systems
(CPS) and the Internet of Things (IoT) utilized to achieve this digitization.
Heterogeneous components and sophisticated dynamic behaviour character-
ize these systems [47]. For this reason, old and conventional solutions and
approaches are being replaced by intelligent methods to satisfy high crite-
ria and attain desirable characteristics such as efficiency, accuracy, flexibility,
reliability, etc.

CPS are distributed and heterogeneous systems comprising many interre-
lated parts and sub-components, making them inherit the system-of-systems
(SoS) characteristics that increase their complexity. Complexity grows as more
subsystems and sub-components are included. Implementing and designing
CPS comes with a cost, such as dealing with a high level of complexity [45]. In
addition, due to the lack of advanced technologies for integrating physical and
digital parts [49], certification of the system under study (SUS) and its opera-
tions and performing testing, monitoring, validating, and analyzing were often
conducted offline or in a real environment which is unsafe, and very expensive.

Despite all the existing technologies, achieving full integration [49], to map
physical systems with their digital counterparts is still in progress. The primary
motivation for achieving such integration is representing the physical world in
a digital form as realistically as possible [18]. This digital-physical integration
has the potential to revolutionize the way we design, monitor, maintain and
improve the digital or the physical SUS.

A new generation of technology represented in digital twin [15], has emerged
to cope with the challenges of integrating physical and digital parts. A digital
twin is a virtual representation of a physical object or a system that establishes
a real-time synchronization and a control loop between physical and digital
instances. However, designing and deploying a digital twin for CPS is signifi-
cantly challenging as several aspects and requirements should be considered.
Fig. 1 highlights the key challenges and requirements.

However, current approaches lack modular, flexible, extendable capabilities
that can provide digital twins with the desired level of intelligence and auton-
omy and integrate physical and digital parts conveniently. In this context,
we use the agent paradigm to target part of these challenges and limitations,
such as using a modular framework that can deploy both physical and digi-
tal parts effortlessly and flexibly [7], also modelling physical and digital parts
to have autonomous capabilities to make them more intelligent to reach their
goals; besides, representing heterogeneous components of physical and digital
parts with a unified formalism; and finally having a reliable communication
between physical and digital worlds by setting up fast, standard and reliable



communication channels for real-time data and discrete events. Leveraging
agent paradigm capabilities can help to design more flexible, robust, resilient,
reliable and intelligent digital twins.

Fig. 1 Dimensions of Challenges in Digital Twin

Ultimately, the key aim and the core essence of this research is to explore
the potential of agents by providing a framework based on an intelligent
agent-based approach that combines agents’ capabilities with other enabler
technologies, such as IoT data-sensing for modeling digital twins.

From this perspective, we have some research questions that we will answer
through this paper in particular:

1. What is the feasibility and applicability of the agent paradigm to tackle the
issues of integrating cyber and physical parts of digital twins for CPS?;

2. To what extent the agent-based solutions can be utilized to provide
autonomous, intelligent, pluggable, flexible, reliable, scalable, load-balanced
and robust digital twin designs for CPS?

3. How could the enabler technologies, particularly IoT sensing and messag-
ing, be integrated with agent technology to overcome agents’ real-time
limitations?

Originally, this work extends a previous work presented in [19]. In the
previous work, we introduced our vision and the big picture of our conceptual
idea. This paper builds on that work and provides a more elaborated framework
supported by extended architecture and upper ontology; besides, we extended
the case study to show the credibility of our approach. In a nutshell, this paper
has four main contributions:



1. Providing a framework supported by general-purpose and extendable
architecture for designing agent-based digital twins for CPS,

2. Defining modifiable and expandable upper ontology that guides practi-
tioners to implement domain-specific intelligent agent-based digital twin
solutions for a complex and distributed CPS; this ontology can serve as
the cornerstone for achieving interoperability between different agent-based
digital twins implementations, as it can be extended to domain-specific
ontology.

3. Establishing reliable communication by utilizing two types of communica-
tion between physical and digital assets. The framework exploits the JADE
MAS platform to design, build, and deploy physical and digital agents.
Agents in both assets use standard agent communication. With this well-
defined communication between physical and digital agents, we tackled the
challenge of integrating and coupling physical and digital assets, as agent
event-based communication is carried out efficiently with this integration.
In addition, by utilizing IoT sensor technologies, we handled the challenge
of having soft real-time synchronization between physical and digital assets
and achieving appropriate data gathering from the physical asset.

4. Providing a development methodology that can be followed while designing
an agent-based digital twin.

Finally, we showed a proof-of-concept of our framework with a case study by
implementing mobile robots in a warehouse. Then, a comprehensive discussion
of the pros and cons is highlighted to identify areas of research that will push
forward the progress of our current research project.

2 Background

This section elaborates on the preliminary concepts used in this paper,
including digital twins and intelligent agents.

2.1 Digital Twin

A digital twin is a new cutting-edge technology that has emerged in the new
millennium [15]. Due to its potential capabilities, digital twin has become an
interesting research topic in digital transformation, attracting many scientists
and engineers from academia and industry as well [38, 14, 49]. Since the for-
mulation of the technology and its initial concept, several researchers have
tried to adopt and reform the origin concept according to their domain, from
manufacturing to the aerospace industry and other disciplines [34]. Basically,
a digital twin represents a physical instance or process that is intertwined with
its conformable entity in the virtual world. An overview of the digital twin
concept is depicted in Fig 2.



Fig. 2 Digital Twin Concept Overview Diagram

The enabling technologies, especially in the context of Industry 4.0 (e.g.,
IoT, cloud computing, big data, machine learning (ML), and sensors), facilitate
the operation of integrating physical elements with their digital representatives
and synchronizing their status inside a digital twin. Implementing a digital
twin can offer many benefits, especially in manufacturing [40, 14]. As men-
tioned in the definition of the digital twin, a data connection between physical
and digital parts is instantiated. This data stream can be quite valuable in
the product life-cycle [41]. It can be leveraged for various purposes such as
development, improvement, and management tasks like analyzing, inspecting,
monitoring, predicting, and reasoning about the system’s behaviour and mak-
ing decisions accordingly to enhance the current system and avoid possible
failures [49]. Above that, this data flow can be persisted and stored as histor-
ical data, which could be beneficial where applying learning mechanisms [40]
on this data can improve the system’s performance. In addition, integrating
the physical and digital parts in the digital twin could boost the process of
extending, modifying and customizing the physical design based on the insights
gained from the collected data (e.g., operational real-time and historical data).

2.2 Intelligent Agents

The core element in Agent-based Modeling (ABM) approach and Multi-agent
Systems (MAS) paradigm is the agent [51]. The agent approach provides
powerful features to systems modelled with this technology. Agent’s intelli-
gence is formed and composed of the combination of several characteristics and
properties that constitute agents’ behaviours [51, 42]. For instance, agents are
autonomous entities, which means they operate without external intervention
to reach their internal goals. They can decide to collaborate, interact, nego-
tiate and communicate with other agents directly or indirectly if a mutual
benefit can be achieved at the level of the agent itself or the level of the
whole system [26]. Also, agents are dynamic social entities because they are
located in a specific environment, and they need, in some cases, to interact
with external entities (e.g., humans or third party agents) to achieve the global



goals of the system or their own goals that cannot be reached individually.
In addition, agents are reactive units; they perceive the environment and sur-
roundings and respond promptly to changes at scheduled times. Agents don’t
just act as responsive; instead, they can work in a goal-directed fashion, mak-
ing them proactive entities and can take the initiative to achieve their goals
[1]. Furthermore, agents can adapt to the changes in uncertain situations or a
dynamic environment and take the best available actions according to the con-
text [4, 42]. Additionally, agents may use the available knowledge from other
agents to take the most appropriate choices and decisions.

From a philosophical point of view, to name a certain software as an intel-
ligent is an open argument. But at least minimum requirements should be met
in this software to manifest intelligent characteristics and behaviours. This
paper defines an intelligent software as an agent that operates autonomously
and collaboratively in its environment. Eventually, it can achieve its objectives
by reacting to stimuli and communicating with the relevant actors.

3 Related Work

Several works have been carried out to investigate the potential and enabler
technologies of digital twins and identify the key challenges that face practi-
tioners during designing and implementing dependable digital twins [52, 18,
34, 46, 24, 20, 14]. Technical difficulties, computational barriers and a short-
age of well-founded frameworks and approaches have been reported as part of
these challenges.

The complexity level of a particular digital twin can vary from another and
depends on the representation scale of the physical system under study. This
means that in some digital twins’ structures, sub-components, processes, and
services of a physical system could be represented as a united independent
entity in a digital twin. In contrast, in other structures, the components of
the physical system can be grouped into multiple atomic digital twins that
lead to having a less failure-prone than the former structures. Still, they have
more complex, hierarchical and distributed architectures. As the number of
components of a physical system increases, achieving the latter design is more
challenging. To clarify this matter, suppose we want to build a digital twin for a
specific CPS with multiple components (sensors and actuators). Every part has
several internal micro-services that interact with other services. Consequently,
all these services should be encapsulated and mirrored into a digital twin.
In this scenario, the representation and the integration of physical elements
and their micro-services into separate digital twins can be tedious and time-
consuming due to the heterogeneity and complexity of the interactions that
might occur between these different components and their internal services.

For that reason, it’s necessary to use a modular and flexible [38] approach
for building modular, re-configurable and scalable digital twins. To realize
this objective, some efforts focused on providing ad-hoc solutions for creating



digital twins. However, there is a lack of frameworks that offer straightfor-
ward, pluggable, reusable, scalable, extendable, and intelligent features that
can be used to design and build hierarchical and distributed digital twins and
represent heterogeneous components effortlessly [39].

The agent-driven approach has been considered a promising solution to
build and deploy a modular, re-configurable, heterogeneous industrial sys-
tems [26, 23] and handle the complex communication and interactions of
those systems. Leitão and Karnouskos [27] discussed the agent paradigm, its
impacts and the main factors that have led the industrial sector to accept it
in manufacturing. The conducted review showed promising results for lever-
aging industrial agents because of their characteristics: intelligence, flexibility,
extendability, agility, modularity, responsiveness and robustness that can pave
the way for implementing intricate, complex and distributed systems for CPS.
Thus, several attempts from the research community and industry [22, 23, 27]
were dedicated to using ABM and MAS-based approaches to develop, build
and deploy intelligent designs and solutions, including digital twins. However,
most studies that utilized agents in the context of digital twins are relatively
scarce and new. In the following paragraphs, related works are summarized,
listed and reported.

Braglia et al. [5] present an Agent-based simulation model to operate a
paper products warehouse. Their implementation integrates the Ultra High-
Frequency Radio Frequency Identification (UHF RFID) technology in a digital
twin fed with sensor data. It works to optimize the routes, minimize travel
distance, and handle possible congestion. The work targets a specific domain.
Besides, agent-based modeling was used to model only the digital part in
contrast to our approach, which models physical and digital assets as agents
but with different functionalities. Real-time communication was not addressed
as well in the proposed approach, as the forklifts in the warehouse transmit
their relevant position-item data to the simulator every 30 minutes.

In the study by Ambra and MacHaris [2], the paper shows the proof-
of-concept of digital twins and how they can be constructed by integrating
virtual and physical spaces, which was achieved by feeding the real-time data
from the physical environment to the virtual geographic information sys-
tem (GIS) environment. Agents are utilized to provide the physical twins
at ports and terminals such as barges, trucks, trains, vans and parcels with
self-awareness capabilities. However, The paper investigated the potential of
digital twins, particularly in the synchromodal transportation domain. The
introduced approach focuses on just representing physical elements as agents
in a virtual environment. Also, none of the proposed solutions tackled the
limitation in communicating information from the virtual system back to the
physical system.

Implementing a digital twin in smart cities was discussed in the work of
Clemen et al. [10], which utilizes IoT for incorporating real-time data into
agent-based modeling simulation (ABMs). The presented work implemented
a digital twin using the MARS framework for large-scale MAS and presented



the entire process incorporating the model description and the real-time data
retrieved from IoT sensors. An experimental setup that uses an existing sim-
ulation model of Hamburg’s traffic system was integrated with the real-time
sensor network. Nonetheless, the approach is built and designed using a spe-
cific MAS called MARS, tailored for specific domains such as social ecology
or simulations related to urban living and transportation. In our proposed
framework, the agent-oriented programming and the agent platform are rather
technical and not conceptual specifications. Also, the approach covered only
one level of complexity, suggested in the study, the passive digital twin instance
(DTI), where a software agent is connected to a physical sensor and incorpo-
rates state changes, so the connection is unidirectional, not bidirectional, as
we proposed. Due to their vital importance to humans, agriculture and farm-
ing are also considered in the domain of digital twins. Advanced technology
can be utilized to improve farming methods.

The work of Skobelev et al. [48] discusses developing a digital twin for
a plant by utilizing multi-agent technology and a knowledge base on macro
stages, which allows monitoring and controlling the plant in many stages (plant
development, vegetation quality, timing of following stages, and recalculation
of forecast). Yet, the digital twin implementation targets a very specific domain
(wheat plant farming). In such a domain, a digital twin is limited to monitor-
ing, simulating and predicting the physical environment, and it cannot directly
control or affect the physical asset. Also, the paper lacks a clear, well-defined
framework that could be re-used or extended in other domains; challenges such
as real-time communication, efficient data gathering and coupling methods
were not discussed clearly enough.

Zheng et al. [54] proposed a method for modeling a digital twin based
on MAS architecture. The study focuses on quality control in manufactur-
ing, providing relevant information, and analyzing product quality during the
manufacturing processes. The basis of the DT model is five parts, the physical
entities, virtual models, DT data, services, and connections between the com-
ponents. The approach focused on quality control during the manufacturing
phase. The architecture of this digital twin has only one MAS implementation,
representing the physical production system. Thus, there is no separation of
concerns between agents of the physical asset and agents of the digital asset.

The proposal of Latsou et al. [25] suggests integrating a digital twin into
a cyber-physical manufacturing system (CPMS) with the support of using
RFID technology to enhance the traceability and trackability of intricate man-
ufacturing processes. The objective is to enhance the manufacturing system’s
efficiency by providing real-time data and analytics to enable manufacturers
to identify and optimize potential issues. The study also considers interactions
within a single manufacturing system and multiple sites across a supply chain.
The proposed architecture focuses on using MAS technology as a service but
not modeling the entire system (physical and digital assets).

Using MAS technology and digital twin in the energy management domain
was discussed by Massel and Massel [30]. The authors introduced the idea



Table 1 Comparison table of the related work. Legends, agent-based digital twin:
AB-DT, bi-directional integration: ⇌, uni-directional integration: ⇀.

Paper Architecture Physical Digital
Assets Integration

Real-time
support

Ontology Application
Domain

[5] ✗ Physical⇀Digital Partially ✗ Supply Chain
and Logistics

[2] Domain-
specific

Physical⇀Digital ✓ ✗ Transport and
Logistics

[10] Integration
architecture

Physical⇀Digital ✓ ✗ Smart Cities

[48] Domain-
specific

Physical⇀Digital Partially Domain-
specific

Agriculture

[54] Domain-
specific

Physical⇀Digital ✓ Domain-
specific

Manufacturing

[25] Domain-
specific

Physical⇀Digital ✓ ✗ Manufacturing
and Supply
Chain

[30] Integration
architecture

Physical⇀Digital ✗ Domain-
specific

Energy man-
agement

This
paper

Flexible
AB-DT
architecture

Physical⇌Digital ✓ AB-DT
Upper
Ontology

General-
purpose

of “communicating a material (CM) concept”, which refers to an intelligent
product with unique composition and decomposition abilities. The recursive
architecture of MAS was used, where intelligence distribution of agents on
different levels for CM energy management was discussed. However, the current
work does not provide a digital twin implementation. It states that a recursive
digital twin to manage energy and monitoring data of sensor nodes will be
addressed in the future.

In the domain of agents, ontology has been widely utilized [28, 43] to express
the terms, concepts and relationships for the domain application. The feasi-
bility of integrating two multi-agent systems, PEDA [12], and COMMAS [31],
was studied by Catterson et al. [6]. The mappings between the two ontologies
had to be defined for PEDA agents to be able to communicate efficiently with
COMMAS agents. This task was not easy and straightforward to do, as was
emphasized by the authors.

However, all previous works that focused on digital twin modeling intro-
duced digital twin implementations where just the physical asset elements
are modeled and represented in an agent-based environment. This limits the
potential of digital twins to interact and influence the environment.

Overall, the major advantages of our framework over the other implemen-
tations: (1) proposed architectures in previous works are more focused on very
specific domains, while our framework proposed a flexible AB-DT architecture
that can be adopted to design and build other agent-based digital twins; (2)



physical components of the physical asset are modeled, programmed and con-
trolled by agents; also, those agents have digital representatives in the virtual
asset. Having two layers of agents provides the digital twin with context-aware
capabilities where the concerns of agents in the two layers are separated. So,
physical agents can operate in the context of the physical system, while dig-
ital agents can perform more high-level operations and reasoning. Moreover,
(3) providing extendible upper ontology to design agent-based digital twins
was also overlooked in previous works. Hence, our framework introduced upper
ontology for agent-driven digital twins, which can be extended to different
domains. Over and above that, (4) our framework supports real-time communi-
cation between physical and digital assets; this feature enables the integration
of physical and digital assets and establishes a bidirectional connection where
the physical asset sends updates to the digital asset, in accordance with that
the digital asset is capable of changing and influencing the state of the physi-
cal asset. Table 1 elaborates on our framework’s main differences, features and
advantages over the previously reported related works.

4 Methodology and The Proposed Framework

This section contains the main content of this paper. In subsection 4.1, we
briefly introduce the methodology we follow to conduct this research. Subsec-
tion 4.2 spotlights the proposed framework and provides a detailed discussion
about the metamodel, the core architecture and the upper ontology. The last
subsection 4.3 deliberates on the effective and proper practices of development
methodologies to design and build agent-based digital twins for CPS.

4.1 Research Methodology

Researchers and engineers in different information technology fields need a
standard, systematic, organized, and well-structured research methodology
to help them conduct their research. Design science research methodology
(DSRM) provides a set of practices, tactics, principles, and procedures to
conduct methodical research for a defined and formulated problem.

For this reason, we are adopting a DSRM presented in [36] to conduct our
research as we follow the guidelines and instruction that governs DSRM. In
the following Fig 3, the processes and the road map of the DSRM model are
depicted and epitomized. The process starts with identifying the problem and
ends with communicating and publishing the results and the artefacts, which
eventually should be evaluated rigorously to prove their efficiency, quality, and
usability. Additionally, iterations during different phases of the research are
quite valuable as new ideas, improvements, and refinements are performed
throughout our work.



Fig. 3 DSRM Process Model

4.2 MADTwin: Multi-Agent Digital Twin Framework

In this sub-section, a framework named MADTwin, which is an acronym
for Multi-Agent Digital Twin, for developing agent-based digital twins is
introduced. The framework is founded based on the main concepts of the
metamodel given in Fig 4 and the generic and flexible high-level architecture
highlighted in Fig 5. The upper ontology of the framework given in Fig 6
extends the main concepts of the metamodel and the architecture to enable
the modelling of a domain-specific agent-based digital twin implementation.

4.2.1 Metamodel for Agent-based Digital Twin

From a theoretical and abstract perspective, we provide a metamodel that we
consider the foundation for designing agent-based digital twins according to
our proposed approach. The metamodel is elucidated in Fig 4.

Fig. 4 A Metamodel for Intelligent Agent-based Digital Twin



In this metamodel we impart a conceptual overview of the relations between
the Domain, adopted Architecture powered by Intelligent Agents and
the two variants DT/DS of the implementation, a Digital Twin (DT) or a
Digital Shadow (DS). Conceptually, a digital twin is a system that targets
a specific domain and is constructed according to the requirements of this
domain. In theory, once the domain changes, the digital twin implementation
and its configurations are modified, adapted, and adjusted according to the
new requirements and changes. So, from a conceptual point of view, a digi-
tal twin can be constructed with the same architecture and approach. From a
technical standpoint, low-level details are the only modifications required when
the domain changes. Thus, a flexible architecture is necessary to implement
digital twins, provide a systematic approach to fulfil the new requirements and
perform the modifications when required.

In the metamodel provided in Fig 4, a digital twin is a system that imple-
ments a Digital Model of the physical component that contains essential
information and configuration about its behaviour, which eventually will be
operated in Physical Asset and Digital Asset based on the applied archi-
tecture, which is designed by Intelligent Agents. To actualize intelligent
characteristics and capabilities, an Intelligent Agent considers four primary
components, Actions, Perceptions, Behaviours, and Goals. Moreover, the
system can be a fully functional DT or a DS, depending on the type of con-
nection between the Physical Asset and Digital Asset. As depicted in Fig
4, the Digital Twin requires a bi-directional channel between the Physical

Asset and Digital Asset. In contrast, a Digital Shadow establishes a
uni-directional communication from Physical Asset to Digital Asset.

4.2.2 Architecture for Agent-based Digital Twin

A description of the main components of the generic architecture in Fig 5
is given in the following text. Initially, two pivotal boxes represent Physical
Asset and Digital Asset draw the borders of the two integrated worlds
(cyber and physical) that compose the whole digital twin.

Firstly, the Physical Asset layer contains CPS/IoT components such as
sensors and actuators. Agents are deployed on physical components which are
enabled by MAS. Thus, physical agents sense and perceive the environment
through their physical sensors; also, control, operate and influence the environ-
ment through their physical actuators. Every physical software agent assigned
for a certain physical part in the Physical Agents Organization commu-
nicates with its counterpart digital software agent in the Digital Agents

Organization.
Secondly, the Digital Asset layer is also empowered by MAS and con-

tains the digital agents. Digital Asset is composed of several other agents;
for instance, the Digital Agents Organization part comprises only dig-
ital agents, who are twins and representatives of the physical agents in
the Physical Agents Organization of the Physical Asset layer. Digital
Asset layer also includes other abstract agents that have other functionalities



which are required to perform different tasks on the digital twin: Reasoning
Agent is responsible for reasoning and making context-aware decisions in the
digital twin; Simulation Agent is in charge of conducting simulations about
specific context or scenario depending on the data collected from the Physical
Asset and its agents; Visualization Agent is in control of viewing, visu-
alizing and presenting the information collected from the Physical Asset

and the entire system and which could be accessed by other agents such as
external application or human agent; Learning Agent could apply learning
mechanisms and algorithms to learn from previous experiences to improve the
performance of the system and provide intelligent capabilities. The number of
agents in the Digital Asset depends on the requirements and the essential
applications and features the digital twin is built to provide.

Fig. 5 A High-Level Overview of the Intelligent Agent-based Digital Twin Architecture

Generally, a digital twin can be utilized for multiple and various purposes,
including analyzing the behaviour of the system under study, predicting or
optimizing its performance, and reporting and visualizing the physical system’s



state. Thus, to provide these services in the agent-based digital twin, using
other technologies is inevitable to cope with specific challenges and enrich the
users’ experience of the digital twin.

4.2.3 Ontology for Agent-based Digital Twin

An ontology outlines the fundamental concepts and relationships that exem-
plify a particular domain’s vocabulary, terms and rules. Ontology merges
concepts and relationships to construct extensions for these vocabularies [16]
and build more sophisticated domain-specific designs. An ontology repre-
sents concepts and their relations explicitly. Criteria for designing ontology
for numerous domains have been introduced [16]. Among the requirements
of ontology design are: clarity of ontology, so terms and concepts intended
to be communicated can be easily comprehended; coherence and logical con-
sistency of its terms and concepts; extend-ability of the shared vocabularies
and concepts; minimal encoding and clear representation [16]. Ontology can
capture the knowledge of a specific domain and represent this knowledge in
terms, concepts, relations and natural language that are easy to understand.
Also, ontology has been utilized to share and reuse knowledge across various
disciplines and interrelated domains.

If the deployment of MAS technology becomes widespread in a specific
domain, then the demand for interoperability between systems from different
vendors and providers will emerge. In this case, the cost of creating several
mappings between different deployments may not be feasible and rewarding.
As suggested in [6], one option would be to develop and propose an upper
ontology for applications in this domain to simplify the integration between
different implementations and lessen the burden of starting from scratch to
define the main concepts of this domain.

Following this concept, we introduce an upper ontology for the digital twin
domain deployed based on the agent paradigm. The presented ontology allows
for representing digital and physical assets in the form of digital and physi-
cal agents, respectively, using the same terms and vocabularies given in the
ontology model. Fig 6 shows the ontology for both the Digital Asset and
the Physical Asset. From a technical point of view and as depicted in the
ontology, physical and digital agents are connected and synchronized to each
other, forming the twinning concept of the digital twin.

The fundamental and core concepts of the agent-based digital twin domain
would be contained in the upper ontology. The ontology would ensure that
different targeted domains (i.e., application fields) which are deployed with
an agent-based digital twin framework would employ the exact fundamental
representation and the standard concepts and terms such as “Digital Agent”,
“Physical Agent”, “Digital Agent Organization”, and “Physical-Agent Orga-
nization”, and how they are related. However, the upper ontology is not
sufficiently detailed for specific domain applications. Thus, the ontology should
be extended to a specific application domain where it represents the knowledge
in that target domain clearly and precisely.



Fig. 6 An Ontology for Agent-based Digital Twin

Following this approach, the upper ontology defines the high-level terminol-
ogy about both physical and digital agents that compose Digital Asset and
the Physical Asset of the digital twin. The lower (domain-specific) ontol-
ogy is defined by the domain experts. It covers the detailed terms required by
agents within the application field and the area of interest, such as a particu-
lar measurement, agent communication standard, sensor type, actuator action,
hardware model, or data processing type that is only of interest to agents
within that application. Basically, modeling of upper ontology has been done
with Protégé ontology editor, where definitions of concepts are provided, and
reasoning about the relationships is validated with this tool.



To sum things up, the upper ontology of the agent-based digital twin could
be used as a foundation and a starting point for modellers and developers [32]
to design and create application domain ontology for different agent-based dig-
ital twin implementations, which can reduce the ambiguity of using the domain
terms and the complexity of mapping between agents of the physical and digi-
tal assets. Inheriting and extending the fundamental concepts from the upper
ontology will ensure that many different agent-based digital twin deployments
share the same high-level terms and vocabularies. This leads to achieving inter-
operability between different agent-based digital twin implementations. The
case study section provides a concrete example of using and extending the
introduced upper ontology.

4.3 Development and Deployment Processes

Large-scale software development comprises several demands and require-
ments, such as multi-disciplinary teams of developers who are experts on
different domains of interest [37].

A digital twin is a rather complex system [18, 46], and it can be deployed
on a large-scale based on the domain and the application area. Anyhow, digital
twin development comprises two essential phases: designing and building the
Physical Asset and developing and integrating the Digital Asset with the
physical one. Depending on the development process of the physical system
and the digital system, there are three patterns of digital twin development for
the physical and the digital asset that we have observed: 1) the physical system
already exists, and digitization of that system is the primary requirement; 2)
the physical system does not exist, both a Physical Asset and a Digital

Asset have to be designed from scratch, built, and integrated; 3) the Physical
Asset is designed and deployed in a simulation. So, Digital Asset will be
designed and developed first, which will be integrated with the simulation.
Then the physical system will be built on reality, and the migration from
simulation integration to physical integration should be performed.

The previous patterns impose on developers the need to consider a devel-
opment model to realize the digital twin and fully integrate the physical and
digital assets.

4.3.1 Parallel Development

Usually, teams of developers use a parallel development model to build and
develop complex and large-scale software systems. Even though this develop-
ment model is an essential characteristic in several large-scale and complex
systems, following this model gives rise to a set of problems and challenges that
should be considered [37]. However, developing a digital twin can be realized
with this model, which means developing both the Physical Asset and the
Digital Asset in parallel. This development model has multiple advantages,
such as the short time span of delivery of the final product. Yet, challenges and



issues may arise due to a lack of communication and understanding between
different teams responsible for realizing the physical and digital assets.

4.3.2 Sequential Development

In several cases of systems development, it’s crucial to complete a particular
phase before starting the next stage of development. A sequential development
model divides the system development process into independent phases meant
to be finished in order, i.e., the next step shouldn’t start before the precedent
one is completed [33]. In the context of digital twin development, develop-
ing physical and digital assets is under the hood of the digital twin life cycle.
Hence, following the sequential development model could be more effective
in some scenarios as the digital twin development starts from the Physical

Asset development and ends with the Digital Asset development and inte-
gration. According to our observations, following the sequential development
model could give developers an explicit and vivid picture of the Digital Asset

development phase as the Physical Asset is already designed and built, and
the requirements are concretely defined.

5 Case Study: Prototyping an Agent-based
Digital Twin for Smart Warehouse

5.1 Motivation

The internet has drastically changed the shopping concept as the retail indus-
try adopted online shopping methods. This new way of shopping imposes
enormous pressure on logistic companies and retailers to provide their goods
to their customers without delays and mistakes. Thus, managing warehouses
where the goods are organized, packed, and shipped to the relevant address
needs to be operated with more automated methods, such as using mobile
robots and intelligent systems to avoid human mistakes and decrease the load
on workers. In this regard, deploying mobile robots in warehouses [3] requires
an ecosystem with all its components and sub-services and which are managed
and orchestrated by an intelligent system. In this system, the user can monitor
and analyze the behaviour and performance of the warehouse and the robots.
Also, the features of performing simulations based on particular scenarios or
settings can help to obtain information and insights regarding the system and
how it can be improved. Following this goal, digital twin technology is a good
fit solution to provide operational and management tasks for such systems. To
this end, our case study mainly focuses on constructing an agent-based digital
twin supported by multi-robots to realize smart warehouses.

By implementing this case study, we aim to imitate some scenarios and
requirements in industrial environments to advance and adjust the imple-
mented system to be a functional prototype for a smart factory warehouse.



5.2 Implementation and Deployment

An initial prototype of the agent-based digital twin has been implemented to
show the feasibility and applicability, provide a proof of concept of the proposed
framework, and demonstrate its potential and effectiveness. The deployment
of the agent-based digital twin utilized the core parts of the framework, which
have been described in subsection 4.2.

Depending on the development methodology workflow, the agent-based
digital twin deployment phase can be performed sequentially or parallelly.
For example, handling and developing the Digital Asset layer can be done
simultaneously while the CPS Physical Asset is deployed in the environ-
ment. The two development phases should combine teamwork with a focus on
effectiveness and manoeuvrability, which can minimize the gap between the
two development phases and utilize the feedback loops more responsively and
effectively. This is very crucial as, at a certain point, agents in physical and
digital assets should be able to communicate and synchronize with each other.

From a technical viewpoint, deploying the Digital Asset and the
Physical Asset with agents can be done using different agent-based plat-
forms. Whilst the ontology and the agent’s communication language should
be unified to be interoperable to integrate it with other implementations. In
our case, Java Agent Development Environment (JADE)1 has been utilized
to develop both layers. Basically, JADE is a widespread and well-known MAS
middle-ware framework. JADE platform offers quite several features for devel-
oping distributed multi-agent systems [4]. JADE enabled us to model and
develop modular, pluggable and intelligent physical and digital agents by utiliz-
ing its functionalities, such as agents behaviour models, FIPA communication
standard, and the ability to use JAVA external libraries.

5.2.1 Physical Asset Deployment

As a first step for actualizing our case study, we have designed and built
Autonomous Mobile Robots (AMR) prototypes with LEGO technology [44, 53]
and integrated them with other technologies and hardware components. We
have used the single-board computer represented in a RaspberryPi2-BrickPi3

as the brain and the central processing unit of the robots to provide high
processing capabilities.

Smart Factory Warehouse is the idea behind our case study. Therefore, the
functional requirements of the digital twin in a warehouse should be deter-
mined. In our case, the robots (AMR) in the warehouse should be capable of
navigating the environment and travelling to pick up a package from a source
point and reach the destination to deliver that package. In addition, to be
able to have multiple robots in the environment, every robot should be able
to detect obstacles and barriers. Above that, a collision avoidance mechanism
should be implemented; in our case, this has been provided by a digital twin

1https://jade.tilab.com
2https://www.raspberrypi.com/
3https://www.dexterindustries.com/brickpi



Fig. 7 Overview of AMRs Prototypes Used in the Smart Warehouse Case Study

(i.e., a monitor agent). Other functional requirements, such as time constraints
between picking up and dropping off packages or handling missions, could be
specified according to the environment and users’ preferences.

Initially, the AMRs are designed according to the physical requirements.
Each robot comprises two plastic wheels attached to two main separated servo
motors and fixed on the same axis, providing the robots with a Digital

Differential for trajectory-control and movement in the environment. It’s
essential to determine the robot’s chassis characteristics, such as the vehi-
cle width and wheel diameter, which are aggregated and used for adjusting
movement and navigation. Robots are also equipped with ultrasonic sensors
to detect obstacles and barriers. As a prominent feature, we equipped the
AMRs prototypes with the ultra-wideband (UWB) technology provided by 4

for indoor positioning and localization. UWB tags send real-time data regard-
ing the current coordinates of the AMR through the MQTT communication
protocol. The abstract UML model of the robot’s physical elements is given in
Fig 8. Also, the actual physical prototypes are shown in Fig 7.

Fig. 8 Model of the Physical System

4https://www.pozyx.io/



After finishing all the aforementioned stages, the next step is to agentify
the Physical Asset, which means that particular properties of interest in the
physical system are abstracted and represented in agents in a MAS platform
by programming the agent to control and operate these physical components.

At this stage, we started to utilize the JADE platform to design and
program the physical agents. JADE provides a structured framework com-
prising main constituents; agent language, behaviours and the environment
where agents are situated, and they are called containers. Agents are the main
abstract elements which have several sub-elements, so-called behaviours. There
are multiple types of behaviours the agent can have, and they are categorized
into two main categories SimpleBehaviour and CompositeBehaviour [4].

In addition, the ev3dev5 Debian Linux-based operating system, which is
compatible with multiple platforms like LEGO MINDSTORMS EV3 and the
Raspberry Pi-powered BrickPi6 has been utilized to deploy the agent-based
programs on the AMRs.

Fig. 9 Model of the Physical Agent

Fig 9 highlights the main behaviours deployed in the physical agent to
have autonomous AMR in the warehouse. Each physical agent has its own
thread of execution and communicates with other agents using FIPA-compliant
messages. Also, physical agents execute every behaviour to achieve a certain
goal and their designed objective. A set of behaviours of the physical agent

5https://www.ev3dev.org
6https://www.dexterindustries.com/brickpi



represent the entire functionality of the robot, and the agent could switch
between those behaviours according to its operation mode.

For instance, obstacleDetector() behaviour is inherited from a schedul-
ing behaviour TickerBehaviour provided by JADE platform, which can be
executed at selected intervals. Thus, this behaviour waits for a given period
of time (specified in its constructor) to execute its internal functions. The
obstacleDetector() behaviour periodically makes the robot agent check for any
obstacle every specific time (e.g., 100 milliseconds) by getting the distance
measurements from the ultrasonic sensor. The obstacleDetector() is added to
a composite behaviour called ParallelBehaviour that schedules all its chil-
dren’s behaviours to work in parallel, so, all sub-behaviours can be executed
simultaneously.

For instance, in the listing 2, the obstacleDetector() is executed every 1
second (1000 milliseconds) and inside the method onTick(), the behaviour
checks if there is an obstacle has been detected or not and accordingly executes
one of the inner OneShotBehaviour behaviours which are obstacleMessage or
noObstacleMessage as shown in the code excerpts in the Listing 1.

TickerBehaviour obstacleDetector = new TickerBehaviour(this, 1000) {
public void onTick() {
// get the distance measurements from the ultrasonic sensor

...
if (obstacleDistance<35 && !isObstacle)
{

isObstacle=true;
addBehaviour(obstacleMessage);
removeBehaviour(checkMissionComplete);

}else if (obstacleDistance>35 && isObstacle){
isObstacle=false;
addBehaviour(noObstacleMessage);

}
...
};

OneShotBehaviour obstacleMessage = new OneShotBehaviour() {
public void action() {

// stop the robot and send obstacle message to the digital twin so the user get
notified about the situation

...
}

};
OneShotBehaviour noObstacleMessage = new OneShotBehaviour() {

public void action() {
// send no obstacle message and also continue the current mission if it’s finished or
start with a new mission

...
}

};

Listing 1 Internal Behaviour of Physical Agent for Detecting Obstacles and Sending
Obstacle Messages to digital twin

The behaviour receiveMessage() is implemented as in the listing 2 to be
used to receive messages from the digital twin agents, and specifically the
monitor agent which sends mission messages for different robot agents in the
system. The type of the receiveMessage() behaviour is a CyclicBehaviour.



This behaviour never stops after being added to the behaviour queue, initiated
and executed. The advantage of this behaviour is to receive messages once the
messages are sent from other agents in the system and continuously check if
there any new message has arrived, and by using the block() method inside
its internal action() method we can make the behaviour executed only if a
new message has been received according to certain criteria (i.e., FIPA-ACL
specifications).

CyclicBehaviour receiveMessage = new CyclicBehaviour() {
public void action() {

ACLMessage receiveMessageFromDT = receive();
if (receiveMessageFromDT != null) {
// receive a message with mission details
...
} else {

System.out.println("Waiting Messages");
block();

}
}

Listing 2 Physical Agent Receives Messages From Digital Agent

The type of the behaviour getMqttLocation() is a OneShotBehaviour

behaviour which is basically executed just once. This behaviour gets the cur-
rent coordinate of the physical agent (i.e., the physical robot) basically by
receiving MQTT messages from the UWB tag installed on the robot, so the
robot can determine its current location and calculate the distance and the
angle (according to kinematics equations of the physical robot) to the target
destination point. Both behaviours getMqttLocation() and receiveMessage()
are added to a single composite behaviour SequentialBehaviour. Sequential
composite behaviour uses a basic sequential scheduling scheme to process its
sub-behaviours. Basically, it takes and processes the first child’s behaviour. If
the first behaviour is done, it moves to the next child’s behaviour and continues
until no more behaviours are in its scheduling system.

5.2.2 Digital Asset Deployment

At this point, AMRs in a warehouse are operated and controlled by physical
agents designed and programmed by the JADE platform. The next step is to
represent them in a virtual form (i.e., Physical Asset and Digital Asset)
to construct and constitute the entire digital twin. Therefore, every robot
controlled by a physical agent in the Physical Asset should be mapped into
its digital representative (i.e., digital agent) in the Digital Asset. Until now,
we have a limited number of AMRs for our warehouse. Accordingly, we have
the same number of physical and digital agents as the number of AMRs.

As mentioned in the beforehand section, every AMR with all sub-
components (battery, ultrasonic sensor, motors, and UWB tags) has been
mapped into a single and individual physical agent, which means we have
encompassed all the processes and the features of every robot into just one cor-
responding agent. Hence, when we want to represent physical agents as digital



versions, we must do the same and create just a single digital agent for every
physical agent. Following the same concept and the agent-based digital twin
architecture given in Fig 5, physical agents are represented as digital agents
within the Digital Asset. The major distinction between a physical agent and
a digital agent is that the latter operates in the cloud (i.e., virtual space),
while the former operates on the edge (i.e., physical system). This can make
the digital agent more privileged by having access to more resources and com-
putational power. In addition, digital agents can have other functionalities
besides the main functionalities of representing the physical agent; for exam-
ple, a learning process or processing of a vast amount of data can be carried
out by a digital agent to decrease the load on the physical agent. This can
be achieved properly only if the biological agent is fully synchronized with
the digital agent to avoid overdue and asynchronous actions from the physical
system side.

Another significant point that is worth discussing is having a physical agent
for every property of the physical component (i.e., AMR). This, of course, will
create a huge society of physical and digital agents. If the number of physi-
cal agents increases, then the number of digital agents will increase as well,
which can lead to overhead and upsurge in communication caused by having
many twins (i.e., agents). Managing a vast number of agents could be a really
big challenge. In contrast, capabilities such as multi-scaling, adaptivity, and
resilience could be achieved in digital twins. For instance, if a particular sensor
that is represented as a physical agent has failed and broken down, still in such
a case, the system can continue working as the other sensors are operational.
The same is in the case of the agents, if one agent unexpectedly stopped work-
ing, other agents could continue without any problem. This concept will not
be valid if we represent all the sensors and actuators of the AMR in a single
agent. The latter can communicate and perform better, while the former is
more fault-tolerant and flexible if a new sensor is added, we don’t have to shut
down the whole system, and we have just to add this agent to the system.

Fig 10 clearly describes the digital twin deployment. Moreover, it shows
the Digital Twin Life-Cycle that reflects the stages of realizing a fully-
fledged system with both assets (Physical and Digital), and how those assets
can be tested, maintained and evolve after implementation and operation, for
instance, by upgrading some functions and components.

5.2.3 Messaging and Communication Protocols

The primary means of interaction and communication between agents is
through agent messages. The FIPA ACL7 message standard is one of the most
popular agent communication languages. The ability to use several content
languages and the management of conversations using established interaction
protocols are the main aspects of FIPA ACL. A message’s structure consists
of a number of key values expressed in FIPA-ACL (e.g., performative, sender,
receiver, content, ontology, etc.) [4]. The communicative act, or CA, is an

7http://www.fipa.org/repository/aclspecs.html



Fig. 10 digital twin Deployment and Development Life-Cycle

action that defines the terms of communication between sender and receiver
agents (e.g., request, inform, propose, cancel, etc.), which are defined by the
FIPA-ACL [4].

JADE had adopted and maintained the FIPA-ACL as the primary agent
communication language. Since the agent-based digital twin deployment has
been realized with the JADE platform. Consequently, physical agents and
digital agents communicate through the FIPA-ACL agent communication lan-
guage. Fig 11 shows the sniffer of the JADE platform that captures the
messages and the interactions between specified agents in the agent-based dig-
ital twin. The contents of the messages, if they are not encrypted, could be
displayed from the interface.

Physical agents in the agent-based digital twin communicate with the phys-
ical components through a physical interface and the provided hardware API.
On the other hand, the localization and positioning of the UWB tags of the
AMR communicate with physical agents through the MQTT communication
protocol. The UWB tags installed in the AMR subscribe to the MQTT mes-
sage broker. Accordingly, the updates of coordinates for every specific UWB
tag are sent from the master tag of the positioning system and are published
through determined topics.



Fig. 11 JADE Interface that Shows Interactions between Agents of the digital twin

5.2.4 Ontology for Multi-Robot Smart Warehouse

In the context of the agent-based digital twin for a multi-robot warehouse,
ontology would refer to the set of concepts, terms, and relationships used to
describe the elements and behaviours of agents for robots, besides, including
concepts related to their capabilities, goals, actions and decision-making pro-
cesses in the warehouse domain. It would also include information regarding
twinning and integrating physical and virtual components, data sources and
behaviour models.

Domain ontology would encompass the relationships between upper con-
cepts, such as the interactions between different agents or between agents
and the physical components of the digital twin. This would enable modelling
of complex agents of digital twins and represent their behaviour more real-
istically and accurately. For instance, actions for both physical and digital
agents are described in the domain ontology. This would enable us to design
those actions explicitly in agent behaviours to establish a concrete interaction
between physical and digital agents.

Using the content languages and ontologies support provided by the JADE
platform, a concrete implementation of the domain ontology presented in Fig
12 has been built and developed based on the introduced upper ontology Fig 6.



Fig. 12 Partial view of multi-robot warehouse domain ontology

In the example illustrated in Listing 3, agent action Start is sent from the
digital agent to the physical agent based on the FIPA-ACL agent communica-
tion standard. This action message defines the start command to start a new
mission.

msg = (INFORM
:sender ( agent-identifier :name PhysicalAgent_1@Digital-Twin-Platform :addresses

(sequence http://DESKTOP-HMMU8GR:7778/acc ))
:receiver (set ( agent-identifier :name DigitalAgent_1@Digital-Twin-Platform ) )
:content "((action (agent-identifier :name DigitalAgent_1@Digital-Twin-Platform) (START

:SENDER (physicalAgent :name PA1 :aid (agent-identifier :name
PhysicalAgent_1@Digital-Twin-Platform :addresses (sequence
http://DESKTOP-HMMU8GR:7778/acc))) :RECEIVER (digitalAgent :name DA1))))"

:language fipa-sl :ontology Warehouse-Multi-Robot-Ontology )

Listing 3 Agent action (Start) sent from the digital agent to physical agents to start a
mission

In another example, an ontological term IsTwin identifies that a specific
digital agent is a twin of a particular physical agent which, in order, controls
a physical component (robot). This message stores information about physical
and digital agents and the status of the twinned physical system. Other agents
in the system, such as a reasoning agent, can obtain information about the
physical system by receiving this message from the physical agent. In our case,
a robot is a physical system equipped with a UWB tag with a unique ID,
and this tag pulls its location updates regularly. In addition, the robot has a
battery. The message keeps the information about the voltage level and the
current location of the UWB tag. Thus, the reasoning agent can obtain all this
information from every robot in the system. These data can be used to reason
about different situations. Listing 4 illustrates an example of the content of
this ontology message.



msg = (INFORM
:sender ( agent-identifier :name PhysicalAgent_1@Digital-Twin-Platform :addresses

(sequence http://DESKTOP-HMMU8GR:7778/acc ))
:receiver (set ( agent-identifier :name ReasoningAgent@Digital-Twin-Platform ) )
:content "((IS_TWIN (digitalAgent :name DA1) (physicalAgent :name PA1 :aid

(agent-identifier :name PhysicalAgent_1@Digital-Twin-Platform :addresses (sequence
http://DESKTOP-HMMU8GR:7778/acc))) (ROBOT :name RobotNo_1 :ipAddress
\"192.168.0.123\" :uwbID \"2365\" :location \"Point2D.Float[6578.0, 5730.0]\"
:batteryLevel 10.5)))"

:language fipa-sl :ontology Warehouse-Multi-Robot-Ontology )

Listing 4 IsTwin message contains digital twin and physical system information

The extension of the upper ontology to design agent communication
concepts and terms can play a pivotal role in addressing the challenge of
achieving interoperability and standardization in the context of digital twin
implementations based on agents.

5.3 Experiments and Observations

The graphical interface of the JADE platform in the Fig 11 illustrates the
physical and the digital layers of the digital twin implementation that con-
stitute physical and digital agents. In fact, the layers are called containers
in the JADE platform. Thus, the Digital-Layer-Container consists of digital
agents, while the two physical layers; Physical-Layer-Container and Physical-
Layer-Container-1 encapsulate the physical agents of the RobotNo.1 and the
RobotNo.2 respectively. As mentioned before, physical agents are hosted and
initialized in separate devices. They communicate with the digital layer con-
tainer in the JADE by creating a new individual container, which is why we
have two physical containers for the two robots. If there are multiple agents
for a single robot, the physical container will include all of them.

As an illustration of the settings and the scenario for our experiments, Fig
13 gives an overview of the agent-based digital twin functionality and how we
use the digital twin to manage, control and distribute the missions among the
robots in the warehouse.

5.3.1 Low-level Reasoning

In our running experiment, physical agents operate their corresponding AMRs,
representing the Physical Asset. Their counterparts, the digital agents, rep-
resent the physical agents as a virtual form in the Digital Asset. The physical
agents communicate with their counterparts or other agents in the Digital

Asset throughout the FIPA-ACL agent communication standard. The physical
agent and digital agent operate in separate machines, and they have differ-
ent Agent Identifiers (AID), which have a unique address attached to their IP
address.

By having agents at different levels of abstraction, we have separated the
concerns of physical and digital agents. So, agents have adaptive reasoning
and decision-making mechanism. For instance, a physical agent operates in its
local context and has overall awareness and control of this space. In contrast, a



digital agent can communicate with other agents at the same level and obtain
information beyond its operation zone. This provides digital agents with a
broader global overview of the system.

This is shown in our experiments in Fig 13 where physical agents can detect
obstacles as this is implemented internally inside the physical agent. Thus,
AMRs are aware of their operation context. Quite the reverse, the knowledge
of the global context is provided by other high-level agents that are located in
the Digital Asset.

Fig. 13 A Multi-Robot Warehouse Case Study Scenario

5.3.2 High-level Reasoning

Digital agents provide an inclusive overview of the system, which can make it
more intelligent as it takes actions based on a broader context. As an example,
collision avoidance is orchestrated by the Monitoring Agent situated in the
Digital Asset and collaborating with other digital agents as demonstrated



in Fig 10. Thus, the information about the collision cases is broadcast to all
physical agents through this agent. Basically, the strategy of separating or
distributing reasoning and decision-making process among multiple levels can
benefit the system in a way that reduces the load, especially on the edge
devices, by conducting more intensive calculations on the cloud side (digital
space).

With such an implementation, we could have provided physical agents
with autonomous behaviours, enabling them to make self-decisions according
to their environment. Additionally, deep reasoning is done in a digital twin
by collecting data from physical agents and aggregating these data to obtain
a universal view of the entire system. Thus, to a certain degree, we man-
aged to tackle the challenge mentioned in Fig 1 about having intelligent and
autonomous capabilities. Ultimately, digital twins are more autonomous with
the physical agents’ capabilities and with intelligent digital agents that can
solve complex situations by exploiting the overall view of the whole system
and the interaction with low-level agents.

Based on the observations and results, we have concluded that representing
physical elements as agents and designing their digital representatives as agents
in the JADE platform provides advantageous features: it separates the con-
cerns of the physical agents and the digital ones (i.e., low-level and high-level
reasoning); it couples both agents by taking advantage of the reliable commu-
nication mechanism provided by the FIPA-ACL agent language. Accordingly,
this realization of such coupling and integration helped to tackle the challenge
of integrating physical and digital assets mentioned in Fig 1.

In addition, the challenge regarding providing real-time synchronization
between physical and digital agents and physical agents with the hardware
has been addressed by utilizing the agent communication language FIPA-ACL
and the subscribe-publish network protocol (MQTT), respectively. Anyhow,
achieving strict real-time requirements for time-critical systems may require
additional layers and special technologies to handle and process data more
strictly.

To this end, and by considering and deploying all the requirements and
features given in advance, we have made the agent-based digital twin for the
factory warehouse more intelligent, safe, and autonomous.

6 Discussion

A digital twin is a tight integration between physical and cyber parts. Imple-
menting a digital twin for CPS poses several challenges that must be overcome
as CPSs are naturally decentralized and distributed. These features increase
the level of complexity of integrating them into digital twins. Hence, providing
a well-structured framework with the conceptual foundation for implementing
dependable digital twins is essential. In addition, the framework should pro-
vide a flexible, modular, adjustable and re-configurable architecture to build



the digital twin and add advanced functionalities to make it more intelligent
and robust to alleviate the challenges of the complex systems.

Consequently, in this study, we have proposed a new framework named
MADTwin for realizing a digital twin for CPS/IoT systems by leveraging
the features, potentials, and intelligence capabilities offered by the agent-based
approach and the multi-agent systems. Explicitly, we used the JADE program-
ming platform for programming agent-oriented digital twins for multi-robots
in a warehouse. We have managed to design and program Physical Asset

(AMR vehicles) and their representatives in the Digital Asset as agents that
can communicate and interact with each other.

The MADTwin framework focuses on the conceptual part of the agent-
based digital twin for CPS/IoT systems, and it adopts a flexible high-level
architecture [19] for implementing functional agent-based digital twins. Besides
the architecture,MADTwin introduces an upper ontology for the agent-based
digital twin that serves as a reference for designing and building agent-based
digital twin implementations for different target domains and can help to make
different implementations more inter-operable. The proposed upper ontology
gives an overview of how the main concepts and terms of the agent-based
digital twin are structured and related.

The MAS implementation has provided intelligent and autonomous
features to the digital twins of the multi-robots, where robots behave
autonomously in certain situations. Also, with the use of MAS and exactly
JADE platform, the communications between physical and digital agents in
physical and digital assets are organized, controlled, and managed adequately
and smoothly. In addition, it can help to extend and improve the current digital
twin incrementally in a modular way to be more resilient and robust by adding
new functionalities to agents, such as reasoning, learning, and simulation.

Overall, the results of this paper imply that using the proposed framework
supported by agents is practical and applicable to designing and building dig-
ital twins for complex CPS. Yet, some limitations could not be tackled by
just utilising the agent approach, and there is a need to merge the current
framework with other technologies for handling very specific challenges. Thus,
several improvements and features can be added to the framework to make it
more functional, intelligent and robust for deploying digital twins.

7 Conclusion & Ongoing Work

In conclusion, this paper proves the feasibility and applicability of the proposed
framework. It shows how the main components, including the architecture and
the ontology, could be utilized to build a digital twin.

The main contributions of this paper can be abridged in the following.
Firstly, it presented MADTwin framework for designing agent-based digital
twins for complex and distributed CPS that is supported by a flexible and
general-purpose architecture. Secondly, it defines an upper ontology that can



be modified and expanded to guide practitioners in implementing domain-
specific intelligent agent-based digital twin solutions. It can also serve as a
foundation for achieving interoperability between different implementations.
The third contribution focuses on achieving integration and coupling between
physical and digital assets and establishing reliable communication through
the use of two types of communication: IoT sensing technology represented in
MQTT for handling data streams and the FIPA-ACL communication stan-
dard for managing agent-agent control and update interactions. The fourth
contribution suggests some development methodologies and practices that can
be followed while designing an agent-based digital twin for CPS. Lastly, it
elaborates on the advantages and disadvantages of the proposed framework to
identify the gaps and the areas for future research.

However, we suggest focusing on some points in order to improve the func-
tionality, performance, useability and interoperability of our framework. For
example, we intend to apply intelligent reasoning methods and algorithms,
such as considering a fuzzy logic or BDI agent model [8] to reason about com-
plex situations. This will enable physical and digital agents to make better
decisions, deal with deviations and uncertainties in physical components, and
generally improve the digital twin’s performance and functionality.

We also want to address the challenges of efficiently gathering and han-
dling high-frequency data from physical components. Jittering, delays, and
inaccuracies in data may cause undesirable results and damages. To enhance
the performance of our framework, we will provide dependable mechanisms to
process and extract the information from the streams [11] to detect anomalies
and data inaccuracy.

Most agent-based and multi-agent system programming languages and
frameworks are not trivial to use and deploy. They need much effort, time,
and programming skills to utilize. In this regard, and to increase the usability
level of our platform, we plan to address the challenge of implementing digital
twins with less time and effort. Thus, we intend to consider using a low-code
development approach and model-driven engineering [9, 21, 29, 50] concepts
and techniques to add another layer of abstraction for our MADTwin frame-
work, which could simplify and speed up the process of building digital twin
by having multi-purpose physical and digital agent models that can be altered
and used for new digital twin implementations.

One of our priorities is building an agent-based digital twin that can be
used in manufacturing and adopt a pathway towards Industrie 4.0 [38]. Thus,
we aim to integrate the I4.0 standards such as Reference Architectural Model
Industrie 4.0 (RAMI 4.0) [17], OPC Unified Architecture (UA) [13] and Asset
Administration Shell (ASS) [35] in our framework to achieve interoperability
and easy integration with industrial solutions.
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