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Abstract: Emergency response was usually not taken into account in the analysis of safety barriers to
prevent fire-induced domino effects. When emergency response is considered, in addition to failure
events, successful events may also have an impact on fire escalation, and there may be a dependency
between pre- and post-events. To model such events and carry out probability analysis, a probabilistic
Petri-net (PPN) approach is proposed. The definition of a PPN with the complementary arc and its
execution mechanism are provided, and a probability reasoning algorithm reflecting the parallel
processing of PPNs is developed. On this basis, a PPN model discussed in two parts for failure analysis
of fire escalation prevention is established. The application of the methodology is demonstrated by fire
prevention in a chemical storage tank farm, focusing on the influence of fire detection on follow-up
actions. In addition to that the fire is not been found, the time at which the fire is found will also have
an impact on the success of preventing the fire escalation. The influences of not
considering/considering fire detection time are analyzed by the fault tree method and the PPN method,
respectively, and there is a difference of about 11% between the results.

Keywords: domino effects; fire escalation; failure analysis; safety barriers; probabilistic Petri-net

1. Introduction

When a major fire accident occurs in an area where large amounts of flammable materials are
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stored in adjacent facilities, surrounding facilities may be damaged under the action of the heat
radiation. In some cases the failure of the affected facilities can lead to loss of containment and an
additional accident. The phenomenon that a relatively minor accident initiates a sequence of events
causing damage over a much larger area and leading to far more severe consequences than the original
event, is called a ‘domino effect’.

Fire is a major primary event that may lead to domino effects. Darbra et al. (2010) found that fire
was the primary event of domino effects in 52% of the cases and explosion in 48% of the cases
according to 225 domino effect accidents which occurred in process/storage plants and in the
transportation of hazardous materials. Abdolhamizadeh et al. (2011) drew conclusions from 224
domino effect accidents that fire was the initiating event in 43% of the cases and explosion in 57%.
Hemmatian et al. (2014) analyzed 330 accidents involving domino effects and found that explosion
was the primary event in 53% of the cases and fire in 47%. Secondary targets more likely affected by
escalation were pressurized tanks, atmospheric tanks, process vessels and pipelines (Darbra et al., 2010;
Reniers and Cozzani, 2013). Over the past decades, fire-induced domino effects have been responsible
of several catastrophic accidents in the chemical and process industry. Some examples are successive
fires involving solid oxidizer sodium chlorate which occurred at an agricultural chemical
manufacturing plant (Russell et al., 2014), a fire and series of explosions which occurred at the Barton
Solvents chemical distribution facility in Des Moines, Iowa, USA, in 2007 (CSB, 2008), and more
recently, the fire and subsequent explosions that occurred in the hazardous goods warehouse of an
international logistics company located in the Tianjin Harbour of China in 2015 (MAHBulletin, 2017).

As domino effects usually lead to catastrophic consequences and great losses, they have been
recognized as a priority issue among the risk and safety management community, e.g., see the
requirements of the EU Seveso-III Directive (Directive 2012/18/EU). There have been many attempts
to model and assess the risk of fire induced domino effects (Gomez-Mares et al., 2008; Landucci et al.,
2009; Hemmatian et al., 2015), however, less emphasis has been given to the failure analysis of safety
barriers in prevention of fire escalation, especially the influence of emergency response on the failure
analysis. When domino effects cannot be completely avoided, e.g. the safety distance between
installations is not sufficient due to certain restrictions, for instance limited available land, prevention
of domino effects mainly depends on safety barriers. Several studies have been carried out to assess the

performance of safety barriers. Reniers and Dullaert (2008) developed a software named



“Dom-PrevPlanning” to support decision making on safety barriers to prevent/mitigate domino effects
in a complex surrounding of chemical installations, and multiple domino scenarios were thereby
considered. Janssens et al. (2015) proposed a safety barrier allocation model to prevent accident
escalation based on cost criteria. Landucci et al. (2016) defined key performance indicators (KPIs) such
as barriers’ availability and effectiveness to measure the performance of safety barriers in the
prevention of fire induced domino accidents. Khakzad et al. (2018) developed a methodology based on
Bayesian network to evaluate the impact of safety barriers on the propagation of domino scenarios
triggered by fire. However, in previous works, impacts of emergency response on domino effects are
usually not involved or handled in simplified ways, and mutual impacts between certain events, such as
discovering fire and starting firefighting, are ignored.

The present study aims to carry out failure analysis of the prevention of fire escalation leading to
domino effects, and puts particular emphasis on the impact of emergency response. The specific
characteristic of a fire escalation is the time lapse between the start of secondary events with respect to
the start of the primary fire (Reniers and Cozzani, 2013). This time lapse is generally termed “time to
failure” (##f), which represents the resistance of an installation to external fires (Landucci et al., 2009).
The value of ttf is taken as the criterion for determining whether an emergency response has succeeded
in preventing the escalation of a fire. Fault tree analysis can be used to perform the failure analysis, but
some information cannot be reflected by it. For example, in a fault tree model, an event is usually
considered to have only two states, "occurring" and "not occurring”. An event that may lead to the top
event "does not occur", this state is called the success event for the corresponding event, otherwise the
failure event. When analyzing the failure of fire escalation prevention, not only the failure of
emergency actions should be considered, but the success of the actions may also have an impact on it,
e.g., the execution time of an action is too late. In addition, pre-and post-response actions also have an
impact, if the previous action takes too much time, it is likely that the latter action will fail. If these
factors are taken into account, fault tree modeling is not very suitable, and therefore a new modeling
and analysis approach is needed. In this work, a probabilistic Petri-net approach which has a flexible
structure is introduced to model and analyze the failure of fire escalation prevention.

Petri-net was originally proposed in Carl Adam Petri’s dissertation (Petri, 1966), and from then on
it is widely used to model and analyze various systems in different fields. Petri-nets are a graphical and

mathematical modeling tool composed of places, transitions, and arcs. In addition to modeling systems,



tokens are used in Petri nets to simulate the dynamic and concurrent activities of systems. They are a
promising tool for describing and studying relationships between parts of a system (Murata, 1989).
There are many extensions to Petri nets. For example, colored Petri-nets which extend Petri-nets with
data types, functions, and modules are completely backwards-compatible with the original Petri-net
(Jensen and Kristensen, 2015), timed Petri-nets add properties that cannot be modeled in the original
Petri net formalism (Zuberek and Kubiak, 1999). The main purpose of this study is to analyze the
failure probability of fire protection according to the probability of basic events, so that the Petri-net
tools for simulating a process are not suitable in this work. To perform probability analysis with
Petri-net, several forms of the probabilistic Petri- net were proposed. For example, Lee et al. (2003)
proposed possibilistic Petri-nets and a reasoning algorithm for modeling uncertainty reasoning with
possibilistic information. Yen and Yu (2004) used a probabilistic version of conflict-free Petri nets, in
which each marking (i.e., configuration) is associated with a transition probability function
characterizing the firing of each enabled transition, to investigate problems closely related to
dependability analysis in the context of probabilistic infinite-state systems. Albanese et al. (2008)
proposed Probabilistic Petri-nets (PPN) to recognize human activities in restricted settings from
surveillance videos. Liu et al. (2013) proposed a mixed model NPPN (Nondeterministic Probabilistic
Petri Net) system to model and verify systems with qualitative and quantitative behaviours. Liu (2014)
used the label-extended PPN (probabilistic Petri-net) system as the high-level model to check the PCTL
(probabilistic computation tree logic) stochastic model. In this study, a probabilistic Petri-net (PPN)
with the complementary arc, which enables PPN model to handle the effects of both "occurring”" and
"not occurring” of an event at the same time, is proposed to model the impacts between events subject
to fire escalation prevention, and a matrix based probability reasoning algorithm of PPN is developed.
This paper is organized as follows: Section 2 briefly introduces safety barriers of fire protection. In
Section 3, a fault tree model is developed for the failure analysis. Section 4 further discusses problems
in the failure analysis of fire escalation prevention and provides the probabilistic Petri-net approach. An
example illustrates the proposed approach in Section 5. Finally, the conclusions drawn from this work

are presented in Section 6.

2. Safety barriers of fire protection

In order to delay or prevent escalation of fires, different types of safety barriers are usually utilized.



Three different categories of barriers are considered in this work (Landucci et al., 2015), which are
active safety barriers, passive safety barriers, and emergency measures, respectively.

(1) Active safety barriers

This type of safety barriers can actively perform fire extinguishing or escalation prevention in the
event of a fire. There are three common types of active safety barriers: fire detection and alarm systems,
sprinkler systems, and water deluge systems.

The detection and alarm system detects and monitors potential fires. In the case of a fire, it alerts
personnel of the existence of a fire, activates emergency alarms, and triggers other safety barriers. This
safety barrier usually works automatically, through sensors and controllers. In addition, manual
discovery of a fire can also send an alarm through this system.

The sprinkler system provides a water or fire-fighting foam sprinkler to protected facilities by
suppressing the primary fire. It is typically used for atmospheric storage tanks for low flash point
flammable liquids. After this barrier is activated, it may control the primary fire and reduce the emitting
heat radiation, such that the possibility of damage to neighboring facilities and the escalation of the fire
can be reduced.

The water deluge system aims at providing a spray curtain to shield the target facility from a
primary fire. If it is activated in a fire, it sprays water to cover the surface of the protected vessel to

reduce the heat radiation received by the wall of it, so that damage of the vessel may be prevented.

(2) Passive safety barriers

A passive barrier does not require either electrical power or external activation to trigger the
protection action (Landucci et al., 2015). Its main aim is to increase the time lapse between the start of
a primary fire and the escalation to other facilities. The usual passive safety barrier is the fireproof
coating installed on the wall of a target vessel.

Since vessel failure is caused by the vessel wall heat-up and this is a relatively slow process under
thermal radiation, the time to failure (#ff) of the vessels exposed to fire is a fundamental parameter in
the analysis of domino accidents triggered by fire. The vessel ttf expresses the resistance of the target
equipment to an external fire.

The rzf without passive protection can be determined according to the relationship between heat

flux I (kW/m?) and #tf (s) provided by Cozzani, et al. (2005):



Atmospheric vessels:
In(ttf) = —1.128 x In(I) — 2.267 x 1075V + 9.877 €))
Pressurized vessels:
In(ttf) = —0.95 x In(I) + 8.85 x V0032 2)
where, V is the volume of the vessel (m?).
According to the heat insulation effect of the material of a fireproof coating, a coefficient can be
used to estimate the time to failure when the fireproof coating is installed to protect the target vessel.
ttf, = o X ttfy ®)
where, ffy is the time to failure without fireproof coating; #f, is the time to failure with the

protection of fireproof coating; o is a coefficient.

(3) Emergency measures

When the fire alarm is received, emergency teams will get to the scene to extinguish the fire and
cool the neighboring vessels as soon as possible. The firefighting actions may reduce the emitted heat
radiation of a fire or the received heat radiation of neighboring vessels and thus prevent the escalation
of the fire.

The success of emergency actions is influenced by many factors, including the training of
emergency personnel, the adequacy of emergency resources, the appropriate emergency measures, etc.
In this study, the impact of emergency response time on the escalation prevention is considered. If the
duration from receiving a fire alarm to carrying out fire extinguishing or vessel cooling actions is too

long, emergency teams cannot prevent the escalation of a fire anymore.

3. Failure analysis using fault tree

A typical fire scenario that may occur in a storage tank farm is taken as an example to discuss the
failure analysis of fire escalation prevention. Flammable liquids (e.g. diesel oil) are stored in
atmospheric tanks. Generally, each tank is equipped with a sprinkler system and a water deluge system.
Smoke and flame detection systems are installed to detect fires and send out a fire alarm signal to
trigger the sprinkler systems to extinguish fire and water deluge systems to cool neighboring tanks. The
fire alarm signal is also sent to emergency teams so that they can rush to fight against the fire.

Employees working in the tank farm can also activate the alarm system if they find a fire.



If a fire occurs at a tank, it may escalate to other adjacent tanks when safety barriers fail, for
example, the fire might not not detected, the sprinkler system may not work, the water deluge system
does not spew out water, and emergency teams can be late for firefighting may lead to the fire
escalation. Fault tree not only can perform qualitative analysis, but the technique can also be used for
quantitative analysis, and thus has been widely used in many fields, such as fault diagnosis, failure
analysis and accident analysis. Fault tree can be used to calculate the failure probability of fire
protection. Thus, fault trees are naturally employed to represent causal relationships leading to the
failure of safety barriers of fire escalation. Referring to Tan et al. (2014), and according to the actual

disposal process of fire accidents, the fault tree model is developed and shown in Fig. 1.
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Fig. 1 Fault tree for the failure of safety barriers for fire escalation

The failure probabilities of some basic events in the fault tree model are adopted from Tan et al.

(2014), which are obtained from OREDA Participants (2002), and estimated according to available data
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in process plants. In the fault tree model, the failure of basic events is assumed mutually exclusive and

independent. Table 1 shows failure probabilities of basic events of the fault tree model.

Table 1 Failure probabilities of basic events.

Number Basic events Failure probability
1 Fire sprinkler system failure 0.1

2 Water deluge system failure 0.1

3 Inadequate fire fighting 0.02
4 Inadequate cooling 0.02
5 Automatic fire alarm system failure 0.021
6 Manual fire alarm system failure 0.05
7 Smoke detection sensor failure 0.08
8 Smoke detection controller failure 0.001
9 Inadequate coverage of smoke detection 0.07
10 Flame detection sensor failure 0.08
11 Flame detection controller failure 0.001
12 Inadequate coverage of flame detection 0.2
13 Employees do not detect fire *

14 Emergency teams start fire-fighting too late ok

The probabilities of “employees do not detect fire” and “emergency teams are too late for fire
extinguishing” need to be discussed. If the emergency response duration is longer than the minimum
value of the time to failure of neighboring tanks, emergency teams are considered late for preventing
fire escalation. There are several actions corresponding to emergency response processes after the
occurring of a fire, mainly including “discover the fire”, “dispatch emergency teams”, “emergency
teams run to the fire scene”, and “emergency teams start fire-fighting”. A statistical analysis of 44505
valid fire records from 1995 to 2003 within Japan and 14391 fire records from 2000 to 2009 of a city in
China showed that the durations of these emergency actions satisfy a log-normal distribution (Peng,
2010). The expected value of “discover the fire” is about 4min, the expected value of “dispatch
emergency teams” is about 2.5min, the expected value of “emergency teams run to the fire scene” is

about 5min, and the expected value of “emergency teams start fire-fighting” is about 3.5min (Flynn,
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2009; Peng, 2010). Fig. 2 and Fig. 3 show a log-normal distribution function of the duration of
discovering the fire and a log-normal distribution function corresponding to the emergency response
process from activating a fire alarm to starting fire-fighting, respectively. The horizontal axis of Fig. 2
and Fig. 3 represents the time (minutes), and the longitudinal axis represents the probability. In Fig. 2
and Fig. 3, 7 is the threshold duration, and an emergency response duration greater than this threshold
means that employees do not discover the fire, or emergency teams arrive too late. Generally, the
minimum value of the time to failure of neighboring tanks can be taken as z,. Thus, given the value of
ttf, the probabilities that “employees do not detect the fire” and “emergency teams are too late for fire
extinguishing” can be estimated according to the function. For example, if the value of #fis 15min, the
probabilities that “employees do not detect the fire” and “emergency teams are too late for fire

extinguishing” are 0.002 and 0.07, respectively.
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4. Failure analysis using Petri-net

4.1 Further considerations of the failure analysis

In the aforementioned failure discussion of fire protection and the fault tree model, the prevention
of fire escalation may fail only when all or part of the base events fail. However, considering
emergency response, even if some basic events are successful, the prevention of fire escalation may
still fail. These conditions are discussed hereafter:

The time of discovering a fire will impact the time that emergency teams arrive at the fire scene.
Given that the automatic fire detection fails, the fire is discovered by employees and the discovery is a
little late (but the time of fire discovery is earlier than the #f), emergency teams may have not enough
time to get to the fire scene even when all emergency actions go well. For example, the mean duration
(r) from fire ignition to the discovery of the fire is taken as the duration of discovering the fire. The
probabilities that a fire is discovered with mean time 7 can be calculated using the aforementioned
log-normal distribution function and intervals (0, 7). In this case, the emergency teams have only a time
of ttf~t to rush to the scene.

Although a sprinkler system does not guarantee to extinguish all initial fires even when it works
well, and water deluge systems may also not fully insulate protected tanks from heat radiation when
they work properly, this study focuses on the influence of emergency response on the failure analysis of
fire escalation prevention. Thus, these systems are considered to contribute to the failure of fire

11



escalation prevention only when they fail.

In addition, although a fire may not escalate to neighboring tanks even if the emergency response
duration is longer than ##f (or ttf,), ttf is taken as the criterion for determining the failure of emergency
response to fire escalation.

Because there are mutual influences between events and failure impacts of successful events, the
conditions of failure analysis are difficult to model using a normal fault tree. In the following study,
probabilistic Petri-net is utilized as a technique to model the relationships between events of fire

escalation prevention, as well as to carry out a failure analysis.

4.2 Definition of probabilistic Petri-net
A probabilistic Petri net (PPN) is defined as a 7-tuple,
PPN=({F T 1 0 M4, 0)

Where:

1) P={pi, p2, ..., ps} is a finite set of places.

2)T={t, t5 ..., tu} is a finite set of transitions.

3)I=P xT— {0, 1} is an n X m input matrix defining the directed arcs from places to transitions.
I can also be split into two subsets /¢ and [y gathering, respectively, the common input matrix and the
complementary input matrix; Ic(p;, ;) = 1, if there is a directed arc from p; to #, and Ic(p;, t;) = 0, if there
is no directed arc from p; to ¢ for i=1, 2, ..., n, and j=1, 2, ..., m; Iu(p; t;) = 1, if there is a directed
complementary arc from p; to ¢, and Iu(p;, ¢;) = 0, if there is no directed complementary arc from p; to ¢
for i=1, 2, ..., n, and j=I, 2, ..., m. A directed complementary arc from p; to ¢ indicates the NOT
relationship to the probability of place p; for the input of transition ¢

4) 0 =P xT— {0, 1} is an n x m output matrix defining the directed arcs from transitions to
places. O(t, p;) = 1, if there is a directed arc from ¢ to p;, and O(%;, p;) = 0, if there is no directed arc
from ¢ to p; for i=1, 2, ..., n, and j=1, 2, ..., m.

5) M: P — {0, 1} is a marking vector. M = (y,, y2, ..., yn), yi = 1 if there is a token in p;, and y; = 0 if
there is no token in p;. An initial marking is denoted by M.

6) A is a probability vector. 4 = (ay, a2, ..., o), Where a; €[0, 1] means the probability of p;, i =1,
2,...,0.

7) U. T — [0, 1] is a probability vector indicating the probabilities of successful execution of the
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transitions. U = (uy, i, ..., tm), Where p;€[0, 1] means the value of the successful execution probability

oft;,i=1,2,...,m.

The elements in PPN are represented as icons, as shown in Fig. 4.

O Place Transition ® Token

—>» Directed normal arc —»0 Directed complementary arc

Fig. 4 Icons for the elements in the PPN model

The firing/execution of a set of transitions updates the probability vector and describes the
dynamic reasoning process of the modeled system. If the probability of a place is known at a certain
reasoning step, a token is assigned to the corresponding place, which is associated with the probability
value between 0 and 1.

When a place p; has no token, it means that the probability is unknown at that step and a=0. Hence,
in the following two possible situations ¢; is equal to zero: 1) there is no token in place p;. This means
that the probability of place p; is unknown; and 2) there is a token with zero value in place p;. This
means that the probability of place p; is known and equals zero. Marking vector M can be used to
distinguish the two situations.

Denote the set of input places of transition ¢ (the set of input transitions of place p) and the set of

output places of transition 7 (the set of output transitions of place p) as “t ("p) and ¢* (p"), respectively.

4.3 Execution mechanism of PPN

Petri-net can be used for modeling the state transition system, e.g. the occurrence of one event
leads to other events. Usually the states of a system (occurrence of events) can be represented by the
places and the changing of the states can be represented by the transitions of a Petri-net. The execution
of a transition means the state change of the system. The enabling and execution of the transitions must
obey the following rules:

(i) Enabling rule: A transition # of a PPN is enabled in a marking M if

M(py)>0 forpie’t “4)
(ii) Execution/firing rule: If a transition is enabled, it can fire/execute. After transition ¢
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fires/executes, the marking of the Petri-net changes to M, where M’ is given by
M’(p)=M(p)  forpie't (5)
M(p)=1 Jor pjer (6)
The execution of transition ¢ not only changes the number of tokens of its output places, but also
updates the probabilities attached to the tokens and thus updates the probabilities of the output places.
The basic execution of a transition is shown in Fig. 5. Fig. 5(a) shows the execution with directed
normal arc connecting from input place p;. In this condition, after the execution of transition #, the
probability of place p; is:

=0y X (7
Fig. 5(b) shows the execution with a directed complementary arc connecting from input place p;.

In this case, after the execution of transition ¢, the probability of place p; is:

= (1-a)u ®)

t t 4 !
P H 22} Pi :| P2 Pi H p: Pi |:| p:
u u u u
(a) (b)

Fig. 5 Basic execution of a transition
In a fault tree, there are two basic relationships that several events impact another event. One is the

“AND?” relationship, and the other is the “OR” relationship. They can be modeled by PPN as shown in

Fig. 6 (a) and (b), respectively.
pPi
p: N P:

(a) (b)

Fig. 6 Petri-net modeling of relationships of events
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For the “AND” relationship shown in Fig. 6 (a), the transition # is enabled only when every one of
its input places from p; to p, has got a token. If the transition ¢ is enabled, it can execute and the
probability a; which is associated with the token in the place p; is determined according to Eq. (9).

a, = ]]le x u) ©)
i=1

For the “OR” relationship shown in Fig. 6 (b), if any place from p; to p, has got a token, their
corresponding transitions from #; to #, will be enabled. If all transitions from #; to #, execute, the
probability a; which is associated with the token in the place p; is determined according to Eq. (10).

atzl—ﬁ(]-aix,ui) (10)

i=1

4.4 Probability reasoning algorithm
In PPN, all the enabled transitions can fire/execute at the same time. In order to represent the
execution rules of PPNs formally, we define four operators in advance.
1) ®: C=A® B, where A, B and C are (mxk), (kxn) and (mxn) dimensional matrices,
respectively, such that
k
¢; = [ a, xb,) Vb, #0 (1
x=1
Where, cj, air, and by;are elements of the matrices C, 4 and B, respectively.
This operator is adopted to calculate the probability of events with an “AND” relationship. The
probability of “OR” relationship events can be converted into the “AND” relationship probability.
2) o: C =AoB ,where A, B and C are matrices of the same dimension, and
cij=ay; Xbj (12)
Where, ¢, a;, and b; are elements of the matrices C, 4 and B, respectively.
This operator is adopted to implement the probability calculation with the successful execution
probability of a transition.
3) I: C=!A, where A and C are matrices of the same dimension, and
cij=l-a; ifa>0 (13)
cij=ay, otherwise (14)

where, ¢;; and a;; are elements of the matrices C and 4, respectively.
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This operator is used to reflect the impacts on probability of complementary arcs.

4) @ :C=A® B, where A, B and C are matrices of the same dimension, and

N
Il

a; xb; ifa; >0andb; >0
¢; = a; +b; otherwise (15)

Where, ¢, ajj, and b are elements of the matrices C, 4 and B, respectively.

This operator is utilized to combine probabilities determined by common arcs and probabilities
determined by complementary arcs.

Based on these special operators, the execution rules of a PPN can be formally described as

follows:

Matrices Ic, In, O, U, Ag and My are given based on a PPN model, then
A=A+ (] - (1 - ((AH ® IC)ED'/ (Af—i ® IH))O U) ® OT)_ M, (16)
M, o=1-(-w_ (. +1,)®0" (17

By iterating through these two formulas until 4=4; ,, probabilities of places and the marking of the

PPN model can be obtained.

4.5 Fire escalation prevention failure modeling with PPN

For the failure analysis of fire escalation prevention discussed earlier, the PPN model is established,
which is divided into two parts. Part one of the PPN model is shown in Fig. 7. The meanings of places
of this part are listed in Table 2. Transitions represent relationships between places as shown in Fig. 6,
so that their meanings are omitted. This part is consistent with the fault tree model, which only
considers the failure of each component of the system.

Part two is shown in Fig. 8, which considers the failure of the fire protection system in the case of
the success of some components. The meanings of additional places of part two are listed in Table 3.
This part considers impacts on failure of two successful events, which are “Employees detect fire”(pso),
and “Manual fire alarm system works well”(p33), respectively, through complementary arcs (under the
condition that automatic fire detection or alarm fails). Places p3p and ps3; are used to model the
influences on failure analysis when employees successfully detect a fire and launch the fire alarm
manually. It should be noted that the state represented by ps only considers the conditions that

automatic fire alarm fails. Place ps4 indicates that emergency response teams arrive at the fire scene late
16



(over ttf). Thus, if emergency teams arrive at the fire site later than #f, the prevention for fire escalation

is considered a failure. Obviously, the earlier the fire is detected, the more likely emergency teams can

get to the fire scene in time.

The probability that p3; (“Manual fire alarm within 1) leads to ps,is determined by the value of w30,

which indicates the successful execution probability of transition #39 and can be calculated according to

parameters 7 and 7, of the log-normal probability function of emergency response actions.

Table 2 Meanings of places of part one of the PPN model

Place | Meanings Place Meanings

pi Smoke detection sensor failure Dpis Emergency teams arrive too late (later
than rtf)

p2 Smoke detection controller failure P17 Fire extinguishing is later than #f

D3 Inadequate coverage of smoke pis Vessel cooling is later than ttf

detection

)2 Flame detection sensor failure P1o Inadequate fire fighting

s Flame detection controller failure D20 Inadequate cooling

Ps Inadequate coverage of flame p21 Fire extinguishing by emergency teams

detection failure (condition 1)

p7 Manual fire alarm system failure P2 Vessel cooling by emergency teams
failure (condition 1)

s Employees do not detect fire P23 Fire sprinkler system failure

Do Smoke detection failure D Automatic fire extinguishing failure

120 Flame detection failure D25 Water deluge system failure

pu Manual fire alarm failure D26 Automatic vessel cooling failure

pi2 Automatic fire detection failure p27 Fire mitigation failure

pi3 Automatic fire alarm system failure p2s Heat radiation block failure

Di4 Automatic fire alarm failure D29 Fire escalation prevention failure
(condition 1)

pis Fire alarm failure
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Fig. 7 PPN model of fire escalation prevention failure — part one, which only consider the influence of

the component failure on the prevention of fire escalation.
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Fig. 8 PPN model of fire escalation prevention failure — part two, which considers the failure of

18



preventing fire escalation in the case of the success of some components/events

Table 3 Meanings of places of part two of the PPN model

Place | Meanings Place Meanings

P30 Employees detect fire within ttf P33 Manual fire alarm within 7

P31 Manual fire alarm system works well | ps4 Arriving of emergency teams at fire
scene late (over ttf)

P32 Employees detect fire within 1

5. An illustrative example

A case study from Paltrinieri et al. (2011) and Khakzad et al. (2013) is adapted and modeled to

illustrate the proposed failure analysis approach. Fig. 9 shows the layout of a tank farm comprised of

eight atmospheric storage tanks with fixed roofs (D1-D8). Each tank contains gasoline with the

capacity of 2,000 metric tons.
The heat radiation escalation vectors are listed in Table 4 (Khakzad et al., 2013).

Table 4 Heat Radiation Escalation Vectors (kW/m?)

D1 D2 D3 D4 D5 D6 D7 D8
D1 - 19.3 4.6 19.3 9.3 3.6 4.6 3.6
D2 19.3 - 19.3 9.3 19.3 9.3 3.6 4.6
D3 4.6 19.3 - 3.6 9.3 19.3 2.2 3.6
D4 19.3 9.3 3.6 - 19.3 4.6 19.3 9.3
D5 9.3 19.3 9.3 19.3 - 19.3 9.3 19.3
D6 3.6 9.3 19.3 4.6 19.3 - 3.6 9.3
D7 4.6 3.6 22 19.3 9.3 3.6 - 19.3
D8 3.6 4.6 3.6 9.3 19.3 9.3 19.3 -
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Fig. 9 Layout of atmospheric storage tanks in a tank farm

Assume sprinkler systems, water deluge systems, and fire detection systems are equipped in this
tank farm, and emergency response times obey the aforementioned log-normal functions. If a fire
occurs at tank D1, obviously D2 and D4 are most likely to fail because they are the closest to D1. In
this condition, the time to failure (##f) of D2 or D4 is about 10.7 minute.

So, the value of 7, is determined to be 10.7min, and the mean time of discovering a fire () is 4min.

The probabilities that employees do not detect the fire and that the emergency teams are too late
for fire extinguishing are calculated to be 0.014 and 0.5, respectively, in the fault tree model. Further,

using the fault tree model, the failure probability of fire escalation prevention is 2.8x 1073,
As aforementioned, the PPN model of the failure analysis of the fire protection system is divided

into two parts. The first part of the PPN model is shown as Fig.7, and the following matrixes can be

obtained:
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1000000000000000000000000 |
0100000000000000000000000
0010000000000000000000000
0001000000000000000000000
0000100000000000000000000
0000010000000000000000000
0000001000000000000000000
0000000100000000000000000
0000000010000000000000000
0000000010000000000000000
0000000000010000000000000
0000000001000000000000000
0000000000100000000000000
0000000000010000000000000
0000000000001000001010000

0000000000000100000000000
0000000000000010000000000
0000000000000000100000000
0000000000000001000000000
0000000000000000010000000
0000000000000000000000100
0000000000000000000000010
0000000000000000000100000
0000000000000000000000100
0000000000000000000001000
0000000000000000000000010
0000000000000000000000001

0000000000000000000000001

0000000000000000000000000

0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
1110000000000000000000000
0001110000000000000000000
0000001100000000000000000
0000000010000000000000000
0000000000000000000000000
0000000001100000000000000
0000000000010000000000000
0000000000000000000000000
0000000000001100000000000
0000000000001100000000000
0000000000000000000000000
0000000000000000000000000
0000000000000011000000000
0000000000000000110000000
0000000000000000000000000
0000000000000000001100000
0000000000000000000000000
0000000000000000000011000
0000000000000000000000100
0000000000000000000000010
0000000000000000000000001

Ij is a 29%25 zero matrix.
Us[IT1TT1111111111111111111111]
A¢=[ 0.08 0.001 0.07 0.08 0.001 0.2 0.05 0.01400000.021000.5000.020.02000.100.1000
0]
Me=[11111111000010010011001010000 ]

Using the probability reasoning algorithm, we can obtain the failure probability of fire escalation
prevention (the value in place p2) is 2.8 1073, The value is the same as that calculated by the fault tree

model.

The second part of the PPN model is shown as Fig.8, and the following matrixes are obtained:
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[, 6 6ty 1 € o g by Ty Ly g T Ly | [, 6t b, bttt ) by Ty bog Uy tyy |
1000000000 0 0 OO0 p, 0000000000 OO OO p,
010000000000 0O p, 0000000000 O0OO0OOO D,
00100000000 O OO p, 0000000000 O O OO p,
0001000000 0O OO p, 0000000000 OO OO D,
0000100000 0 O OO p;s 0000000000 O O OO ps
00000100000 O 0O pg 0000000000 O O OO pg
0000000000 O0OO0O OO p, 00000000001 O0O0O Pp,
0000000000 O O OO pg 0000000001 0 O OO pg
0000001000 0 O 0O p,y 0000000000 OO0 OO py
I. =/10000001000 0 0 00 py I, =0 000000000 0 0 OO0 p
0000000100 0O O0O0TP, 0000000000 O0O OO D,
0000000010 0 0 0O pg, 0000000000 O O OO pyj
0000000000 O0OO0OTOTP, 0000000000 OO OO py,
000000000000 OT1 py 0000000000 O O OO py
000000000000 OT1 py 0000000000 O O OO pyy
0000000000 01 00 py 0000000000 O O OO0 py
0000000000 O O T1O0 py 0000000000 O O OO py
00000000000 010 py, 000000000000 00 py,
0000000000 0 O OT1 py 0000000000 O O OO pss
_OOOOOOOOOOOOOOp34 _00000000000000p34
[, 6ty t, bttty Uy by yy Lo oy tyg |
0000000000 0 O OO p
00000000000 O OO P,
0000000000 O O OO p,
0000000000 0 O OO p,
0000000000 O O OO ps
0000000000 O O OO pg
0000000000 0 O OO p,
0000000000 0 O OO pg
1110000000 0 0 00 p,
0=/0001110000 0 0 00 p
00000010000 O OO p,
0000000000 O O OO pj,
0000000110 0O0O0O0 P,
0000000000 O O OO0 py
0000000000 O O OO0 py
0000000001 0 O OO py
000000000010 0O py
0000000000 01 0O py
0000000000 0 O 10 py
_00000000000001p34

It should be noted that in matrixes /., I, and O, the first row and the last column are used only to
represent the composition of the matrix, they are not the actual matrix value.
Taking the mean time (7) of discovering the fire as an example, based on the PPN model, the value

of u2s 1s determined according to the ratio of the probability between 0 and 7 to the probability between

22



0 and 4. As tis 4min and 7y is 10.7min, the value of s is 0.6075. In addition, w3 is determined to be
0.98 according to the probability distribution function shown in Fig. 3 and the interval (6.7, o). Thus,
the matrix of U is obtained as follows:
U=[111111111110.60751 0.98];

The initial states of the model are determined by A¢and Mo:
A¢=[0.08 0.001 0.07 0.08 0.001 0.2 0.05 0.0140000.02100.10.10000 0];

Mo=[11111111000101100000];

Using the probability reasoning algorithm, the failure probability of fire escalation prevention (the
value in place psq) is determined to be 3.3x10*. Therefore, the total probability of fire escalation
prevention is 3.1x 107, Comparing with the result of the fault tree model, this result has a difference of

about 11%.

The sooner a fire is discovered, the more time emergency teams will have to get to the scene of the
fire. Fig. 10 shows how the probability of fire escalation prevention failure changes with the time the
fire is discovered. The horizontal axis indicates the time (minute) when the fire is discovered, and the

vertical axis indicates the total failure probability of fire escalation prevention.
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Fig. 10 Impact of fire discovering time on the failure probability of fire escalation prevention

6. Conclusions
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If there are a lot of facilities in an area that store large amounts of flammable materials, fire
protection is an important mission of safety management. With heat radiation, fire at a facility may
escalate to other facilities and form a domino effect, which usually causes much greater losses than a
primary fire. Although various safety barriers including active barriers, passive barriers have been
analyzed for preventing fire escalation, the impact of emergency response are seldom involved and
analyzed in detail.

Considering a typical environment that flammable liquids are stored in a storage tank farm, a fault
tree model is developed to analyze the failure probability of fire escalation prevention. However, the
fault tree model usually only analyzes the impact of the occurrence (failure) of the basic events on the
occurrence of the top event. As the success of an emergency action may still affect the occurrence of
the top event, and the emergency actions may influence each other, if these factors are taken into
account in the analysis, it is difficult for ordinary fault trees to deal with them. Thus, an approach of
probabilistic Petri-net (PPN) with the complementary arc is proposed. The definition and execution
rules of PPN are provided, and an algorithm based on matrix operation is developed to embody the
parallel execution of a PPN model. On this basis, a PPN model for failure analysis of fire escalation
prevention is established.

The main contribution of this study can then be summarized as follows: (1) In considering the
factors of fire escalation prevention, in addition to the safety barriers, the impact of emergency
response is emphasized; (2) In addition to the failure of emergency response actions, the impact of the
success of emergency actions and the dependency between the actions on fire escalation is considered.
(3) A new modeling method based on PPN is proposed, which can overcome the shortcomings of fault
trees. (4) The reasoning algorithm of PPN is developed.

An example of tank fire illustrates the proposed approaches. The fire discovering time may
influence the follow-up emergency response actions, such as fire-fighting and tank tooling. As the fire
discovering and the emergency response duration are assumed to satisfy log-normal distributions,
influences of them on fire escalation prevention can be determined. For a fire occurs at a tank in the
tank farm, the time to failure (ttf) of the nearest tank is 10.7min. For the 4min of average fire
discovering time, using the fault tree model and the PPN model, the failure probabilities of fire
escalation prevention are 2.8X 1073 and 3.1x107, respectively. The PPN model includes two parts,

the first part is consistent with the fault tree model, and the second part focuses on analyzing the impact
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of successful events on the system failure.

In the current study, the damage probability of safety barriers caused by a primary accident is not
considered. In practice, primary accidents (especially major explosions or fires) often invalidate safety
barriers. In these conditions, emergency response would have greater impacts on fire escalation

prevention.
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