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Abstract

Contemporary warfare is increasingly shaped by the complex relationship between the privatization
of security and technologically driven automation. On the one hand, there is a growing tendency to
employ private military and security companies for a range of military support tasks. On the other
hand, the growing automation of security technologies is bound to make war less manpower intensive.
Combat systems will have much more autonomy and humans will be working more closely with
machines than they do today.

The article provides an original analysis on the interplay between the privatization of security tasks
and technologically driven automation and investigates their impact on the defence industry and the
armed forces. These two sets of actors are arguably among the most impacted by the multi-faceted
relations between privatization and automation.

Technological progress creates the need for contractors to maintain and operate platforms that
militaries do not have expertise to run. However, technologically driven automation - often developed
in value chains far removed from the military-industrial pipeline - might also replace private
contractors in non-core security tasks. The possibility to employ automated and autonomous systems
will hence impact on the already delicate balance between private contractors and publicly-funded

armed forces.
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Introduction

Contemporary warfare is increasingly shaped by the complex relationship between the privatization
of security and technologically driven automation. On the one hand, there is a growing tendency to
employ private military and security companies (PMSCs) for a range of diverse security tasks. On
the other hand, the growing automation of security and defence technologies is bound to make war

less and less manpower intensive. Combat systems will have much more autonomy and humans will



be working more closely with machines than they do today. Privatization and automation seem also
to respond to a similar logic, namely the states’ aim to externalize the burden of warfare to minimize
their exposure to political financial, political, and diplomatic costs.

Given these considerations, the article’s goal is twofold: first, it aims to describe privatization and
automation in contemporary warfare and discuss the economic, political and strategic logics that drive
these processes. Second, it investigates the impact of privatization and automation on the defence
industry and the armed forces. These two actors are arguably among the most impacted by the multi-
faceted relations between privatization and automation.! What is the relation between the
privatization of security and technologically driven automation? What will be the impact of
privatization and automation on the defence industry and armed forces? Will robots completely
replace both soldiers and private military contractors? In this article, I seek to provide a first step
towards answering these questions by arguing that technological progress creates the need for private
contractors to maintain and operate platforms that militaries do not have expertise to run. However,
technologically driven automation — often developed in value chains far removed from the traditional
military-industrial pipeline — might also directly replace private contractors in non-core security tasks.
The possibility to employ automated and autonomous systems will hence substantially impact on the
already delicate balance between private contractors and publicly-funded armed forces.

The article is structured as follows: the first two sections describe the trend towards privatization of
security tasks and technologically driven automation, highlighting their distinctive features and
presenting the debates on their application to the military field. The following sections investigate the
implications of privatization and automation for the defence industry and the armed forces. The
conclusions summarize the study’s findings and identify potentially fruitful avenues for future

research.

1. Privatization

In the last thirty years, governments have systematically employed PMSCs to perform security tasks
that were previously carried out by publicly funded armed forces.? The scholarly debate on PMSCs
has experienced spectacular growth after the conflicts in Afghanistan and Iraq. The reliance on private
contractors in these two military operations has been indeed unprecedented in size and scope. In the
latest phase of Operation Herrick in Afghanistan the total force of the UK army was composed of
more than 40% of private military contractors. In 2011, the US Commission on Wartime Contracting
in Iraq and Afghanistan estimated that at least $117 billion has been spent on private contractors since

October 2001.# In 2017, the US spent $320 billion on private contractors — more than China and



Russia spent on their militaries combined in that year.’ In 2019, the Pentagon allocated $370 billion
on contracting, 164% higher than its spending on contractors in 2001.° Yet, this growing trend
towards the employment of PMSCs is not an exclusive feature of the UK or the US. Russia, for
instance, is increasingly relying on contractors in the Libyan, Ukrainian and Syrian conflicts.” Other
examples include — among others - the Israeli privatization of checkpoint missions in the West Bank,
Nigerian war against Boko Haram, Indonesian border security, and China's growing footprint in
Africa.® Similarly, international organizations and multinational corporations have also made
extensive use of private contractors in their security-related operations.’

Much of the media attention has been so far devoted to the PMSCs that are directly employed on the
battleground. Two events have catalysed public attention: in September 2007, military contractors
employed by Blackwater Security Company murdered fourteen Iraqi civilians and wounded twenty
more while escorting a US embassy convoy. Five years later, the guards employed by Blue Mountain
Group abandoned their posts when Ansar al-Sharia militants attacked the US consulate in Benghazi,
Libya. This attack, which resulted in the deaths of Ambassador Stevens, a State Department employee
and two CIA private security contractors who were protecting the compound, directed public attention
to PMSCs in conflict zones. As a consequence, the public and academic discussions on PMSCs have
focused predominantly on ensuring public accountability of private force. In a seminal book on the
topic, Avant'® observed that the privatization of security tasks has strengthened the executive power
by eroding the power of the legislative to scrutinize foreign policy. Leander has focused on the ability
of PMSCs to lobby and to influence Western states’ security posture.'! Overall, there is a negative
perception of private contractors, often called mercenaries, and prone to self-serving and predatory
behaviours.'?

However, this picture fails to adequately examine the nuances of PMSCs’ involvement in security-
related tasks. There has been indeed a limited elaboration, both conceptually and empirically, of the
distinctive features of this industry. Singer's Corporate Warriors is ground-breaking in its attempts to
outline a new global military industry, distinguishing between military providers, military consultants
and military supporters.'®> This distinction is particularly helpful because - contrary to common
assumptions and media representations - private military contractors are rarely used for combat
missions and they are often unarmed. To make a striking example, in Iraq, most of the contractor
personnel were employed for base support (65.3%) with only 12.2% used for security.'* In contrast,
PMSCs are widely used in the service and logistics sectors.!> In 2015, 75% of all contractors
employed by the US CENTCOM were providing logistical support.'®

Experts and scholarly have long debated on the ideational roots behind the increasing privatization

of security tasks. Some have argued that privatization of security has gained momentum due to the



belief in the superiority of market solutions and the neoliberal commitment to reduce the size and
functions of the public sector.!” The UK — inspired by public management reforms in public
administration - has radically reformed its defence ecosystem in the 80s, systematically relying on
private actors for defence procurement, services, and logistics.!® Recent studies have also linked the
systematic use of PMSCs in logistics to a broader “post-Fordist” transformation of the armed forces:
military tends towards greater centralization of management control and to the systemic outsourcing
of non-core functions.!® These ideas may also explain cross-national differences in states’ reliance on
PMSCs. While countries with a more liberal model of civil-military relations like the UK and the US
have systematically relied on PMSCs, other states with a different civil-military culture (for instance
France and Germany) have displayed a lower propensity to outsource military tasks.?°

The privatization of security and military support may also be related to functional reasons. After the
Cold War, budgetary and manpower cuts in armed forces worldwide made a large number of trained
military personnel available in an increasingly globalized security market.?! In addition, the rising
demand for expeditionary out-of-area military operations puts a strain on lines of communication and
logistics. In the era of “everywhere wars”, simultaneous deployments overseas to theatres where local
facilities and logistical supply lines are limited have become more frequent.?? To overcome logistical
shortfalls and fill sustainment requirements, armed forces are increasingly constrained to rely on
external agencies and firms to support services ranging from transportation over base support.??
There is a broad consensus that privatization of security tasks and increasing reliance on contractors
is closely related to the growing political costs of warfare. Specifically, the resort to contractors has
gained momentum as a response to the tightening constraints on the deployment of uniformed
personnel in military operations.?* Private contractors, whether armed or unarmed, allow Western
states to fight wars remotely by minimizing the operational, financial, human, and political costs of
war.?> To be sure, non-liberal states such as Russia, Iran, and the United Arab Emirates (UAE) —
among others — have all distinct motivations to externalize the burden of war. Political opportunity
costs may incentivize states to rely on PMSCs to enjoy a shield of plausible deniability for the actions
conducted by their commercial proxies. To make a striking example, scholarly works have
documented how Russia has used remote warfare by contractors to not incur the political costs of
violating international law in Ukraine.?®

Finally, privatization is also related to technological innovation and, specifically, with greater
complexity and sophistication of security technologies. PMSCs are indeed systematically employed
to provide technological support for information technology (IT), infrastructure, and complex high-
tech weapon systems.?’” Armed forces no longer have in-house skills and know-how to maintain and

update their sophisticated arsenal and they rely on private contractors to perform these important



roles.?® This consideration urges a reflection on how privatization is related to the current wave of

technological innovation driven by automation and autonomy.

2. Automation and Autonomy

The history of military innovation has been traditionally characterized by long phases of technological
stagnation punctuated by occasional spikes of revolutionary change.?’ While most technologies alone
have rarely caused the military balance to shift’°, there are also phases of technological innovation
that have had a disruptive effect on the organization and practice of war. The classical example is the
development of nuclear weapons and the so-called nuclear revolution in military affairs.?!

Today, scholars and experts argue that we are living in a revolutionary technological phase. Drawing
on the digital wave in the cyber domain from the 90s, we are now seeing multiple, overlapping, and
converging technical revolutions in various domains, increasingly blurring the lines of the digital,
physical and biological.*? The founder of the World Economic Forum, Klaus Schwab, labelled this
new technological era as the “Fourth Industrial Revolution”.?® Significant advancements in
automated, autonomous and robotic systems, artificial intelligence (Al), remote sensing, cyber
technology, hypersonic vehicles, additive manufacturing, stealth, prevision guidance, and other areas
have spread the idea that emerging technologies have the potential to be game-changers in military
affairs.>* Autonomy and Al are also central aspects of today’s military strategies. China’s National
Al strategy suggests that leadership in Al will be critical to military power, and the US Department
of Defence (DoD) considers autonomy as a crucial factor in preserving its military dominance.®
Russia has targeted 30% of its entire military force structure to be robotic by 2025. Even the EU is
currently pointing to invest in autonomy and Al to finally strengthen its defence posture.3®

This emerging technological wave is primarily characterized by automated and autonomous security
technologies.?” Notwithstanding they are often used interchangeably in the public debate, automated
and autonomous systems possess distinct characteristics. Automated systems simply respond
mechanically to well-defined input. In the military realm, a classical example of an automated system
are the landmines. Other more sophisticated systems, such as Israel’s Iron Dome missile defence, can
be also defined as automated as they are pre-programmed rule-based systems, which provide largely
predictable outcomes.*® In contrast, autonomous systems are far more complex, as they would be
ideally able to reason probabilistically based on a set of inputs, compose different courses of actions,
and then select and execute the best option without human intervention at any of these stages.>
According to Scharre and Horowitz*’, to understand military-related autonomy is indeed important

to specify the degree of human involvement in the execution of a machine’s tasks. Following this



argument, they identify “human-in-the-loop” systems as characterized by pervasive human control in
the machine’s core tasks. In “Human-on-the-loop” systems, machines can operate autonomously, but
humans can still review and intervene in these decisions. A system that can carry out its tasks
completely independently is defined as a “human-out-of-the-loop” system.*! These considerations are
also helpful to distinguish between narrow and general Al. Narrow Al focuses on a singular or limited
function and specific tasks. An example of narrow Al is AlphaGo, the algorithm developed by
DeepMind that defeated one of the world’s best Go players in 2016.#> On the contrary, general Al
denotes the capability to perform a broad range of complex intellectual tasks.

Much of the discussion so far has been devoted to “Lethal Autonomous Weapon Systems”, that —
once activated — are “intended to select and engage targets where a human has not decided those
specific targets are to be engaged”.*> These systems will be ideally able to attack various sets of
targets, including vehicles, structures, and individuals, operate over an extended period after
activation, and will potentially be able to learn and adapt their behaviour.** According to these studies,
autonomous systems can essentially enable faster operations. New autonomous battle networks of
sensors and shooters rapidly accelerate the process of detecting, targeting, and striking threats, the
so-called “kill chain”.* For instance, an autonomous plane might be more adept at identifying and
avoiding air defence threats or better at predicting and defeating adversaries in an air-to-air dogfight.*
Moreover, autonomous systems could help humans to overcome some of their intrinsic cognitive and
physical limits, especially in terms of fatigue, stress, confusion. An autonomous sniper would not get
tired or hesitate after a certain number of hours, as any human would do.*” To be sure, there is
currently a debate on the stage of scientific research in military autonomy and Al. According to some
experts, existing applications of Al are in any case still narrow in nature.*® Others highlight that
general Al, even if not mature, is emerging quickly.*” A 2017 review by the Stockholm International
Peace Research Institute identified 49 deployed weapon systems with autonomous targeting
capabilities sufficient to engage targets without the involvement of a human operator.>°

Automated and autonomous systems give militaries the ability to reduce the risk to their soldiers

1" Operating

while still projecting power in similar ways to how they used force previously.
autonomous systems would allow the military to operate in complex operations, with minimal human
involvement at the tactical level. According to some scholars, fully autonomous aerial weapons would
eventually not even necessarily need ground elements to analyse battlespace intelligence.’> The
number of soldiers on the ground would dramatically decrease. Relatedly, studies are reflecting on if
and how automated and autonomous systems will gradually decrease the need to mobilize political

support before deploying military capabilities®® and on counties’ ability to demonstrate resolve in

military confrontations.’*



3. Privatization, Automation and the Defence Industry

The impact of privatization and automation on the defence industry is developing along two different
and partially conflicting lines. First, the defence industry is clearly benefiting from the privatization
of security tasks. Since the 80s, the combination of increasing weapons’ costs (and technological
complexity) and declining defence budgets have forced defence industries to embark on a process of
privatization and concentration of the market.”> The growing technological complexity of weapon
systems has forced states to involve the industry in the whole lifecycle of defence equipment from
the initial design to decommissioning.>® Prime contractors or systems integrators have now a key role
in the overall defense procurement process, as they translate military requirements into acquisition
programs and combine diverse technological, technical and physical components into functioning
systems.’” The defence industry has also been able to successfully penetrate the security services
market. Now defence contractors are active in cyberoperations, intelligence analysis, and advisory
forces in failing states.*® This trend was evident in the US when the Bush Jr. Administration created
the Department of Homeland Security, mainly to procure systems in the same way (and with a huge
budget) the Pentagon does.>® In Europe, defence industries are also key players in the security market,
especially for what concerns border security, facial recognition, and profiling.®°

Second — and partly in contradiction with the first trend — technologically driven automation resides
in value chains far removed from the traditional military-industrial complex. New players and a
rapidly evolving defence market may significantly threaten traditional defence contractors in the
medium and long-term. To be sure, this is not entirely a new trend, since for more than thirty years
now dual-use technologies opened-up the defence market to newcomers specializing in IT and related
services®! However, technologically driven automation — because of its intrinsic characteristics — may
represent a true paradigm shift in the defence market. As highlighted by Verbruggen, civilian
advances in autonomous technologies will have greater dual-use utility than more military-oriented
R&D.%? This is because automated and autonomous technologies are general-purpose technologies
that can be used for a wide variety of both military and civilian applications. Because military
innovation is becoming more capability-oriented, civilian innovation related to general-purpose
technologies has become more relevant to military innovation at large. Cronin argues that we are
living in a period of open innovation technology, as technological innovation is not strictly dependent

on military research.®® In the 60s, 70s, and 80s, state-funded research in the military field has then



been introduced in the civil field. With federal government support, the Advanced Research Projects
Agency Network (ARPANET) became the Internet. Tax dollars developed the Global Positioning
System (GPS) and Google and Apple (among others) have been able to innovate by exploiting the
existing technological and infrastructural base originally funded by the state. Today, the private sector
has become the primary locus of scientific progress, especially for what concerns automation.
Companies like Microsoft, IBM, Facebook, Amazon, Apple, and Alphabet now drive research in
autonomous systems and Al. Players in the IT and automotive industries are also at the forefront in
advancing autonomy.®*

A key underlying factor is that the defence industry is currently being outspent on R&D: aerospace
and defence companies spend less on R&D as a percentage of revenue than both software and tech
companies. In 2017, Amazon became the world leader in R&D expenditure, ahead of Alphabet,
Google’s parent company, and Intel. With Apple and Microsoft being ranked in the American Top 5,
these companies spend 76.2 billion dollars on R&D. Amazon spends more on R&D than the entire
global aerospace and defence industry.®® These developments may gradually erode the defence
industry’s market position, also considering the challenge associated with defence contractors’
workforce, many of whom are older workers nearing retirement. Young talents in IT and engineering
are more attracted to the civil sector and the technology platform companies, which ensure higher
salaries and a more stimulating working environment.®¢

Public authorities are also trying to adapt to these new market dynamics. In the US, the Pentagon
explicitly aims to adopt a venture capital model of development by partnering with the start-up
business community in the Silicon Valley.®” This would ideally allow US national security agencies
to steer nascent companies’ business trajectories by firms to apply their innovations to defence. A
striking example is In-Q-Tel (IQT), a strategic investment firm funded by the CIA. Among other
things, IQT finances also the now-famous Palantir Technologies, a data analysis agency that works
very closely with US security agencies. In 2019, Palantir Technologies won an $800 million contract
for updating the US Amy’s software on ground systems, becoming the first Silicon Valley company
“to win a defence program of record”.®®

At the moment, data shows that the traditional defence industry continues to dominate the market,
including in automated and autonomous combat systems. 50% of Unmanned aerial vehicles (UAVs)
in the US have been contracted to Northrop Group and General Atomics, two well-established
defence firms. ¢ In 2020, the top 100 defence companies increased their revenues for a fourth straight
year.”® Since Apple, Amazon, Google, or Tesla (just to name a few) have not yet been embedded in
the defence circuit, some have suggested that the traditional war-state infrastructure is still dominant

in military innovation.”! Geist highlights that the US Department of Defence’s Advanced Research



Projects Agency (DARPA) provided the bulk of funding for artificial intelligence in the US. 7
Recently, DARPA announced a 2§ billion campaign to develop the next wave of Al technologies and
it is currently pursuing more than 20 programs to advance in autonomy-related technologies. In
Europe, many calls for the establishment of a “European DARPA?”, a centralized structure able to
finance defence technology. The just-approved European Defence Fund and the creation of the EU
Commission’s DG on Defence Industry and Space can be contextualized as first steps in this
direction, given that for the first time EU funds will be used to finance the military research.”

We need also to consider the structural obstacles of the spin-in (technological transfer from the civil
to the military sector). More than twenty years ago, Molas Galart convincingly argued that dual-use
technology transfer in the military is complicated by the degree of modifications required for defence
platforms.” Verbruggen highlights that this factor is important in technologically driven automation,
where there is a great initial overlap between civilian and military R&D, but at the later stage
application and standards diverge.”> Working with defence agencies is also complicated from a purely
business perspective, especially when it comes to intellectual property rights. Civilian R&D often
relies on open-source technologies where companies release incremental improvements. Military
research is instead structured around confidentiality and public ownership of sensitive technologies.”®
Some civilian industries have already expressed some unease in collaborating with the defence sector,
as shown by resistance from Google developers to collaborate with the Pentagon. Civil society groups
are also pressuring private companies through groups like the “Campaign to Stop Killer Robots™ in
Europe.”” Civilian companies seems to be worried about the negative stigma associated with working
with the military ecosystem in the development of automated and autonomous systems.

In this respect, it is interesting to note the similarities between the constraints on the privatization of
combat and the legal and normative barriers to develop and eventually employ lethal autonomous
weapon systems. From a legal point of view, there are similar discussions between ensuring public
accountability of private contractors and the regulation of autonomous weapon systems.’® From a
normative standpoint, both private contractors and autonomous weapon systems are problematic to
justify for nation-states that have anchored their political legitimacy and sovereignty on upholding a
monopoly of violence and maintaining publicly funded armed forces.” Public and media attention
on the role of PMSCs like Blackwater is currently preventing systematic recruitment of private
contractors on the battlefield.3® PMSCs also have learned that the stigma attached to conducting
offensive security tasks may be bad for business, and are currently wary of participating in activities
that may involve them in direct, physical conflict with enemy forces.®! PMSCs are also incentivized
to shift their range of operations to smaller countries with less democratic oversight, where they can

offer customised services, technologies and trained specialist personnel for operational planning and



training support. This is, in turn, useful for small states to close the discrepancy between ambitious
strategic objectives and available in-house capacity and capability.®? For instance, some analyses have
reported on the business operations of the former CEO of Blackwater Erik Prince in the UAE and the
activities of major Western PMSCs in Saudi Arabia.?* An interesting recent trend is represented by
big private equity firms that are buying and controlling PMSCs and directly rent their services to

small states or private firms.*

4. Privatization, Automation and Armed Forces

What will be the impact of privatization and automation on the armed forces? Can we envisage a
foreseeable future in which states will systematically rely on PMSCs on the battlefield? Will
automated and autonomous systems or robots eventually replace soldiers and private military
contractors?

Scholarly works revealed how outsourcing missions to PMSCs tend to decrease military effectiveness
and negatively impact the severity of armed conflicts in weak states.®> Evidence on the cost-
effectiveness of contracting is also mixed.?¢ Nevertheless, the use of PMSCs is likely to continue
increasing due to their political rather than merely financial convenience, linked to the dispersion of
risks, discretion, deniability and the overall desire to affect the military balance without being directly
involved in a conflict.3” Moreover, private contractors will arguably be increasingly involved in
taking government activities related to advisory role in failing states®, as well as low-intensity
military policing tasks, such as ensuring security for diplomatic premises and personnel.®® Recent
studies have highlighted states’ outsourcing of cyber-operations and the growing importance of cyber
“boutique firms” offering offensive cyber security services to law enforcement and national security
organisations. Some relevant examples of this trend are Hacking Team, a company that was based in
Italy but offered cyber services to public and private entities around the world, and Endgame, dubbed
—not by chance - as “Blackwater of hacking”.”® Journalistic sources have also reported about “Project
Raven” and the activities of former US intelligence operatives recruited by UAE for vulnerabilities
hunting in the computer systems of foreign governments.’! It is certainly difficult to draw a clear line
of demarcation between PMSCs and groups of hackers, due to their ambiguous relationship with state
structures. For instance, Russian cyber-operations rely on disparate groups of hackers and have
employed advanced techniques for cyber intrusion and evasion to prevent hackers identification and
possible attribution to Moscow.’? Recent scholarly works by Egloff and Maurer on, respectively,
semi-state actors and state proxies have developed relevant analytical categories to investigate this

phenomenon.”® Another important point in this discussion on cyber-operations’ outsourcing is related
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to the legal aspects of cyber-attacks attribution, which needs to be contextualized in a complex
environment that must necessarily balance domestic and international law with geopolitical and cost-
opportunity implications.**

As argued above, privatization has been often associated with financial incentives. Since the 80s,
steered defence budgets towards research & development and procurement created a need to cut
personnel costs. Defence budgetary restrictions and growing costs (and technological complexity) of
military procurement are positively correlated with the structural involvement of the private sector.”
Technological progress inevitably leads to the creation of new professionals who are not immediately
available among armed forces’ personnel but who can be recruited by the private sector. At the same
time — as currently exemplified by the Joint Strike Fighter — the procurement of sophisticated weapon
systems has transformed into the provision of a service rather than the purchase of an asset to be
operated and maintained by uniformed personnel. To make another example, in the current discussion
on the next European sixth-generation fighter, the two competing projects (the British with “Tempest”
and the Franco-German “Future Combat Air System”) are based around structural links between
national governments and defence industries throughout the procurement cycle, from initial studies
to maintenance.’® Similar considerations are also valid for logistics, services and other non-core
security tasks. Publicly-funded armed forces are no longer able to successfully self-perform and are
dependent on external capacity and capability to manage the globalized supply-chain of war.

The privatization of security has already been impacted by the growing automation of security
technologies. For instance, the systematic use of drones on the battlefield has led to the creation of
new professional figures specifically dealing with functions such as take-off and landing. These tasks
have been entrusted to private contractors' expertise, as the armed forces do not currently have in-
house expertise to manage them.?” Scholarly works are also currently speculating on whether warrior
machines or robots will directly supplant soldiers on the battlefield.’® Military autonomy has evolved
to a point where it is possible to contemplate conflicts in which human beings are no longer directly
engaged in combat. This may eventually negatively impact PMSCs because if more non-core security
tasks will be automated, there will be less and less need for private contractors. At the moment, robots
have tended to replace humans in repetitive but precise tasks, while humans do many skilled
activities.”” Consequently, many of the tasks currently performed by PMSCs, like driving, catering,
and cleaning, construction, and static security, are among the easiest to automate. However,
increasing automation will primarily depend on these systems’ costs and reliability. At the moment,
predictions that automation would supplant humans in complex tasks are not entirely accurate because
these kinds of robots remain costly.!?’ In this discussion, we need also to consider how automated

and autonomous systems will be actually integrated into armed forces’ practice and routine. Lindsay
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has convincingly argued the need to carefully investigate how practitioners use technology in actual
operations.'?! It is therefore difficult to predict how automation and autonomy will eventually impact
armed forces without taking into account how different military structures in different countries and
regions adopt and integrate these technologies. Most likely, each armed force will find a different
balance between machines and humans.

If automated technologies will become cheaper and more reliable, eventually threatening armed
forces’ jobs, it is also plausible to expect resistance from the armed forces themselves. Automation
does not come conflict-free. De Vore has shown that the US Air Force’s and Naval aviation’s pilot-
dominated hierarchies never prioritized drones over manned aircraft.'”? Military disruptive
technologies like automated UAVs threaten a person’s role and identity within the armed forces.!??
On this point, the RAND corporation found that Al adoption among armed forces has been hampered
so far by “inherent resistance to change...concerns about the potential loss of an individual’s value
to the organization”, and a general lack of trust in the technology itself.!% Such services and
individuals may therefore resist automation, perhaps by leveraging both strategic concerns (the spread
of these technologies might erode Western military superiority and favor non-state actors), tactical
risks (software failure and risk of hacking), as well as international law and norms (automated lethal
platforms are unaccountable and they violate international humanitarian law). The scholarship on
military innovation has long emphasized that innovation in military doctrine requires the presence of
advocates for change.'% In this context, automated and autonomous systems may prove to be either
so cheap to be permanently integrated in non-core security tasks or so reliable and effective on the
battlefield that they will inevitably lead to pressures for top-down change. It is also interesting to note
how some emerging dynamics in the field of automation were already experienced by private
contractors. Military organizations tended to resist giving up to contractors those tasks that they see
as central to their mission or essence, but easily accept or even encourage the delegation to private
actors of those that they see as peripheral.'’® We can therefore expect the behaviour of military
organizations to be similar vis-a-vis both privatization and automation: armed forces should welcome
both the privatization and the automation of support tasks that are seen as peripheral but are likely to
resist both the privatization or the automation of tasks that they see as crucial to their mission and
identity, most notably combat.

Overall, much will depend on how automation and autonomy — for instance, linked to Al, machine
learning, and big data — will prove to be enabling or labour replacing technologies. Frey has shown
how historically labour-replacing technologies have generated opposition while enabling
technologies have been more easily embraced.'”” Automation does not necessarily imply indeed the

replacement of human personnel. Technological progress always triggers an increasing demand for
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complements and a reallocation of tasks between humans and machines. So far, automation has been
usually accompanied by new tasks necessary to enable it. For instance, Fino noted how the use of
guided missiles in F-4 fighter jets led to a need for a second human in the cockpit to operate the

radar.108

Additional automation has historically been developed primarily to alleviate traditional
burdensome tasks. Once the pilots accepted that these developments would improve their
professionalism rather than undermine their role and identity, they began to accept them.'” A recent
report found defense research into Al is focused “not on displacing humans but assisting them in
ways that adapt to how humans think and process information”.'!” Recent studies have shown that
the use of drones is not — at the moment - positively correlated with a reduction of personnel.!!'!
Highly skilled remotely crewed platforms are critical for the successful employment of drones on the
battlefield. These considerations raise important questions about the future composition of armed
forces. It is indeed likely the army of the future will be composed of soldiers with a different skill set
to effectively integrate humans and machines. In a recent study, Asoni et al noted that in the US the
change in technology, tactics, operations, and doctrines observed over the past decades has called for
the recruitment of more skilled individuals.!'? Greater automation of the armed forces is inextricably
linked to more-capital intensive personnel. At this stage, it is difficult to predict whether this would
encourage the use of more specialized PMSCs or more in-house expertise. In the future, technology
might directly replace many private contractors, as automation is most likely to affect those repetitive
and peripheral tasks that are currently the bulk of the activities performed by contractors. In any case,
education, recruitment, and training will probably be critical to integrate humans (both soldiers and

contractors) and machines in armed forces’ organizations.

5. Conclusions

The article provides an original analysis on the interplay between the privatization of security tasks
and technologically driven automation. Notwithstanding privatization and automation have been
often treated separately, they are more interlinked than it is usually portrayed. This work shows that
privatization and automation are both inextricably related to the externalization of the burden of war,
political benefits and costs, and international security competition. Both privatization and automation
are also inhibited by the same legal and normative barriers related to accountability. Technological
progress has created the need for private contractors to maintain and operate platforms that armed
forces do not have the expertise to run. The defence industry has also undoubtedly benefiting from
the privatization of security tasks, especially in IT, service and logistics. However, automated and

autonomous systems might directly replace many contractors, as automation is most likely to affect
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many of the non-core functions and repetitive tasks that are currently performed by private
contractors. Armed forces have also traditionally resisted the privatisation of core security tasks and
they are having a similar negative reaction to the systematic use of automated and autonomous
systems on the battlefield. Privatisation and automation will therefore remain, at least in the short
term, systematically employed in non-core-security functions. This may change if automated and
autonomous systems will be so effective on the battlefield to induce top-down change and if there
will be internal advocates for change at the political or military level.

The article opens fruitful avenues for future research: first, the scholarship on defence technology and
privatization should further investigate the relations between automation and privatization of security
tasks. More should be written on how technologically driven automation will impact on the
deployment of private contractors both in non-core security tasks and on the battlefield. Second, it
would be interesting to make a systematic examination on how defence budgets are currently
balancing the need for increasingly sophisticated and expensive procurement of automated and
autonomous systems with expenses for private contractors. This point is inextricably linked to the
future composition of armed forces, where it will be crucial to find a balance between a more capital-
intensive military and a more automated and eventually privatized support system. Finally, this work
needs also to be complemented by specific analyses on the evolving role of the state. Both
privatization and automation are linked to a special emphasis on private industries and enterprises.
However, great power competition, the growing politicization of value chains, and exogenous events
such as COVID-19 are leading the state to (re-)assume a central role in economic and security policy.
This will probably have a major impact both on privatization and automation and on the broader

understanding of the changing character of warfare.
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